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Abstract

A critical analysis of the function played by the UAE's Financial Intelligence Unit in
counteracting money laundering with particular reference to the UK's Financial

Intelligence Unit

Almost all countries in the world are suffering from Money Laundering (ML) activities in
their jurisdictions. The establishment of a Financial Intelligence Unit (FIU) in countries is
therefore a crucial and most effective international requirement to fight ML. It constitutes
the backbone for the Anti-Money Laundering (AML) system at both the national and
international level. The unit is the only national entity specialised in dealing with
Suspicious Transactions Reports (STRs) on ML. The thesis critically analyses the role of
the UAE FIU in the STRs regime, especially its functions and powers in dealing with
STRs and the STRs requirements imposed upon the reporting entities. The UAE FIU
model is also compared with the UK FIU model. In addition, the thesis investigates
whether the current UAE FIU model complies with the relevant international
recommendations developed by the Financial Action Task Force (FATF) in relation to

the establishment of the unit, as well as its powers and functions.

The research argues that the current functions and powers of the UAE FIU model do not
comply with the international requirements, whilst the functions and powers of the UK
FIU model do not just comply with the international requirements, but are even superior
to them. Yet, the adoption of the entire UK FIU model may be difficult for the UAE,

especially in light of the special nature of its circumstances and police system.

The research provides practical recommendations to formulate a new/amended strategy
for the future work of the UAE FIU as the only national agency specialised in dealing
with STRs. Further, it assists the policy makers, in the UAE, to re-align the strategies of
the UAE FIU in a way which does not conflict with the country's circumstances and legal
system, provided that adopting a number of legislative and regulatory amendments in

order to ensure the success of the proposed FIU model.
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Chapter 1. Introduction
1.1. Objectives of the research

The research has one principal objective, namely establishing coherent and structured
research to provide an ideal United Arab Emirates (UAE) Financial Intelligence Unit
(FIU) model which is not only compatible with the UAE's situation and legal system, but
rather has four unique features, namely 1) it fulfils the latest relevant international
requirements, 2) plays a vital role in increasing the capability of the reporting entities to
detect Suspicious Transactions Reports (STRs),! 3) assisting the Law Enforcement
Agencies (LEASs) and Prosecution Office in their investigations and prosecution of STRs
by conducting high quality analytical functions and 4) participating constructively in the
process of proposing/amending Anti-Money Laundering (AML) law and policies at

national level.

In addition, a number of other aims and objectives have been taken into account and
formulated in order to achieve the principal research objective. The research seeks to
identify the characteristics of the four different FIU models and the latest relevant
international  requirements imposed pursuant to the revised 2012 FATF
Recommendations on the establishment of a FIU, as a sole national entity in dealing with
STRs and its functions in counteracting Money Laundering (ML). The research also aims
at critically analysing the current model of the UAE FIU, namely the administrative
model, its functions and powers in dealing with STRs in order to verify whether the UAE
FIU has rightly been criticised in the UAE Mutual Evaluation Report (MER)? and to
assess whether the current UAE FIU functions are compatible with the latest FATF

Recommendations.

Furthermore, this thesis critically evaluates how the obligation of submitting
STRs/Suspicious Activities Reports (SARs)® by banks does not conflict with the principle
of banking confidentiality. This, in turn, entails considering the legal basis of STRS/SARS

L A STR is a report, which contains information about a specific suspicious transaction/activity about ML
or proceeds from criminal activities. See Chapter Four, part A of subheading 4.2.1.2.

2 'The United Arab Emirates Mutual Evaluation Report, Anti-Money Laundering and Combating the
Financing of Terrorism' as produced by the Financial Action Task Force (FATF) on 20 June 2008.

® The UAE's AML system uses the term "STRs" and the UK's AML system uses the term "SARs." See (n
129) of Chapter Four.



and its legal requirements since they represent a crucial factor for a successful FIU.
Moreover, the ways to enhance the cooperation between the UAE FIU and the reporting
entities on one hand, and the relationship between the UAE FIU and the LEAS on the
other hand constitute another objective of the research since those two limbs affect
positively the success of the UAE FIU. Lastly, | shall critically assess not only whether
the United Kingdom (UK) FIU model a successful model to deal with the SARs, but also
consider the serious consequences for the relevant customer(s) if SARs have been
submitted especially by banks for subjective purposes. This is essential with a view to
evaluating the chances of success/or failure if the UAE FIU adopted the UK FIU law

enforcement model.

1.2. Originality of the thesis

For the purpose of developing an optimal model for the UAE FIU, the UK and UAE
FIUs systems and powers and functions are analysed and the STRs/SARs regimes on ML
are compared, which has never been done before. This is done to ensure that the quality
of STRs, which are submitted by the reporting entities, is substantially increased. The
thesis also makes various recommendations to enhance the effectiveness of the current
UAE's STRs regime, for instance that the UAE FIU can freeze accounts of
individuals/entities the subject of STRs and that the Central Bank and other
regulatory/supervisory bodies can impose sanctions or financial penalties on reporting

entities for failing to adopt or adhere to STRs requirements.

The thesis provides a critical analysis of the functions and powers of the UAE FIU in
counteracting ML in general, and especially in handling STRs on ML. It provides legal
justifications why the current functions and powers of the UAE FIU, along with its
current model, do not comply with the relevant international standards. The thesis
provides practical recommendations for the development of a new/amended strategy for
the UAE FIU. Based on the critical evaluation of the UK FIU and the relevant
international standards, the thesis spells out how the relationship between the UAE FIU
and the reporting entities, as well as between the UAE FIU and the LEAs could be

enhanced in a way, which improves the effectiveness of the UAE FIU generally.



Legislative and regulatory amendments to the role of the UAE FIU in the STRs regime
are proposed. These proposals relate to various aspects, for instance the basis of STRs,
the UAE FIU’s capability to deal with STRs, to improve the quality of submitted STRs
from the reporting entities, and to assist LEAs and the Office of Public Prosecution with
investigations and prosecutions. The proposed amendments are also intended to
constitute best STRs practice guidance for the UAE FIU.

The research suggests an innovative model for the UAE FIU, namely a mix of the
beneficial characteristics of the FIU administrative and FIU law enforcement model. The
proposed model renders the UAE FIU responsible for providing the reporting entities
with feedback and training, so that the quality of submitted STRs is increased. This is
crucial to reduce the number of unnecessary STRs submitted to the UAE FIU. At the
same time, the proposed model ensures the independence of the UAE FIU and grants it
the power to freeze transaction(s), associated with the STR, for a limited period, as it is

best placed to reach such a decision.

In addition, the research argues that the UAE FIU should play a vital role in the process
of revising and proposing new national AML policy and controls in order to keep abreast
of new ML patterns and trends. The UAE FIU fulfils an analytical function in respect to
STRs and thus possesses an expertise in ML activities and patterns. For instance, it could
discover that a specific entity/sector is an attractive target for ML activities and could
then propose new or amended controls and requirements to reinforce the STRS

requirements.

As a result, this thesis assists the policy makers, legislator and financial regulators in the
UAE, to re-align the strategies of the UAE FIU in a way that does not conflict with the
country's circumstances and legal system and to discharge its international requirements
in a more proficient manner through a number of legislative and regulatory amendments

in order to ensure the success of the proposed FIU model.



1.3. Structure of the thesis

My thesis is divided into ten Chapters. Chapter One comprises the background to the
main issue, explains the motivation for the research, the scope of the study, the research
questions and objectives, the methodology and a description of the thesis's structure.

Chapter Two presents an overview of the relevant literature for this thesis. It explores the
previous research about the role of the FIU in the SARs/STRS regime pursuant to three
aspects, namely 1) international standards, 2) the UAE's legal framework and 3) the UK's

legal framework.

Chapter Three examines how the requirements of the STRsS/SARs regime for the banking
sector do not conflict with the well-established doctrine of banking confidentiality.

Chapter Four assesses the beginnings of the establishment of the FIU and the features of
the four FIU models. It further scrutinises the nature of the FIU from the perspective of
international standards with which countries have to comply. The Chapter therefore
evaluates the importance of the FATF Recommendations for countries and critically
analyses the core and non-core functions of a FIU pursuant to the latest relevant FATF

Recommendations.

Chapter Five firstly provides a detailed description of the UAE's AML laws and
regulations, and secondly critically evaluates the UAE FIU’s functions and powers when
dealing with the STRs and its relationship with the reporting entities and LEAs. The legal
basis for the STRs regime and the requirements imposed by the regime on reporting
entities, especially the banking sector, are also critically analysed.

Chapter Six analyses interviews with individuals working in the UAE about the function
of the UAE FIU and the requirements of the STRs regime. It critically concludes with the

findings of the interviews.

Chapter Seven examines the UK AML laws and regulations and relevant requirements
before investigating the UK’s SARs regime and the UK FIU model.



Chapter Eight critically analyses the relevant UK laws, which form the backbone of the

SARs regime and the types of disclosures, which reporting entities have to make.

Chapter Nine assesses the UK FIU model, its role in the SARSs regime and its relationship
with the reporting entities and LEAs. The consent procedures contained in the SARs
regime and practical problems associated with them are also critically evaluated.

The last Chapter contains the conclusion and recommendations, which have been
influenced by my findings in the previous Chapters. It also provides suggestions for

further study.

1.4. Background to the main issue

The purpose of ML

Criminals commit crimes for several reasons. One of these is to profit and obtain value or
money in a variety of forms, for instance cash or all types of property whether real or
personal, heritable or moveable. They also try to obscure the illegal origin of these
proceeds. They perform a number of ML activities/transactions to ensure that their
activities/transactions are not discovered. The term ML denotes the process(es) which
criminals use to obscure the real origin of the proceeds which have been derived from
criminal activity and to make illegal proceeds appear like legitimate property.* ML is an
effective way for criminals to avoid prosecution, conviction and confiscation of illegal
proceeds® since the illegal origin of the proceeds is disguised or turned into legitimate

proceeds.®

Hence, it depends on the criminal activity which generates the illegal proceeds’ and this
can take various forms, such as drug trafficking, human trafficking, embezzling, fraud,

tax evasion, bribe, piracy and others. These crimes are "predicate offences” for ML and

* Commonwealth Secretariat, Combating Money Laundering and Terrorist Financing: A Model of Best
Practice for the Financial Sector, the Professions and other Designated Businesses (Second Edition,
5Commonwealth Secretariat 2006), 6.

Ibid.
® Doug Hopton, Money Laundering, A Concise Guide for All Business (Second Edition, Gower Publishing
Limited 2009), 1.
’ Kenneth Murray, ‘A suitable case for treatment: money laundering and knowledge’ (2012) 15 (2) Journal
of Money Laundering Control 188, 192.



cover any crime, which generates illegal proceeds. The criminalisation of ML has
therefore two important objectives. Firstly, to prevent criminals from committing crimes
which generate illegal proceeds, namely predicate offences for ML. Secondly, to prevent
money launderers from enjoying their illegal proceeds.®

Indeed, the predicate offences for ML depend on the national legislation, which a
particular country has adopted and/or the international treaties which the country is a

party to. A country can basically adopt one of the following four approaches:

1. The “all offences basis” means that all crimes are considered predicate offences
for ML under domestic law, for instance as the UK system recognises.’

2. Using the 'threshold' approach which means a threshold is connected either to the
punishment of imprisonment applicable to the predicate offence or to a group of
serious offences.’?

3. There is a list of predicate offences, as in the UAE,"

4. Undertaking a combination of these approaches.™

ML is a global phenomenon since its activities are not confined to the borders of one
country. For example, illegal proceeds are often transferred outside the borders of the
state. This is done either through physical transfers to another country or via online
transfers. ML is thus the third largest industry in the world after the oil trade and foreign
exchange.™ The Managing Director of the International Monetary Fund (IMF) estimated
that 2% to 5% of the world's Gross Domestic Product (GDP) constitutes ML.™

& Leonardo Borlini, ‘Issues of the International Criminal Regulation of Money Laundering in the Context of
Economic Globalization” [November 1, 2008] Paper No. 2008-34 Paolo Baffi Centre Research 1, 12.
Available online at SSRN: http://ssrn.com/abstract=1296636 (accessed on 19" May 2013).

° As will be analysed in subsection 7.2.2. of Chapter Seven.

O EATF Recommendation 3 and its Interpretative Note.

' As will be analysed in subheading 5.1.2.1. of Chapter Five.

2 EATF Recommendation 3 and its Interpretative Note.

3 Angela Leong , The Disruption of International Organised Crime : An Analysis of Legal and Non-Legal
Strategies (Ashgate Publishing Limited 2007), 41.

4 Nicholas Ryder, Money Laundering — An Endless Cycle? (First Published, Routledge Cavendish 2012),
2. See also, Michel Camdessus, 'Money Laundering: the Importance of International Countermeasures' as
presented at the Plenary Meeting of the FATF on ML in Paris February 10, 1998. Available online at:
http://www.imf.org/external/np/speeches/1998/021098.htm (accessed on 20" May 2013).
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At the national level, ML causes social and economic harm. Social harm is caused
through increased crime levels, as predicate offences are committed to obtain profits.
Accordingly, without the commission of crimes there is no ML.'®> Countries with high
crime levels have more corrupt officials and professionals, who assist in disguising the
sources of the illegal proceeds.*® Economic harm is also caused since the stability of the
country’s financial and economic system is undermined and less trust exists in the

financial institutions of the country.*’
Stages of ML

The process of ML normally involves the following three stages: 1) placement, 2)
layering and 3) integration.

Placement is the first stage which money launderers use to introduce the illegal proceeds
from the commission of the predicate offences into the financial system. Bank deposits or
cheque cashing businesses are often used to convert the cash into negotiable instruments,
such as money orders or traveler's checks.’® It is difficult to introduce large amounts of
money generated from the commission of predicate offences, so that a technique known
as "smurfing" is used, which separates the large amounts into small amounts below the
reporting thresholds, for instance through bank deposits.’® The main purpose of the

smurfing technique is to avoid STRs/SARs.

The second stage is layering, which involves various complex transactions to hide and
distance the relationship between the money and the predicate offence. These complex
transactions take a number of forms, for example involving the transfer of money to

another bank account within/outside the jurisdiction, the purchase of real estate or

1> _eonardo Borlini (n 8) 13.
1® Barbara Crutchfield George and Kathleen A. Lacey, ‘Crackdown on Money Laundering: A Comparative
Analysis of the Feasibility and Effectiveness of Domestic and Multilateral Policy Reforms” (January 1,
2003) 23 (2) Northwestern Journal of International Law & Business 1, 5.
ﬁvailable online at SSRN: http://ssrn.com/abstract=1431264 (accessed on 20" May 2013).

Ibid.
'8 Bonnie Buchanan, ‘Money Laundering- a global obstacle’ (2004) 18 (1) Research in International
Business and Finance 115, 117.
9 Nicholas Ryder, Financial Crime in the 1st Century: Law and Policy (Edward Elgar Publishing Limited
2011), 12.
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precious metals and other high-value goods for the purpose of resale.?’ In addition,
money can be transferred to bank accounts located in Offshore Financial Centres (OFCs),

which enjoy a high degree of banking confidentiality.

The last stage of the ML process is integration, which aims at re-integrating the laundered
money into the financial and economic system®" after distancing it from the illegal source
in order to look like a normal and legitimate business activity or a personal/commercial

transaction.

Online banking services can also be used to transfer funds much more easily and rapidly
between banks accounts located within and outside a particular jurisdiction. More
importantly, there is no longer a need to use computers to transfer money electronically,

but instead "Smartphones'??

can be used for mobile banking services, including for the
electronic transfer of money, the purchase of goods or services and the payment of bills.*®
The relevant persons in banks and other financial institutions have to therefore possess a
high degree of integrity, experience and pay attention in order to detect suspicious
transactions/activities.* Of course, not all ML activity comprises the three stages since
each ML process depends on various factors, such as knowledge and experience of the
money launderer, the nature of the predicate offence and the robustness and effectiveness

of the AML laws and regulations in the relevant jurisdiction(s).”®
The need to establish a FIU

ML transactions and activities cannot be easily specified since they develop according to
the experience of the perpetrators and the development of Information Technology (IT),

which result in techniques to conduct ML activities. As a result, there was an urgent need

% Jonathan E. Turner, Money Laundering Prevention: Deterring, Detecting and Resolving Financial Fraud
(John Wiley & Sons, Inc. Hoboken, Ney Jersey 2011), 9.

“! Nicholas Ryder (n 19) 13.

%2 Such as iphone.

% Celina B. Realuyo, ‘It’s All about the Money: Advancing Anti-Money Laundering Efforts in the U.S. and
Mexico to Combat Transnational Organized Crime’ [May 2012] Woodrow Wilson International Centre for
Scholars, Mexico Institute, 12. Available online at:
http://www.wilsoncenter.org/sites/default/files/Realuyo_U.S.-Mexico_Money_Laundering_0.pdf
(accessed on 19™ February 2014).

# Barbara Crutchfield George and Kathleen A. Lacey (n 16) 4.

% Doug Hopton (n 6) 3.
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to create an agency at the national level, which is able to identify and analyse complex
patterns suggestive of ML activities and transactions. In the early 1990s, the need arose to
create a central and specialised entity at the national level, which could collect, analyse
and disseminate information associated with ML. This is due to the LEAs had limited
access to relevant financial information.”® Throughout this era, a number of FIUs were
established. The number increased in the following years, especially with the
establishment of the Egmont Group in 1995.>” When a group of FIUs met at the Egmont
Arenberg Palace in Brussels, it was decided to set up the "Egmont Group of Financial
Intelligence Units™ in order to foster international co-operation amongst FIUs to detect

and prevent ML.

The establishment of a national FIU has received a lot of attention at both the national
and international level after adopting the Egmont Group's definition by Article 7 (1)(b) of
the 2000 UN Convention against Transnational Organised Crime (Palermo Convention
2000)* and Article 14 (1)(b) of the UN Convention against Corruption.”

International AML standards have also been published by the FATF*® and nine regional
groups have been established by FATF, known as the FATF-Style Regional Bodies
(FSRBs), which facilitate the global implementation of the FATF Recommendations. The
task force drew up various principles in 1990 in order to counteract ML, which have

% International Monetary Fund Handbook, Financial Intelligence Units: An Overview (International
Monetary Fund 2004), 1.

27 See www.egmontgroup.org (accessed on 20™ December 2013).

2 Article 7 (1)(b) provides as follows:

'(b) Shall, without prejudice to articles 18 and 27 of this Convention, ensure that administrative, regulatory,
law enforcement and other authorities dedicated to combating money-laundering (including, where
appropriate under domestic law, judicial authorities) have the ability to cooperate and exchange
information at the national and international levels within the conditions prescribed by its domestic law
and, to that end, shall consider the establishment of a financial intelligence unit to serve as a national centre
for the collection, analysis and dissemination of information regarding potential money laundering.'
Palermo Convention 2000 entered into force on 29" September 2003.

2 Article 14 (1)(b) ) provides as follows:

'(b) Without prejudice to article 46 of this Convention, ensure that administrative, regulatory, law
enforcement and other authorities dedicated to combating money-laundering (including, where appropriate
under domestic law, judicial authorities) have the ability to cooperate and exchange information at the
national and international levels within the conditions prescribed by its domestic law and, to that end, shall
consider the establishment of a financial intelligence unit to serve as a national centre for the collection,
analysis and dissemination of information regarding potential money-laundering.'

The UN Convention against Corruption entered into force on 14" December 2005.

%0 See www. fatf-gafi.org (accessed on 20" November 2013).
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come to be known as the "Forty FATF Recommendations." The initial 1990 FATF
Recommendations and their very first revision in 1996 did not explicitly mention the
term "FIU." The term "FIU" was explicitly mentioned for the very first time in
Recommendation 26 of the 2003 revision of the FATF Recommendations, though apart
from noting that it is a national agency, it did not provide any in-depth details about its
core functions. Recommendation 29 of the 2012 FATF Recommendation, which replaced
Recommendation 26 of the 2003 FATF Recommendations, sets out more accurately the
core functions and powers of the FIU. Most countries have established a FIU, including
the UK and the UAE.

The reason for choosing the subject of the thesis

There are two reasons for choosing this subject for the thesis. Firstly, the UAE MER has
noted that the UAE FIU is not duly fulfilling its function of counteracting ML, is not
discharging its duties and powers and is not sufficiently independent when dealing with
STRs on ML.** The UAE MER assesses the laws and regulations and the UAE FIU as
only “partly compliant” with Recommendation 26 of the 2003 FATF
Recommendations.®? Secondly, there are practical reasons for choosing this topic. Article
8 (1) of the Federal Law on Money Laundering Criminalisation 2002 (FLMLC 2002)
requires the UAE FIU to transmit STRs on ML to the prosecution for investigation.

3 it became

However, during my work as a prosecutor in Dubai for over four years,
apparent that there is a lack of legislation in relation to both the powers of the UAE FIU
to deal with STRs on ML and its relationship with the reporting entities, such as banks,
though this ambiguity has not been investigated. Hence, it is crucial to critically analyse
whether the UAE FIU adheres to the FATF Recommendations, including the recent 2012
FATF Recommendations and to assess whether the UAE FIU has sufficient legal powers

to deal with STRs on ML.

%1 "The United Arab Emirates Mutual Evaluation Report, Anti-Money Laundering and Combating the
Financing of Terrorism' (n 2).

% Ibid 45.

% From 2005 to the beginning of 2009.
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1.5. Scope of the study

The FIU is not only responsible for combating ML, but also the Financing of Terrorism
(FT). The role of the FIU in combating FT is outside the scope of the research for two
main reasons, however, it is acknowledged that there is often a link between ML and FT
since the former can be utilised for the later. Firstly, FT has its own characteristics and
elements and separate laws deal with the issue in the UAE** and the UK,* including the
requirements of STRS/SARs on FT. Secondly, inclusion of this topic in this research
would unduly widen the scope of my PhD thesis.

As regards the UK component of this thesis, the statutory functions and responsibilities of
the Serious Organised Crime Agency (SOCA) and the National Crime Agency (NCA) are
outside the scope of this study, despite the UK FIU having been situated within the
SOCA, which now forms part of its successor, namely the NCA. This is because the main
functions of SOCA/NCA relate to detecting and curbing serious and organised crime,
which threatens the UK's national security and financial system, which does not form part

of this research.

The research focuses on the role of the FIU at the domestic level in counteracting ML in
the UAE and the UK and the relevant FATF requirements. Hence, this thesis does not
discuss how the FIU exchanges and requests information from its foreign counterparts at
the international level. My PhD covers the FIU's core functions in counteracting ML,
namely receiving, analysing and disseminating STRs/SARs on ML to the LEAs or Office
of Prosecution, so that they can conduct further investigations and can commence
prosecution. In addition, the FIU also has to fulfil a number of non-core functions, for
instance it has to provide feedback to the reporting entities and some of the non-core
functions are not less important than its core functions. My thesis therefore analyses all
the non-core functions of the FIU to counteract ML. It further covers the domestic
STRs/SARs regime since the effectiveness of the FIU's work, particularly its analytical
function, depends on receiving high quality STRs/SARs from the reporting entities. In

this regard, it should be borne in mind that the LEAs of a country are another success

* Federal Law No. 1 of 2004 on Combating Terrorism Offences.
% Terrorism Act 2002.
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factor behind the STRs/SARs regime since they receive such reports from the FIU, after
analysing, in order to take the proper decision/action. As a result, reporting entities, the
FIU and LEAs stand in a triangular-relationship and only if all fulfil their functions
properly, can ML be successfully combated at the national level.

Thus, an evaluation of the role of the FIU in counteracting ML necessarily entails an
analysis of the requirements of the STRs/SARs system on ML, contained in UAE and
UK AML laws, since it sets out the requirements which reporting entities have to fulfil
when informing the FIU about suspicious transactions. Yet since STRS/SARS, which are
submitted by banks, contain confidential customer information which conflicts with the
banking confidentiality doctrine, this research also advocates that banks can submit
STRs/SARs without this breaching the doctrine.

My thesis also deals with the regulations, which are imposed on reporting entities, for
example Customer Due Diligence (CDD) measures and record keeping. Banks and other
financial institutions have to adhere to these obligations since they assist with
determining whether or not to make a STR/SAR to the FIU. In other words, without the
adoption of these obligations, reporting entities could not fulfil the requirements of the
STRs/SARs regime set out in AML laws. The regulations imposed on the banks will be
analysed in depth. In other words, the narrow focus of this thesis is on banks, out of all
reporting entities, for two reasons. Firstly, as will be illustrated later, banks, out of all
reporting entities, submit the majority of the STRs/SARs to the FIU and this issue is a
common feature all over the world, including the UAE® and the UK.%" Secondly, it is
difficult to analyse all regulations and obligations imposed on all reporting entities since
this will widen the scope of this research which could result in losing the main theme and
objectives of the research. For these reasons, entities such as insurance companies,
securities and real estate agencies are outside the scope of my thesis. Nevertheless, the
general obligations imposed on banks are almost the same as those imposed on other

financial institutions.

% See section 6.2. of Chapter Six, pp.184-185.
%7 See section 9.2. of Chapter Nine, pp. 280-282.

12



The scope of the study is therefore confined to the role and powers of the FIU in dealing
with STRs/SARs on ML in the UAE and UK, the legal basis and requirements of the
STRs/SARs regime in both countries and the relevant regulations imposed on banks and
other financial institutions with a view to fulfilling STRs/SARs requirements spelled out
in UAE and UK AML laws. In addition, the relevant FATF Recommendations will be
analysed in order to assess to what extent both systems comply with the international
standards. This requires that my thesis examines 1) the doctrine of banking
confidentiality and how the submission of STRs/SARs by banks does not undermine the
doctrine, 2) the ML characteristics and the requisite actus reus and mens rea required
under UAE and UK laws and 3) the advantages and disadvantages of the four FIU
models with particular emphasis on the administrative model adopted by the UAE FIU
and the law enforcement model chosen by the UK FIU.

1.6. Research questions

The function, which the FIU plays, represents the backbone of the AML system in any
country. The criticism, directed by the UAE MER,*® about the UAE FIU's functions
necessitates a critical evaluation of the legislative and regulatory measures, which the
UAE has adopted since the publication of the UAE MER. This is crucial in order to avoid
future criticism and to ensure that possible loopholes are closed. More importantly, this
thesis will critically assess whether the current UAE FIU administrative model
successfully combats ML or requires a different model, for instance the UK FIU law
enforcement model. The core question of the thesis is therefore the following:

What is the optimal model for the UAE FIU in counteracting ML?

This core question involves a number of components, which have to be analysed. Firstly,
the international requirements, namely the FATF Recommendations on the establishment
of a FIU have to be analysed in order to assess whether the UAE FIU, as sole national
agency in counteracting ML, adheres to the international requirements. Secondly, the
legal basis of STRs regime and its legal requirements imposed on the reporting entities,
such as banks. Thirdly, the relationship between the UAE FIU and the STRs regime has

% (N 2).
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to be assessed, particularly how the FIU analyses STRs received from the reporting
entities and disseminates results. In addition, it has to be explored why the UK FIU
model and its SARs regime is successful and whether the UAE could adopt the UK FIU

law enforcement model.

The aforementioned components also raise a number of other questions, which have to be
answered in order to answer the main question of this thesis. The questions are 1) What
renders a FIU successful when dealing with STRs from the perspective of international
standards? (This is assessed in Chapter 4), 2) Are the UAE FIU current powers sufficient
to enable it to deal with STRs efficiently? (Chapters 5 and 6 critically analyse the
answers to this question), 3) What are the positive factors of the UK FIU model and its
SARs regime? (This will be critically assessed in Chapters 8 and 9), 4) Is a subjective test
for the submission of STRs a viable test? (This is analysed in Chapter 9), And 5) what are
the chances of success/or failure if the UAE FIU adopts the UK FIU model of law
enforcement? (This will be critically evaluated in Chapter 10). In addition, Chapter 10

also answers the core research question and critically evaluates these answers.

1.7. Methodology of the research

The achievement of these research objectives® necessarily entails answering the core
research question, as well as the other research questions.*® This research is based on
three grounds: the functions of the FIU, including in relation to the STRS/SARS
requirements, in counteracting ML in the UAE, in the UK and according to the FATF
Recommendations. Thus, choosing the proper methodology is crucial in order to achieve
the research objectives, especially when taken into account the aforementioned
considerations. At the same time, the adoption of one method of study could not be the
right decision to achieve the pursued aim, but rather the adoption of more than one
method is essential in order to set up a clear and comprehensive picture for the research
framework and aims. Accordingly, a mixed methods approach has been adopted to
accommodate the research questions and objectives. Three methods are employed,

% See section 1.1. above.
%0 See section 1.6. above.
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namely doctrinal legal analysis, empirical investigation and comparative method and

each method is explained and justified below.

1.7.1. Doctrinal legal analysis

All available primary sources and secondary sources are used in this thesis. The questions
are answered through the use of the interpretative method.*" Relevant AML legal
provisions in the UAE and the UK constitute the primary sources and are subjected to
critical analysis. UAE and UK case law is also critically analysed. Secondary sources,
such as books, journals and reports, which fall within the research scope, are also
examined.*” This requires that evidence and arguments discussed by scholars are
presented in this thesis.*® In addition, the researcher’s own interpretations and arguments

consider these arguments.**

The relevant FATF Recommendations, the UAE MER* and the UK MER*® are also
critically evaluated in order to assess whether the UAE FIU and the UK FIU fulfil the

international standards, including STRs/SARSs requirements.

*! The interpretative method means drawing inferences and assumptions from the critical analysis of the
collected data/information. It completes the analytical function and aims to extensively clarify the results of
the analysis. As such, the analytical function should take place before the interpretative function. The
interpretative method must not be applied subjectively, but objectively since a wrong interpretation can
result in misleading results. Therefore, it should be grounded on the basis of understanding.

See Antonio Diaz Andrade, ‘Interpretive Research Aiming at Theory Building: Adopting and Adapting the
Case Study Design’ (March 2009) 14 (1) The Qualitative Report 42, 45. Available online at:
http://www.nova.edu/ssss/QR/QR14-1/diaz-andrade.pdf (accessed on 22" February 2014).

See also Khushal Vibhute and Filipos Aynale m, ‘Legal Research Methods’ [2009] Prepared under the
Sponsorship of the Justice and Legal System Research Institute, 58 & 59.

Available online at: http://chilot.files.wordpress.com/2011/06/legal-research-methods.pdf (accessed on 22"
February 2014).

See also Hubert knoblaunch and Rene Tuma, ‘Videography: An Interpretive Approach to Video-Recorded
Macro-Social Interaction’ in Eric Margolis and Luc Pauwels (eds), The Sage Handbook of Visual Research
Methods (SAGE Publications Ltd 2011), 414 at 419 & 420.

“2 For the aims and advantages of doctrinal legal research, see Khushal Vibhute and Filipos Aynale m (n
41) 73-83.

*® For a high-quality analysis, see Robert K. Yin, Case Study Research: Design and Methods (Fourth
Edition, SAGE Publications 2009), 160-161.

“ Ibid.

(N 2).

“® '"The United Kingdom Third Mutual Evaluation Report, Anti-Money Laundering and Combating the
Financing of Terrorism' as produced by the FATF 29 June 2007.
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1.7.2. Empirical investigation

Whilst secondary sources about the UK FIU and the SARs requirements exist, there are
insufficient data and information available about the UAE FIU and the STRs
requirements. Unfortunately, no UAE case law exists to clarify or interpret the statutory
responsibilities of the UAE FIU or the role which compliance officers at reporting
entities play within the STRs regime. It is said that the objective of empirical
investigation, especially qualitative research, is to "understand, explain, explore,
discover, and clarify situations, feelings, perceptions, attitudes, values, beliefs, and
experiences of group of people."*’ In addition, it is crucial to gather data/information at
the site "where participants experience the issue or problem under study."*® The empirical
investigation approach has therefore been selected as a second method in order to gather
reliable data about the UAE FIU and the STRs requirements. A number of employees at
various sectors in the UAE have been interviewed to provide more in-depth information
related both directly and indirectly to the theme of this PhD.*°

The main reason for selecting this approach is that it is difficult, if not impossible, to
employ the quantitative method, for example to formulate a survey or a questionnaire.
This is because each relevant sector has got a relationship with the UAE FIU from a
different perspective, so that one questionnaire could not ascertain the views of
employees working at these various sectors. Therefore, the qualitative method, especially
interviews, appears most suitable since it is an accepted approach to obtain
data/information in any professional and academic field.”® For the purpose of this
approach, a number of specific questions have been designed for each interviewee with a

view to probing his/her experience and observations in this regard.>*

*" Ranjit Kumar, Research Methodology (Third Edition, SAGE Publications Ltd 2011), 104.

“8 John W. Creswell, Research Design (Fourth Edition, SAGE Publications Ltd 2014), 185.

* For the aims of individual and group interviews, see Lisa Webley, ‘Qualitative Approaches to Empirical
Legal Research’ in Peter Cane and Herbert M. Kritzer (eds), The Oxford Handbook of Empirical Legal
Research (Oxford University Press 2010), 926 at 936.

* Ranjit Kumar (47) 128.

See also Lisa Webley (n 49) 937.

* The interviewer/researcher has asked relevant questions to confirm a number of important facts. See
Robert K. Yin (n 43) 107.
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The interviews are semi-structured and this means that the interviewer/researcher asks the
interviewee specific questions, but there is room for flexibility, so that he can also pose

follow up questions in order to further understand the interviewee’s answers.

Four sectors have been chosen for the empirical investigation, namely 1) the UAE FIU,
2) the banking sector, 3) the public prosecution office and 4) the police. The relevant
period is between March and May 2012. The reason for selecting these sectors is that the
UAE FIU is best placed for providing data and information about its responsibilities and
annual statistics about STRs. The banking sector, especially compliance officers, have
been selected for the purpose of empirical investigation, as the majority of STRs are
submitted by these officers to the UAE FIU. In addition, the LEAS, such as the police and
the public prosecution office have been selected for this method, as they are the end users
of the STRs. In other words, these sectors have been selected since they have experience
in AML investigations and prosecutions after receiving information from the UAE FIU.

All information and data gathered through interviews are presented in a narrative
manner™ and are analysed with a view to identifying current functions and
responsibilities of the UAE FIU and critically evaluating the STRs regime. The interview
questions were sent in advance to the interviewees, so that they could have some
opportunity to reflect on the questions time prior to the interviews.>* The information and
data were recorded during the interviews through note taking, as the interviewees refused

to allow any electronic means of recording.>

1.7.3. Comparative method

This is the third method that has been applied to my research. Such method is basically
depending on a comparison between more than one legal system® in order to understand
their similarities and differences. In general, there are various purposes to use this

method, for instance to understand the law, law unification or harmonisation or to solve

2 For the major types of interview, see Alan Bryman, Social Research Methods (Fourth Edition, Oxford
University Press 2012), 212-230.

>3 For the approaches of data processing in qualitative studies, see Ranjit Kumar (n 47) 277 & 278.

> For qualitative data collection types, see John W. Creswell (n 48) 189-193.

> For cases where no recording devices are allowed during the interview, see Robert K. Yin (n 43) 109.

% Konrad Zweigert and Hein Kétz, An Introduction to Comparative Law (Third Edition, Oxford University
Press 1998), 4.
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specific problems.”” It is also an effective approach to provide practical solutions at
national level or to find a solution to a common problem at international level.>®
Therefore, such method can be done by comparing between institutions/agencies, which
fulfil the same role, but are based in different legal systems.> In addition, there are two
levels of comparison, also referred to as units of comparison, namely 1) macro-
comparison which focuses on general questions or issues and 2) micro-comparison which

focuses on specific elements or legal problems.®

By applying the aforementioned features of the comparative method to this research, the
author strives to focus on the micro-comparison level. This means comparing the two
national institutions - the UAE FIU and the UK FIU — since they have the same core
functions in counteracting ML, though the UAE FIU employs the administrative model,
whilst the UK FIU employs the law enforcement model. Nevertheless, adopting the
micro-comparison level entails examining the two units in both countries within their
legal framework and context.®* The comparative method is an ideal approach to assess
how the adoption of legal regulations, which have been successfully enacted in other
jurisdiction, can solve similar problems.®? The elements of the comparison comprise the
role of the FIU in counteracting ML in the UAE and the UK and their powers in handling
STRs/SARSs. This requires an evaluation of the relevant AML laws in the two countries in
order to assess in which situations STRs/SARs have to be submitted by the reporting
entities. The comparison also extends to the relationship between the FIU and the LEAS
in both countries since these agencies are the third limb within the triangular relationship

of entities within the STRs/SARs regime, in addition to the FIU and the reporting entities.

% For the purposes of comparative law research, see Gerhard Dannemann, ‘Comparative Law: Study of
Similarities and Differences?’” in Mathias Reimann and Reinhard Zimmermann (eds), The Oxford
Handbook of Comparative Law (Oxford University Press 2008), 383 at 401 - 408.

%8 Geoffrey Wilson, ‘Comparative Legal Scholarship’ in Mike McConville and Wing Hong Chui (eds),
Research Methods for Law (Edinburgh University Press 2007), 87 at 88.

%% Konrad Zweigert and Hein K6tz (n 56) 34-36.

% For macro-comparison and micro-comparison in detail, see Esin Oriicii, ‘Developing comparative law’ in
Esin Oriicii and David Nelken (eds), Comparative law : a handbook (Hart 2007), 43 at 56 - 62.

81 3. Paul Lomio, Henrik S. Spang Hanssen and George D. Wilson, Legal Research Methods in a Modern
World: A Coursebook (Third Edition, DJ@F Publishing 2011), 65.

82 Michael Salter and Julie Mason, Writing Law Dissertations (First Published, Pearson Education Limited
2007), 183.
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There are three main reasons for selecting the UK FIU as a comparator. Firstly, it
represents the FIU law enforcement model, which is different to the UAE FIU
administrative model. Secondly, the UK MER has made a number of positive remarks
about the UK FIU.%® The UK FIU has improved the quality of SARs, which have been
submitted by the reporting entities and has effectively assisted LEAs with the
investigation/prosecution.®® Thirdly, the UK’s SARs regime on ML, especially the
consent procedures, is an innovative system,®® which encompasses three types of
disclosures, namely required, authorised and protected disclosure which the reporting
entities have to follow.®® All of these aspects are crucial for answering the core research
question about the optimal model for the UAE FIU. The comparative method critically
compares the results and draws conclusions.®’ Therefore, it is critically assessed whether
the UAE FIU could adopt the UK FIU model or in case this is not possible, whether the
UAE FIU model can be amended in such a way that the benefits of the UK FIU model
become integrated within the UAE FIU model.

In addition to a comparison of the functions of the UAE FIU and the UK FIU, relevant
international standards, the FATF Recommendations, are used as a threshold against
which it is assessed whether the UAE and UK FIU fulfil their functions. By spelling out
the applicable legal framework, it can be identified which problems exist at the national
level and legal and practical solutions can be proposed to ensure that national laws and
regulations are in line with the applicable international standards.®® Hence, all the
aforementioned three research methods are used to meet my research objectives and

questions.

% 'The United Kingdom Third Mutual Evaluation Report, Anti-Money Laundering and Combating the
Financing of Terrorism' (n 46) 78 - 89.

* Ibid.

% Jayesh D'Souza, Terrorist financing, money laundering, and tax evasion- Examining the performance of
Financial Intelligence Unit (Taylor and Francis Group, LLC 2012), 123.

% See subsection 8.1.2. of Chapter Eight.

67 J. Paul Lomio, Henrik S. Spang Hanssen and George D. Wilson (n 61) 66.

% Michael Salter and Julie Mason (n 62) 189.
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Chapter 2. Literature review

This Chapter deals with the existing literature about the features of the FIU and its
functions in AML. This necessarily entails focusing on the SARS/STRs on ML which are
received by the FIU. Indeed, the SARs/STRs regime forms the backbone of the tasks of
the FIU. This Chapter therefore explores the relevant literature about the role of the FIU
in relation to the SARS/STRs regime. This literature review is divided into three sections,
each dealing with a specific theme. They are as follows: 1) FIUs and international
standards, 2) UAE's FIU legal framework and 3) UK's FIU legal framework.

2.1. FIUs and international standards

Since their adoption in 1990, the FATF Recommendations have been revised and updated
on three occasions, in 1996, 2003 and more recently in 2012. Furthermore, in 2001,
FATF also expanded its mandate in order to combat Terrorist Financing (TF) and
launched Nine Special Recommendations, which deal with this crime. By 2004, the
overall FATF Recommendations had thus increased to what is also known as the “40 + 9
Recommendations.” Ping in ‘The measures on combating money laundering and terrorist
financing in the PRC: from the perspective of financial action task force,”* Ping
explicates that the revisions of the Recommendations have been undertaken in order “to
take into account changes in money laundering methods, techniques and trends.”?
Gilmore’s, Dirty Money- the Evaluation of International Measures to Counter Money Laundering
and the Financing of Terrorism,® explicates that FATF is considered the leading global
standard setter for counteracting ML and the initial 1990 FATF Recommendations focus
on the following three areas: 1) improving the legal system at the national level, 2)
enhancing the role of the financial systems in counteracting ML and 3) strengthening
international co-operation.* He further cogently explains the reasons behind the revisions
of the Recommendations in 1996 and 2003.°

! H.E. Ping, ‘The measures on combating money laundering and terrorist financing in the PRC: from the
E)erspective of financial action task force’ (2008) 11 (4) Journal of Money Laundering Control 320.

Ibid 321.
® William C. Gilmore, Dirty Money- The Evaluation of International Measures to Counter Money
Laundering and the Financing of Terrorism (Fourth Edition, Council of Europe 2011).
* 1bid 96-100.
® Ibid 101-114.
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Jensen and Ann Png in ‘Implementation of the FATF 40 + 9 Recommendations: a

perspective from developing countries,’® the authors elucidate that:

‘Implementation of the FATF Recommendations have been enhanced through
their endorsement as AML/Combating the Financing of Terrorism (CFT)
international standards by the Executive Boards of the IMF and the World Bank,
and the7 undertaking of mutual evaluations by the FATF and its associated
bodies.'

The initial 1990 FATF Recommendations and their very first revision in 1996 did not
explicitly mention the term "FIU." Instead, it was only mentioned that financial
institutions had to report any suspicious transaction to the "competent authorities.” The
term "FIU" was explicitly mentioned for the very first time in the 2003 revision of the
FATF Recommendations. Recommendation 26 of that revision mentioned the term "FIU"
and its authority in relation to STRs on ML or TF and stated:

'‘Countries should establish a FIU that serves as a national centre for the receiving
(and, as permitted, requesting), analysis and dissemination of STR and other
information regarding potential money laundering or terrorist financing. The FIU
should have access, directly or indirectly, on a timely basis to the financial,
administrative and law enforcement information that it requires to properly
undertake its functions, including the analysis of STR.'

The aforementioned Recommendation briefly referred to the core functions of a FIU
which consist of receiving, analysing and disseminating the STR, but without explaining
each function. The Interpretative Note to Recommendation 26 also did not add any useful
elements about this particular aspect, but instead only emphasised the importance of

international cooperation.

Pursuant to the recent revision of the FATF Recommendations in 2012, Recommendation
26 has been revised and replaced by the 2012 FATF Recommendation 29, presumably
since it lacked clarity. The Recommendation now provides that:

'‘Countries should establish a financial intelligence unit (FIU) that serves as a
national centre for the receipt and analysis of: (a) suspicious transaction reports;
and (b) other information relevant to money laundering, associated predicate
offences and terrorist financing, and for the dissemination of the results of that

® Neil Jensen and Png -Cheong Ann, ‘Implementation of the FATF 40 + 9 Recommendations: a perspective
from developing countries’ (2011) 14 (2) Journal of Money Laundering Control 110.
7 -

Ibid 111.
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analysis. The FIU should be able to obtain additional information from reporting
entities, and should have access on a timely basis to the financial, administrative
and law enforcement information that it requires to undertake its functions

properly.’
More importantly, the Interpretative Note to Recommendation 29 comprehensively

explained and clarified the role of the FIU from different perspectives.

An examination of the functions of the FIU requires scrutiny of the pivotal STRs system.
The 2012 FATF Recommendation 20 has therefore adopted the STRs/SARS regime in
cases where there is "suspicion” or "reasonable grounds for suspicion” that the
transaction/activity relates to ML and provides that:

'If a financial institution suspects or has reasonable grounds to suspect that funds
are the proceeds of a criminal activity, or are related to terrorist financing, it
should be required, by law, to report promptly its suspicions to the FIU.'

Shehu’s, ‘Promoting financial sector stability through an effective AML/CFT regime,’®
Shehu discusses the nature of the binding force of the FATF Recommendations and notes
that:

‘Although... the FATF has no legal basis to enforce them on any jurisdiction other
than its members, in practice, they are compulsory on all jurisdictions, whether
they are members or not. Persistent failure to comply with them will result,
initially, in a report that the jurisdiction in question does not have an adequate
regime of AML measures: this will imply that the jurisdiction's financial sector
would be regarded as posing significant ML/TF risks to the international system...
then the FATF, after a review of the situation may issue a statement alerting the
international financial community to the perceived deficiencies.”

On 18 October 2013, the FATF published a public statement identifying jurisdictions
with high-risk and non-cooperative jurisdictions that pose a risk to the international

financial system.™®

In addition, one of the most effective mechanisms to assess whether a country is

complying with the FATF Recommendations is the MER, which is published by the

® Abdullahi Y. Shehu, ‘Promoting financial sector stability through an effective AML/CFT regime’ (2010)
13 (2) Journal of Money Laundering Control 139.

° Ibid 142 & 143.

% The statement is available on the FATF's website at: www.fatf-gafi.org (accessed on 2" November
2013).
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FATF. This Report identifies to what degree a country's legal system complies with the
FATF standards. The laws, regulations and AML measures of a country are scrutinised in
the MER and it is examined how well a country is implementing the FATF standards in
practice. Shehu describes the FATF MER as "The Mutual Evaluation (ME) exercise
conduct[ed] by the FATF and other relevant organisations has proved to be a useful tool

nll

in ensuring consistent compliance with the standards”~" and explains that:

‘The ME process is not complete until the final report is published. In accordance
with this and in line with FATF procedures, particularly the need to instill
transparency into the ME process, MERs are to be shared with all members,
international partners, and any member of the public that is interested in the
report. These reports are discussed in open session during the... plenary

meetings... The ME process is a demonstration of the commitment of member

states to implement the FATF standards."?

Jensen and Ann make clear that:

'For each mutual evaluation, the country's level of compliance with the FATF
Recommendations is discussed and adopted at plenary sessions of the FATF and
FATF-styled regional bodies, or by the Executive Boards of the IMF and the
World Bank, and ultimately disclosed as public information. This rigorous
scrutiny through mutual evaluation, public disclosure and its associated peer
pressure has contributed significantly to the development of AML/CFT regimes
around the world.™?

514

Clark and Russell in ‘Reporting Regimes,’~" they note that a common definition of a FIU,

which has also been adopted by the Egmont Group in1997, is that it is

TA] central, national agency responsible for receiving, (and as permitted,
requesting), analysing and disseminating to the competent authorities, disclosures
of financial information:

(a) concerning suspected proceeds of crime, or

1 Abdullahi Y. Shehu (n 8) 147.

2 1bid.

'3 Jensen Neil and Ann Png —Cheong (n 6) 111.

1 Andrew Clark and Matthew Russell, ‘Reporting Regimes’ in Andrew Clark and Peter Burrell (eds), A
Practitioner's Guide to International Money Laundering Law and Regulation (City & Financial Publishing
2003), 115.
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(b) required by national legislation or regulation,

in order to combat money laundering.™®

Four models of FIU

The aforementioned definition has been extended in order to also combat potential FT.

Clark and Russell*®

also highlight that there are four models for a FIU, namely the
administrative, law enforcement, judicial/prosecutorial and hybrid model and explain the
advantages and disadvantages of each particular model. They attribute the differences in
relation to the different models to four reasons attributable to a country’s circumstances,
namely 1) the national legal system of a country, 2) the nature of the national AML
legislation, 3) political issues and 4) customs and cultural aspects.” However, they also

suggest that the core functions of a FIU will not be affected by a specific model.

The IMF’s Handbook, Financial Intelligence Units: An Overview,*® deals with the FIU in
the same way as Clark and Russell and gives details about the advantages and
disadvantages of the four FIU models and stresses that all national FIUs have to fulfil the
three principal tasks in relation to combating ML, irrespective of the particular model.
Firstly, the FIU receives STRs/SARs from the reporting entities. Secondly, a FIU
analyses these reports through its human resources. Thirdly, based on its analysis, a FIU
disseminates the results to the national competent authority for further investigation
and/or prosecution. The IMF Handbook also lists additional functions of a FIU, for
example to conduct research, provide general feedback and specific feedback to the
reporting entities and increase public awareness about combating ML. Indeed, these
additional functions of the FIU are also crucial role in combating ML at the national level

and are not less important than its key functions.

Schott in Reference Guide to Anti-Money Laundering and Combating the Financing of
Terrorism,'® Schott suggests that a number of considerations are taken into account by

 Ibid.

1 Ibid.

" 1bid.

8 International Monetary Fund Handbook, Financial Intelligence Units: An Overview (International
Monetary Fund 2004).

9 Paul Allan Schott, Reference Guide to Anti-Money Laundering and Combating the Financing of
Terrorism (Second Edition and Supplement on Special Recommendation X, 2006 The World Bank).
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national authorities when determining which model to choose for when the FIU. The

author states that:

'Although no single model will work for all countries, some criteria are essential;
the discussion below is given in the form of questions:

* Will or does the FIU possess relevant capacity and expertise in financial
operations? If not, what is needed?

» What is the relationship between the proposed or existing FIU and the financial
industry in the domestic context? What would enhance that relationship?

» Will or does the institution possess a culture conducive to protecting the
confidentiality of financial information and to mitigating potential harm to
individual privacy?

» Will or does the proposed FIU possess the actual legal authority, technical
capacity, and experience to provide appropriate and timely international
cooperation?

* Would the legal framework applicable to the proposed or existing FIU allow it
to take part in the international administrative type of cooperation and would the
legal framework allow for rapid, efficient, spontaneous and/or “upon request”
international information exchanges relating to suspicious transactions?"?°

D'Souza’s, Terrorist financing, money laundering, and tax evasion- Examining the
performance of Financial Intelligence Unit, ? provides a good account about an optimal
FIU. The author briefly describes the four FIU's models and states in relation to the

administrative type that:

"... they lack the authority enjoyed by these entities in obtaining evidence and
taking immediate action such as freezing assets or arresting suspects"??

And notes in relation to the law enforcement type that:

‘[they] are attached to police units... have certain law enforcement powers and
work with other law enforcement agencies, reaping the benefits of their expertise
and sources of information in solving financial crime. However, reporting entities
may hold back when making financial disclosures if they feel their clients may be
investigated for other crimes besides terrorist financing and money laundering.'®

2% 1bid VII-18.

“1Jayesh D'Souza, Terrorist financing, money laundering, and tax evasion- Examining the performance of
Financial Intelligence Unit (Taylor and Francis Group, LLC 2012).

% Ibid Xi.

% Ibid.
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More importantly, D'Souza discusses the key factors of successful FIUs and challenges

facing them and argues that:

"FIUs increase their probability of success by constantly updating technology,
hiring those with relevant work experience and training them to keep up with the
latest trends in financial crime, and plugging gaps in financial investment."*

Simonova in ‘The risk-based approach to anti-money laundering: problems and
solutions,”®® Simonova describes a FIU from different angles as it is an ideal entity for
providing the reporting entities training and guidance to improve their participation in

counteracting ML. The author provides that the FIUs are

'in an ideal position of collecting valuable data on money laundering techniques
from all over the world. At the national level, they are a link between financial
institutions and law enforcement agencies having useful contacts to each side ...
There is no other institution which is better suited for educating financial
institutions in preventing and detecting money laundering... It would be more
appropriate if national FIUs took a more active role in educating financial
institutions in AML techniques through regular publication of updated typologies
and other guidance.'”®

2.2. The legal framework of the FIU in the UAE

The FLMLC 2002 criminalises ML in the UAE. In addition, a number of regulations and
circulars have been issued by the regulatory and supervisory authorities, for example the
Central Bank of the UAE and the Emirates Securities and Commodities Authority
(ESCA).

The FLMLC 2002 defines "ML" as:

"Every act involving conveyance, transfer or depositing of property or
concealment or disguise of the true nature of said property attained from any of
the offences provided for in Clause 2 of Article 2 of this Law."*’

Avrticle 2 (2) of the FLMLC 2002 makes clear that for "property” to be included in the
scope of the aforementioned definition, "property” has to constitute “"proceeds" emanating

from one of the following offences:

** 1bid 143.

% Anna Simonova, ‘The risk-based approach to anti-money laundering: problems and solutions’ (2011) 14
(4) Journal of Money Laundering Control 346.

* Ibid 355.

?" Article 1 of the FLMLC 2002.
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‘a- Narcotics and psychotropic substances

b- Kidnapping, piracy, and terrorism

c- Offences committed in violation of the provisions of Environmental Law

d- Illicit dealing in fire-arms and ammunition

e- Bribery, embezzlement, and damage to public property

f- Deceit, breach of trust, and related offences

g- Any other related offences provided for in international treaties to which the
State is a party.'?®

Articles 7 and 8 of the FLMLC 2002 govern the establishment and tasks of the UAE FIU

and which represents the administrative FIU model. Article 7 provides that:

‘A Financial Information Unit shall be established with the Central Bank and deal
with money laundering and suspected cases to which reports on suspected
transactions shall be sent by all financial institutions and other related financial,
commercial and economic establishments. However, the committee shall
determine the format for reporting suspicious transactions and the method of
sending said form to it. The said Unit shall make the information obtained by it
available to the Law Enforcement Agencies for their investigations. This Unit
may also exchange with the similar units in other countries, the information
provided to in respect of suspicious cases in pursuance of the international treaties

to which the state is a party or on reciprocity basis;?°

Whilst Article 8 provides that:

'l- The Unit provided for in Article 7 hereof shall, after studying the cases
reported to it, notify the public prosecution to take the necessary actions.

2- However, if money laundering cases are directly reported to the public
prosecution it must take the necessary action after seeking the opinion of said
Unit on the contents of the report.”°

The functions of the UAE FIU are not further detailed in any articles or books, but a
number of text books provide a general explanation about the provisions of the AML
laws and regulations. Lovett and Barwick in ‘United Arab EMIRATES, 3! the authors
provide a good account of the provisions in terms of the definition of ML and the primary

offences contained in the Act. The authors also state that:

% Article 2 (2) of the FLMLC 2002.

* Article 7 of the FLMLC 2002.

% Article 8 of the FLMLC 2002.

%1 Graham Lovett and Charles Barwick, ‘United Arab Emirates’ in Wouter H. Muller, Christian H. Kalin
and John G. Goldsworth (eds), Anti-Money Laundering: International Law and Practice (John Wiley &
Sons Ltd, Chichester 2007), 643.
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"The UAE Central Bank had already pre-empted the legislation by setting up a
FIU in July 1999 in the form of the Anti-Money Laundering and Suspicious Cases
Unit (AMLSCU)... staffed with over 100 specialists."*?

Lovett and Barwick further explain that the UAE Central Bank has the power to issue

freezing orders over suspected funds for up to 7 days.

Ghattas’s, ‘United Arab Emirates,”® discusses the statutory provisions contained in the
FLMLC 2002 and the relevant regulations/Circulars issued by the Central Bank and other
authorities, such as the ESCA. Ghattas also describes that the UAE FIU has been
established to be a reporting entity for the financial institutions in relation to submitting
STRs, which also shares information about STRs with UAE LEASs and foreign FIUs.

Whilst these sources briefly refer to the STRs requirements of reporting entities in the
UAE, none mentions that the FLMLC 2002 and the Central Bank Regulations 24/2000
(CBR 24/2000) are ambiguous in relation to the STRs basis since the Act requires "actual
knowledge" about ML activity, whilst the CBR only require "reasonable grounds to
suspect” about ML activity. The sources also do not analyse the core and non-core
functions of the UAE FIU.

The most recent and most important and reliable source, which deals with the UAE AML
system and with the UAE FIU tasks in particular is the UAE MER on AML and CFT
adopted by the FATF in 2008.3* The report criticises the UAE AML controls in a number
of respects, for example, in relation to CDD and Enhanced Customer Due Diligence
(ECDD), the meaning of beneficial ownership and the basis and requirements of STRs.
Accordingly, the UAE Central Bank issued an Addendum to Regulation 24/2000
(Addendum 2922/2008) on 17/06/2008 in order to close certain loopholes identified in
the UAE MER.

% 1bid 650.

% Hani Ghattas, ‘United Arab Emirates’ in Mark Simpson, Nicole Smith and Arun Srivastava (eds),
International Guide to Money Laundering Law and Practice (Third Edition, Bloomsbury Professional
2010), 1049.

% "The United Arab Emirates Mutual Evaluation Report, Anti-Money Laundering and Combating the
Financing of Terrorism' as produced by the FATF on 20 June 2008.
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In addition to the aforementioned criticisms, the UAE MER also criticised the UAE FIU
in relation to a number of other issues, such as the core and non-core functions of the

UAE FIU, its independence and its authority.
The UAE MER states that:

'In practice, the FIU serves as the national centre for analysing STRs. Article 7 of
the AML law provides that the FIU shall “deal” with money laundering and
suspicious cases. There is no direct explicit grant of power in the AML law to
permit the FIU to undertake analysis.”*®

The report also notes that there is "lack of operational independence of the (UAE) FIU,"*®
and that "assessors were not able to conclude that the FIU was effective in its core
functions of receiving, analysing and disseminating STRs",*" especially in light of
inadequate statistics about received and disseminated STRs. More importantly, the
assessors rated the UAE laws, regulations and the FIU as only "partly compliant"*® with
the 2003 FATF's Recommendation 26 in relation to the requirements, which a FIU has to

fulfil.

Despite the UAE MER having been published in 2008, only two sources have discussed
these issues; however, without addressing or scrutinising the tasks of the UAE FIU.
Firstly, Hamdan’s, ‘Suspect funds on the rise,”> observes that that during the period
between June 2002 and May 2009 the UAE FIU received 80,592 STRs about ML from
the reporting entities, but only 285 STRs were transmitted to the public prosecution
office. Secondly, Alkaabi and others in ‘A Comparative Analysis of the Extent of Money
Laundering in Australia, UAE, UK and the USA,’* the authors state that the public
prosecution office sent only 20 STRs out of the 285 STRs to the courts. In addition, only
7% out of the 20 STRs resulted in an actual conviction.

% bid 38.

% Ibid 45.

¥ Ibid.

% Ibid.

% Sara Hamdan, 'Suspect funds on the rise' The National, Jun 23 2009, available online at:
http://www.thenational.ae/business/banking/suspect-funds-on-the-rise (accessed on 19" February 2014).

%0 Alkaabi, Ali and others, ‘A Comparative Analysis of the Extent of Money Laundering in Australia, UAE,
UK and the USA’ [January 20, 2010] Finance and Corporate Governance Conference 2010 Paper 1.
Available online at: http:/papers.ssrn.com/sol3/papers.cfm?abstract_id=1539843 (accessed on 13"
November 2013).
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Hence, the question arises why there is such a huge discrepancy between the numbers of
STRs received by the UAE FIU and the number of STRs, which are transmitted by the
UAE FIU to the public prosecutions office. Furthermore, no sources are available, which
evaluate whether the current functions and authority of the UAE FIU are compatible with
the 2012 FATF Recommendation 29, which replaces the 2003 FATF Recommendation

26, and which governs all aspects of the FIU.

On the other hand, it is anticipated that the UAE FIU annual reports provide valuable
statistics about the STRs on ML; however, they do not provide accurate statistics about
STRs on ML since current statistics, contained in the AMLSCU annual reports, only
show the annual number of STRs on ML, TF and other financial crimes, such as fraud.
Hence, despite crucial information and statistics being contained in the AMLSCU’s
annual reports, statistics about STRs on ML submitted to the AMLSCU are still vague,
though according to the statistics on STRs in 2010, most of the STRs, which have been
submitted to the AMLSCU, involved suspected cases of ML and other types of financial
crimes.** Moreover, the 2009 and 2010 AMLSCU annual reports show that banks,
established in the UAE, submitted the majority of STRs to the AMLSCU. For instance, in
2010, 2,465 STRs out of 2,871 STRs were submitted by banks and this totals 88.7%.%

2.3. The legal framework of the FIU in the UK

The UK AML system is firstly based on the Proceeds of Crime Act 2002 (POCA 2002),
which was amended by the Serious Organised Crime and Police Act 2005 (SOCPA
2005), the Serious Crime Act 2007 (SCA 2007) and recently the Crime and Courts Act
2013 (CCA 2013). The Money Laundering Regulations 2007 (MLRs 2007),* as
amended by the Money Laundering (Amended) Regulations 2012, also play an important
role since they require reporting entities, such as banks and other financial institutions to
adopt a number of internal procedures to detect SARs to combat ML. Part 7 of the POCA
2002 deals with ML offences, including defences and s.340 (11) of the POCA 2002
defines ML as an act which;

' AMLSCU Annual Report — 2010" as produced by the AMLSCU.

2 'AMLSCU Annual Reports — 2009' as produced by the AMLSCU and 'AMLSCU Annual Report — 2010'
(n 41).

“* Which replaced the MLRs 2003.
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'(a) constitutes an offence under section 327, 328 or 329,

(b) constitutes an attempt, conspiracy or incitement to commit an offence
specified in paragraph (a),

(c) constitutes aiding, abetting, counselling or procuring the commission of an
offence specified in paragraph (a), or

(d) would constitute an offence specified in paragraph (a), (b) or (c) if done in the
United Kingdom."*

The UK FIU used to be situated within the SOCA, but is now part of the NCA. The
SOCA replaced the National Crime Intelligence Service (NCIS) and the National Crime
Squad (NCS) and assumed its tasks from April 2006 onwards. After seven years, the
SOCA was abolished and replaced by the NCA which started its function on 7 October
2013. However, the shift from the SOCA to the NCA does not affect the responsibilities
and functions of the UK FIU, namely to deal with the SAR system. The UK FIU
represents the FIU law enforcement model. As a result of this change, reporting entities
have to now submit STRs to the NCA and no longer to the SOCA. The SOCA was the
largest body, which has been moved into the NCA and its budget and staff form the core
of the NCA in order to deliver a stronger, more integrated and efficiently co-ordinated

national response to serious and organised criminality.

S.1 (3)(b) of the CCA 2013 provides that the NCA is to have "The functions conferred by
the Proceeds of Crime Act 2002." In addition, s.1 (5) of the Act provides that:

'"The NCA is to have the function (the “criminal intelligence function™) of
gathering, storing, processing, analysing, and disseminating information that
is relevant to any of the following

(a) activities to combat organised crime or serious crime;

(b) activities to combat any other kind of crime;

(c) exploitation proceeds investigations (within the meaning of section
341(5) of the Proceeds of Crime Act 2002), exploitation proceeds orders
(within the meaning of Part 7 of the Coroners and Justice Act 2009), and
applications for such orders."*®

#'S.340 (11) of the POCA 2002.
%51 (5) of the POCA 2002.
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In 2006, Sir Stephen Lander’s, ‘Review of the suspicious activity reports regime,’46

reviewed the UK's SARs regime in light of the creation of the SOCA and its functions as
the UK FIU in order to assess the effectiveness of the regime. Sir Stephen Lander defines
the FIU as "the unit that receives and distributes SARs."*" The review made 24
recommendations, which can be grouped into the following four categories: 1) 9
recommendations dealing with SOCA being the UK FIU, 2) 3 recommendations in
relation to the reporting entities, 3) 11 recommendations about LEAs exploiting the SARS

and 4) 1 recommendation about the implementation of the recommendations.

Harfield in ‘SOCA: a paradigm shift in British policing,”*® Harfield explores the
approach in relation to SOCA, as well as the underlying reasons, its powers,

responsibility and accountability. The author argues that:

‘The vision the Government has set for the [SOCA] is far closer to problem
solving ‘policing’ in the sense of sustaining safer communities than the ‘law
enforcement’ paradigm of criminal investigation inherent in the modern police
service with its performance emphasis on detections and prosecutions.'*

Keith Bristow, the first Director General of the NCA, explains that the reason for the
establishment of the NCA is to fight serious and organised crime more effectively. He

also notes that:

‘It will have the capabilities to tackle serious and organised crime in areas that
have previously had a fragmented response — such as the border, cyber and
economic crime — and those where we need to increase our impact, such as child
protection and human trafficking."

Radmore's, ‘Deferred Prosecution Agreements - for more enforcement action?,”®* further
explains that the NCA acts as the UK FIU and that:

*® The review was commissioned in July 2005. Sir Stephen Lander, 'Review of the suspicious activity
reports regime' as produced by the SOCA in March 2006, available on the SOCA's website at:
waw.soca.gov.uk (last accessed on 13" September 2013).

Ibid 3.
*® Clive Harfield, ‘SOCA: a paradigm shift in British policing’ (2006) 46 (4) British Journal of
Criminology 743.
*“ Ibid 747.
% 'NCA Annual Plan 2013-14', as produced by the NCA in October 2013, 4.
*! Emma Radmore, ‘Deferred Prosecution Agreements - for more enforcement action?’ May 2013 Financial
Regulation International 1. Available online at:
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The NCA will, among other things, take over the activities of the Serious
Organised Crime Agency. As a result, it will become the entity to which firms
must report knowledge or suspicion of money laundering or terrorist finance, and
seek approval to continue with transactions where appropriate.'>

Harrisons and Ryder in The Law Relating to Financial Crime in the United Kingdom,> argue
that the CCA 2013 transfers the role of the SOCA to the NCA; however, they also note
that the Act does not expressly mention that this means that the NCA now fulfils the role
of the UK FIU. The authors state that the CCA 2013:

'... transfers SOCA's role under the Proceeds of Crime Act 2002 to the NCA....
No mention, however, has been made regarding SOCA's role as the UK's FIU...
with the introduction of the NCA... there is no mention with regards to the
inclusion or delegation of SOCA's role as the UK's FIU. The future situation is
therefore presently unclear."

In fact, even Part 1 of the SOCPA 2005, which is now defunct under the CCA 2013,
which created the SOCA and spelled out its powers and functions in relation to serious
organised crime, did not explicitly mention that the SOCA acts as the UK's FIU. Instead,
Part 1 of the SOCPA 2005 clarified that the SOCA has the function of criminal
intelligence of gathering, storing, processing, analysing and disseminating information
relevant to combating serious organised crime. This necessarily meant that the SOCA
acted as the UK's FIU. Similarly, the CCA 2013 explicitly mentions that the NCA has the
function of criminal intelligence of gathering, storing, processing, analysing and
disseminating information, which is relevant to combating organised and serious crime,

which necessarily means that the NCA acts as the UK's FIU.

Johnston in ‘The National Crime Agency: Does Britain need an FBI?,”>® emphasises that
the vast majority of NCA work is the same as that of SOCA; however, NCA has different

powers. He notes that:

http://www.dentons.com/insights/articles/2013/june/18/deferred-prosecution-agreements-for-more-
gznforcement-action (accessed on 24™ December 2013).

Ibid.
%% Karen Harrison and Nicholas Ryder, The Law Relating to Financial Crime in the United Kingdom
(Ashgate Publishing Limited 2013).
> 1bid 26, 27 and 163.
% Philip Johnston, ‘The National Crime Agency: Does Britain need an FBI?” The Telegraph, 7 October
2013.
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"Its first director-general Keith Bristow, a former chief constable of Warwickshire,
will be able to insist that top officers do his bidding, which will make him the
most powerful police officer in the land. So while this might look like a simple
rebranding exercise, in fact it marks a fundamental change to the way policing has
been carried out in this country for more than 170 years, essentially as a locally
controlled function."®

Preller’s, ‘Comparing AML legislation of the UK, Switzerland and Germany,”’

summarises the core and non-core functions of the UK FIU in relation to the SARs

regime and states that:

"The role of SOCA [UK FIU] is essential to the next stage, i.e. collation stage ...
the FIU in the UK is a policing agency and not an administrative agency as
opposed to other AML regimes.... Furthermore, it is also SOCA's duty to store all
SARs-related intelligence in a nation-wide database (i.e. ELMER), which has
been accessible by all UK LEAs.™®

Whilst Booth and others in Money Laundering Law and Regulation: a Practical Guide,*
the authors elucidate the three types of disclosure under the POCA 2002 and discuss in
detail their legal consequences, they also clarify that the term "SAR" is wider than

"disclosure," as

'In the UK practice, "SAR" is the generic term for disclosures used by the FIU at
SOCA, and by law enforcement, regulators, and the regulated sector. SOCA also
uses the term "consent requests™ for disclosures about criminal property combined
with a request for consent... The term "SAR™ is generally used for the reports
made to SOCA and it applies to all types of money laundering disclosure under
POCA, including consent reports.'®

D'Souza also analyses the UK FIU model and studies its organisational framework,
functions and powers in relation to the SARs regime and expounds that the UK FIU:

'Facilitates regular dialogue between law enforcement end users and other
stakeholders of the SARs regime to ensure that there is constructive

% Ipid.

> Sabrina Fiona Preller, ‘Comparing AML legislation of the UK, Switzerland and Germany’ (2008) 11 (3)
Journal of Money Laundering Control 234.

% Ibid 236.

> Robin Booth and others, Money Laundering Law and Regulation: A Practical Guide (First Published,
Oxford University Press 2011).

* Ibid 93 & 104.
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communication and input into policy development and into developing and
publicising best practices and guidance.’®*

In addition to the POCA 2002, the MLRs 2007 is important for counteracting ML. Blair’s
and Brent’s, ‘Regulatory Responsibilities,”®? discuss the requirements, which the MLR
2007 imposes upon relevant persons. The authors highlight that relevant persons are not

confined to the financial sector, as the purpose of the MLR 2007

'

. is to extend the scope of the regime to persons outside the financial sector.
This reflects the fact that money launderers and terrorist financers utilise methods
outside these sectors to conceal the proceeds of crime as controls in the traditional
financial sectors have been imposed.'

The MLRs 2007 impose key requirements, for example in relation to CDD, record
keeping and supervision, which are further explained by Stott and Ullah in ‘Money

Laundering Regulations 2007: Part 1,”% the authors clarify that:

"There is a marked shift under MLR 2007 towards ongoing obligations on
organisations to subject their customers to adopt a “risk-based approach” to their
AML compliance."®

When considering the UK FIU, it is crucial to briefly refer to the UK MER on AML,
which was adopted by the FATF in June 2007.%° The report states that:

"Overall, the UK FIU substantially meets the criteria of [the 2003 FATF's]
Recommendation 26 [in relation to the requirements of the FIU] and appears to be
a generally effective FIU."®’

However, the SOCA was rated as "lacking compliance” with the 2003 FATF
Recommendation 26%® for three reasons. Firstly, the UK FIU did not publish annual

reports about its functions, although it started publishing reports on an annual basis after

¢! Jayesh D'Souza (N 21) 154.

82 William Blair and Richard Brent, ‘Regulatory Responsibilities’ in William Blair and Richard Brent (eds),

(I333anks and Financial crime: the International Law of Tainted Money (Oxford University Press 2008), 241.
Ibid 244.

% Christ Stott and Zai Ullah, ‘Money Laundering Regulations 2007: Part 1’ (2008) 23 (3) Journal of

International Banking Law and Regulation 175.

% Ibid 175.

% 'The United Kingdom Third Mutual Evaluation Report, Anti-Money Laundering and Combating the

Financing of Terrorism' as produced by the FATF on 29 June 2007.

*" Ibid 6.

% Ibid 88.
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the UK MER had been published.®® Secondly, the pro-active analysis function had not
been sufficiently carried out by the SOCA. Thirdly and most importantly, there were
concerns about the consent system, especially after a SAR was submitted to SOCA
(NCA) since

"The reporting entity has the duty to monitor all the transactions carried on by the
same customer, being ready to seek the consent again in all cases that could seem
very similar to those for which consent has already been granted."™

Simpson’s and Smith’s, ‘UK Part IlI: Practical implementation of Regulations and

571

Rules,’"” therefore note that:

"[There] may be additional instructions for a transaction from a particular
customer, after a consent request to SOCA has been made. In such circumstances,
further SARS or consent requests should be made to SOCA.""

SARs annual reports started to be published in 2007 by the SARs Regime Committee.
The committee evaluates the SARs regime and produces annual reports to the Home
Office and Treasury Ministers. The SARs annual report generally explains how the
effectiveness of the SARs regime can be increased by explaining how the UK FIU can
use feedback methods in respect of the reporting entities, carrying out case studies about
submitted SARs and recently also giving examples about how to exploit ARENA
practically.”® SARs annual reports highlight practical negative aspects, for example, the
SARs annual report 2010 indicated that a high number of unnecessary SARs had been
submitted by some sectors; especially SARs containing consent requests, although these
SARs appear did not in fact fall under the POCA 2002 provisions. The report noted that
this practice may have been because relevant reporting entities submitted SARs without

applying appropriate CDD procedures or submitted consent requests as standard SAR."

% Ibid.

% 1bid 79.

™ Mark Simpson and Nicole Smith, ‘UK Part I11: Practical implementation of Regulations and Rules’ in
Mark Simpson, Nicole Smith and Arun Srivastava (eds), International Guide to Money Laundering Law
and Practice (Third Edition, Bloomsbury Professional 2010), 95.

" 1bid 134.

3 'Suspicious Activity Reports Regime, Annual Report 2011, as produced by the SOCA, 37.

™ 'Suspicious Activity Reports Regime, Annual Report 2010, as produced by the SOCA, 14.
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In addition, annexes C and D of the SARs annual reports™ contain detailed statistics
about submitted SARs on ML, nevertheless, the report does not include statistics about
the number of SARs, out of all SARS received, which the UK FIU has disseminated to
LEAs and other government bodies. The annual report also does not indicate the number
of SARs out of all SARS received, which the UK FIU after having analysed them,
decided to delete due to there being no suspected/known ML. In addition, the report does

not state how many SARs have resulted in a conviction.

2.4. Conclusion

The IMF’s Handbook’® provides a good account of the four models of a FIU and the
advantages and disadvantages of each model. It further elaborates both the core and non-
core functions of a FIU at both national and international levels. Schott’’ suggests a
number of considerations that have to be taken into account by national authorities when
determining which model to choose when considering a FIU. In addition, D'Souza™
provides a brief comparison between the administrative model and the law enforcement

model and discusses the key factors of successful FIUs and the challenges facing them.

In relation to the UAE FIU, Hamdan"® observes a huge discrepancy between the numbers
of STRs received by the UAE FIU and the number of STRs transmitted by the UAE FIU
to the Public Prosecutions Office. Nevertheless, the functions of the UAE FIU are not
further detailed in any articles or books, but a number of text books provide a general
explanation about the provisions of the AML laws and regulations. None of these sources
mentions that the FLMLC 2002 and the Central Bank Regulations 24/2000 (CBR
24/2000) are ambiguous in relation to the STRs basis. The sources also do not analyse the
core and non-core functions of the UAE FIU. In addition, the UAE FIU annual reports do
not provide accurate statistics about STRs on ML since current statistics show the annual

number of STRs on ML, TF and other financial crimes, such as fraud. Hence, despite

™ Annexes C and D of the Suspicious Activity Reports Regime, Annual Reports 2010, 2011, 2012 and
2013.

’® International Monetary Fund Handbook (N 18).

" paul Allan Schott (n 19).

"8 Jayesh D'Souza (n 21).

" Sara Hamdan (n 39).
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crucial information and statistics being contained in these annual reports, statistics about

STRs on ML are still vague.

In relation to the UK FIU, D'Souza® analyses the UK FIU model within SOCA (NCA),
and provides a study of its organisational framework, functions and powers in relation to
the SARs regime. Furthermore, Booth and others®! elaborate the three types of disclosure
under the SARs regime contained in POCA 2002. In addition, Harrisons and Ryder®
argue that the CCA 2013 does not expressly mention that the NCA now fulfils the role of
the UK FIU. However, the 2013 Act explicitly mentions that the NCA has the function of
criminal intelligence in gathering, storing, processing, analysing and disseminating
information, which is relevant to combating organised and serious crime, and this
necessarily means that the NCA acts as the UK's FIU. More importantly, though the UK
SARs annual reports contain detailed statistics about submitted SARs on ML, they do not
include statistics about the number of SARs, out of all SARS received, which the UK
FIU has disseminated to LEAs and other government bodies. The annual reports also do
not indicate the number of SARs out of all SARS received, which the UK FIU after
having analysed them, decided to delete due to there being no suspected/known ML.

Moreover, the reports do not state how many SARs have resulted in a conviction.

There is no one particular model that is optimal for every time and place. Success of a
particular FIU model in a country does not necessarily mean that such a model will
achieve the same success in another country. This is due to the fact that the choice of a
FIU model depends on several factors, notably the particular conditions of individual
countries, such as the political, legal and judicial system of a country. Furthermore, a
particular model could be suitable for a country for a specific period of time, but may no
longer be suitable when circumstances change.

In addition to the core functions, the FIU also has to fulfil a number of non-core
functions, for instance it has to provide feedback to the reporting entities and some of

these functions are not less important than its core functions.

8 Jayesh D'Souza (n 21).
& Robin Booth and others (n 59).
8 (N 53).
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Chapter 3. Banking confidentiality versus disclosure

Introduction

This Chapter deals with the well-established doctrine of banking confidentiality, which
applies to all banking transactions across the world. The banking sector is the most
attractive area for ML activities/transactions and will therefore be analysed in the
following Chapters, also since it submits the majority of SARS/STRs on ML to the
national FIU annually out of all reporting entities, as analysed in Chapters Six* and Nine.?
On the other hand, submitting SARS/STRs can conflict with the principle of banking
confidentiality since such reports contain confidential information about a customer's
bank account and financial affairs, and this could breach the principle and the duty to
keep information about a customer secret, which might lead to criminal or civil liability
being imposed. The main objective of this Chapter is to justify on which legal grounds
SARS/STRs can be submitted in a way which does not prejudice the principle of banking
confidentiality, ensuring that the principle is respected and safeguarded without it being

exploited for ML activities.

This Chapter is divided into three sections. The first section deals with the principle of
banking confidentiality and its basis and scope. It evaluates the principle and discusses
why it is a prerequisite for personal, commercial and financial transactions. The section
also analyses the scope of information, which the principle covers, as well as its time
scale and critically assesses the UK exceptions in the second section and how these have
been interpreted by the judiciary and discusses possible overlaps.®> The second section
further establishes under which exception(s) the duty to submit SARs falls. The last
section scrutinises how the UAE deals with the principle. It evaluates the principle and its
exceptions under the applicable UAE statutory provisions, but there are insufficient
cases, which shed light on how these statutory provisions should be interpreted. The
section also sets out when a submitted STR falls within the scope of the exceptions.

! See section 6.2 of Chapter Six, pp. 184 - 185.

% See section 9.2 of Chapter Nine, pp. 280 - 282.

® It should be noted that the first and second sections of the current Chapter have been published on 26"
Nov 2011 by Durham Law Review Journal, see Waleed Alhosani, ‘Banking confidentiality versus
disclosure>  [26™  Nov  2011] Durham Law Review 1, available online at:
http://durhamlawreview.co.uk/articles (accessed on 14™ December 2013).
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3.1. The confidential nature of the contract between a banker and a customer
3.1.1. The general concept of the banker-customer relationship

Banking confidentiality represents the soul of the banker-customer relationship.* It
contains aspects of agency, which impact on the contractual relationship. For example,
the obligation of secrecy and loyalty is imposed upon an agent towards his principal.
This is the case even if the agent is an estate agent, a solicitor, a company director or even
a doctor. The scope of the obligation differs from one type of agent to another. For
instance, a director might be required (by a court) to testify or divulge information about
his company despite this being contrary to the company's interests. In contrast, the
obligation of secrecy is more practical, notably in relation to the client and solicitor
relationship, where the latter is prevented (in a court) from testifying about his dealings
with his client.’

Justifying confidentiality

It has been said® that the customer's credit usually relies on the strong observance of
confidence, and this is the justification for imposing the duty of secrecy on the banker-
customer relationship, hence public policy constituted the reason for imposing the duty of
confidentiality. However, such rationalisation can be easily refuted since credit does not
rely upon hiding the situation of a person's bank account. This is further supported by the
fact that already in ancient times, traders would be provided with bank references without
needing the express consent of the customer, enabling traders to obtain information about
a person’s credit. Hiding fundamental information about the financial affairs of creditors
may even be equated with a seller defrauding customers through concealing defects in
products, and thus may not constitute a real justification for imposing the duty of secrecy

on the banker-customer contract.’

* Zubair Khan Muhammad, ‘An Analysis of Duty of Confidentiality Owed by Banker to its Customers’
[20™ April, 2011] 1, available online at: http:/papers.ssrn.com/sol3/papers.cfm?abstract_id=1815825
(accessed on 27" February 2014).

® E. P. Ellinger, Eva Lomnicka and C.V.M Hare, Ellinger's Modern Banking Law (Fifth Edition, Oxford
University Press 2011), 171.

® R Ponser, mentioned in Ross Cranston, Principles of Banking Law (Second Edition, Oxford University
Press 2002), 169.

" 1bid.
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Indeed, there are two reasons which led to the imposition of the agent's commitment of
secrecy. The first reason is historical; the duty arose to protect the principal guardian
from groundless attempts by intruders to enquire about his affairs.® He had to safeguard
his principal's confidence and protect his interests. The second argument is economic in
nature and can be illustrated by the relationship of solicitor and client. The client would
not feel comfortable discussing his financial affairs if his solicitor could be forced to

disclose his client's information.®

So in fact and at law, a person who undertakes work assumes a confidential duty to those
engaging him, which includes being able to rely on their judgment. The commitment of
confidentiality does not arise only between solicitor and client. It extends to other forms
of agency relationships,™ such as accountant and customer, banker and customer and the

doctor and patient relationship.
Justifying banking confidentiality

Similarly, in the context of the banker-customer relationship, there are two arguments
which support enforcing a duty of secrecy on banks. The first argument may be
considered the main one for the obligation of banks’ confidentiality. This argument
perhaps overlaps with the second argument. The idea behind the first argument is rooted
in the belief to protect an individual’s "personal autonomy."™* In reality, the main reason
IS to ensure that both private and commercial customer's finances are kept secret. A bank
which would not ensure that information pertaining to its customer's finances is kept
secret would very soon acquire a bad reputation and would thus lose the public's trust.
The second argument relates to the sensitive nature of business information. It is easy to
imagine circumstances where a bank engaging in divulging confidential information

would place the customer at risk from competitors. This is particularly so as information

8 E. P. Ellinger, Eva Lomnicka and C.V.M Hare (n 5) 172.
? Ibid.

" Ibid 171 & 172.

! Ross Cranston (n 6) 169.
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about a business has an intrinsic market value and of course the value increases where

confidential information is concerned.*?

Moreover, the duty of confidentiality is justified and essential from the perspective of
developing countries and developed countries alike. In developing countries, the duty
safeguards customers and their wealth from criminals. If a bank divulged a customer's
financial affairs, the customer could become a victim of crimes, such as kidnapping for
compensation or robbery.** Similarly in developed countries, the duty of banking
confidentiality is essential for two reasons. Firstly, it ensures that customers can get
banking services from any bank without any difficulties. For instance, if a bank divulged
that a customer had difficulties with paying debts in the past, the customer could be
rejected when applying to open a bank account at another bank. Secondly, the duty
safeguards a customer's account, particularly "online banking"** facilities provided by his
bank,*® such as his log in details and online purchases or transfers. If the bank divulged
the customer's financial affairs or his account's details, the customer's account could be
"hacked electronically" and the "hacker" could exploit the online banking service by
withdrawing funds from his account. Hence, online banking is particularly associated
with security and confidentiality,'® so that the customer is the only person, who is able to
log into his bank account due to preventive steps, for example a secure username and

password.

Therefore, in the internet age, the issue of secrecy has also been heightened, especially
since bankers hold a considerable amount of personal information about a customer on

their databases. Third parties can "hack"” into banks' computer databases, especially if a

" Ibid.

13 Zubair Khan Muhammad (n 4) 3.

Y Online banking means electronic means, provided by a bank, such as internet, mobile phones and
Automated Teller Machines (ATM). A customer can utilise such means to transfer money between bank
accounts, to access his bank account(s) and/or to pay his bills. See, Peyman Akbari, Reza Rostami and
Akbar Veismoradi, ‘Study of Factors Influencing Customer's use of Electronic Banking Services by Using
Pikkarainens Model (Case Study: Refah Bank of Kermanshah, Iran)’ (September 2012) Vol., 3 (5)
International Research Journal of Applied and Basic Sciences 950. Available online at:
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2145494 (accessed on 3" Mat 2013).

15 Zubair Khan Muhammad (n 4) 3.

'® Hemant Kassean, Mridula Gungaphul and Dhiren Murughesan, ‘Consumer Buyer Behaviour: The Role
of Internet Banking in Mauritius’ [2012] European Business Research Conference Proceedings 1. Available
online at: http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2131206 (accessed on 3" May 2013).
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customer makes use of internet banking and there is thus a real risk of third parties

obtaining personal information.’
Data protection

In this context, it is important to consider the Data Protection Act 1998 (DPA 1998).'8
The Act protects the processing of information about individuals, including manual and
computer records if held in a "relevant filing systems".* For the DPA 1998 to apply, it
has to be shown that the data is personal data.?’ This means that to come within the remit
of the DPA 1998 individuals have to be identifiable and have to also be alive.

InRv Rooney21 Bean J opined that “The information itself does not have to include the
identity of the individual ....”** In Durant v Financial Services Authority (FSA) case,? the
Court of Appeal deliberated on two issues, namely (1) what makes “data” “personal”
within the meaning of “personal data?” And (2) What is meant by a “relevant filing
system?”%* It was explained that data will relate to an individual if it “is information that

affects [a person’s] privacy, whether in his personal or family life, business or

Y7 E. P. Ellinger, Eva Lomnicka and C.V.M Hare (n 5) 173 & 174.

'8 The DPA 1998 repealed and replaced the DPA 1984.

9 The term "relevant filing systems" is defined in section 1 of the Act as ‘any set of information relating to
individuals to the extent that, although the information is not processed by means of equipment operating
automatically in response to instructions given for that purpose, the set is structured, either by reference to
individuals or by reference to criteria relating to individuals, in such a way that specific information
relating to a particular individual is readily accessible.'

% The term "personal data" means ‘data which relate to a living individual who can be identified

(a) from those data, or

(b) from those data and other information which is in the possession of, or is likely to come into the
possession of, the data controller,

and includes any expression of opinion about the individual and any indication of the intentions of the data
controller or any other person in respect of the individual.' S.1 (1) of the DPA 1998.

1 12006] EWCA Crim 1841.

%2 Ibid para 13. See also Francis Aldhouse, ‘DPA section 55: securing convictions’ (February 2007) 4 (2)
The Newsletter for Data Protection Professionals 10, available online at:
http://www.e-comlaw.com/data-protection-law-and-

policy/article_template.asp?ID=351&Search=Y es&txtsearch=going (last accessed on 20" August 2013).
“$[2003] EWCA Civ 1746.

# 'The Durant Case and its impact on the interpretation of the Data Protection Act 1998', Information
Commissioner’s Office 27/02/06; available online at:
http://www.ico.gov.uk/upload/documents/library/data_protection/detailed_specialist_guides/the_durant_cas
e_and_its_impact_on_the_interpretation_of the_data_protection_act.pdf (accessed on 25" August 2013).
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professional capacity.”® The Court of Appeal explained in relation to the second issue
that:

... Parliament intended to apply the Act to manual records only if they are of
sufficient sophistication to provide the same or similar ready accessibility as a
computerised filing system. That requires a filing system so referenced or indexed
that it enables the data controller’s employee responsible to identify at the outset
of his search with reasonable certainty and speed the file or files in which the
specific data relating to the person requesting the information is located... without
having to make a manual search of them."®

Hence, the DPA 1998 only applies to personal information, which is stored in a relevant
filing system. This means that a bank has to comply with the Act since it holds personal
information/data about customers in structured files®’ and this information/data affects a

customer's privacy, namely his business or professional capacity.?

Durant®® was unsuccessful since the FSA did not have his files in a structured or
referenced system and the information was not easily accessible. A bank which fails to
comply with the DPA 1998 may be ordered to pay financial compensation to the
individual who has been damaged or distressed by virtue of s.13 of the DPA 1998,
though the bank can argue as defence that it has taken such care as in all the
circumstances was reasonably required to comply with the requirement concerned. A
bank’s customer can also evoke his/her right to have the Information Commissioner’s

Office (ICO) carry out a so-called “compliance assessment”>°

on the legality of the
bank’s processing and order the bank to comply by issuing an enforcement notice. The
ICO can also serve an information notice®! on the bank. If the bank fails to comply with
either of these notices, it will have committed a criminal offence. However, only a

serious breach and one which is likely to cause substantial damage or distress will lead to

% [2003] EWCA Civ 1746 (N 23) para 28.

% |bid para 48.

(N 19)

% (N 25)

2 (N 23).

% 5.42 of the DPA 1998, for further information, see http://66.102.9.132/search?g=cache:QmVMbxrTq-
kJ:www.ico.gov.uk/for_organisations/data_protection_guide/the role_of the_information_commissioners_
office.aspx+right+to+request+an+assessment+by+the+lCo&cd=1&hl=en&ct=cInk&gl=uk (last accessed
on 19" August 2010).

%1 5.43 of the DPA 1998.
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the 1CO imposing a fine. Moreover, the ICO has the power to carry out an audit and may

even apply for “a warrant to enter and search premises and to seize evidence.”

3.1.2. The Basis of the duty of confidentiality

The duty of secrecy is rooted in both the criminal law and common law.

3.1.2.1. The criminal law

There are some jurisdictions which have placed the banking duty of secrecy on a
constitutional or statutory basis. UAE is an example of such case and will be discussed in
the third section. Switzerland is another example of a country which has based the duty of
confidentiality on the criminal law. The breach of Article 47 of the Swiss Federal Act on
Banks and Savings Banks 2009* could thus lead to imprisonment or a fine. Jurisdictions
which have adopted this type of legislation argue that they distinguish between activities,
where individuals/businesses seek to escape from capital gains tax, exchange-control or
financial laws, which are considered legitimate in those jurisdictions and, illegal
activities. Such jurisdictions deny that countries with strong bank confidentiality rules
also attract drug traffickers, money launderers and other criminals, who exploit banking

confidentiality to avoid the creation of an "audit trail" which investigators can track.*

3.1.2.2. The common law

In contrast, a number of jurisdictions established the duty of confidentiality at common

law and English law is an example of such an approach. This means that the bank’s duty

%2 'The role of the Information Commissioner's Office’, available online at:
http://66.102.9.132/search?q=cache:QmVMbxrTqg-
kJ:www.ico.gov.uk/for_organisations/data_protection_guide/the_role_of the information_commissioners_
office.aspx+right+to+request+an+assessment+by+the+ICo&cd=1&hl=en&ct=clnk&gl=uk (last accessed
on 22" August 2010).

% Article 47 (1-3) of the Swiss Federal Act on Banks and Savings Banks 2009 (known as the Banking Law
of 1934) provides that:

'1- Imprisonment of up to three years or fine will be awarded to persons who deliberately:

b- Disclose a secret that is entrusted to him in his capacity as body, employee, appointee, or liquidator of a
bank, as body or employee of an audit company or that he has observed in this capacity;

b- Attempts to induce such an infraction of the professional secrecy.

2- Persons acting with negligence will be penalized with a fine of up to 250'000 francs.

3- In case of a repeat within five years of the prior conviction, the fine will amount to 45 day rates at a
minimum.’

% Ross Cranston (n 6) 170 & 171.
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of secrecy is implied in the contract between the bank and the customer.*> However, the
contract is not always the issue. For example, a contract does not confer protection in a
situation where a third party has obtained confidential information and has divulged this,
whether advertently or inadvertently or with consent. Instead, equity protects the duty of
confidentiality independently of the contract. It also offers aid since the courts are entitled
to grant an injunction, thus indirectly buttressing any duty of contract. In addition to
contract law and the use of equity, tort law offers another remedy. For instance, a third
party might tortiously induce a confidant bank to disclose information to it in breach of

contract.*

3.1.3. Scope and duration of the duty of secrecy

The scope of secrecy

When examining a bank's duty of secrecy, it is important to make recourse to the seminal
case of Tournier v National Provincial and Union Bank of England.®” This case firmly
established the principle of banking confidentiality.®® The Court clarified that the
principle constitutes the general rule, which governs the banker-customer relationship.
However, a departure can be made from this principle in four situations, which are
analysed in the next section. Indeed, the decision of the Court is rooted in self-evident
logic. If a banker divulged to any person financial information about a customer, this will
harm the customer’s business or his reputation. This logic is a valid reason to uphold the

principle in any country.

In that case, the claimant had his account with the defendant bank which made payment
demands. It was agreed that the claimant would make payments in order to reduce his
overdraft, but he failed to keep up the payments after the third instalment. A third party
wrote a cheque to the claimant and he indorsed it to another person. Upon making

% Fayyad Alqudah, ‘Banks' duty of confidentiality in the wake of computerised banking’ (1995) 10 (2)
Journal of International Banking Law 50, 51.

% Ross Cranston (n 6) 171.

¥711924] 1 KB 461.

% Prior to 1924, there were only three reported cases, which dealt with banking confidentiality, namely 1)
Tassell v Cooper [1850] 9 CB 509, 2) Foster v Bank of London [1862] 3 F. & F. 214 and 3) Hardy v
Veasey (1867-68) L.R. 3 Ex. 107. For further details about the development of the principle of banking
confidentiality, see Robert Stokes, ‘The Genesis of Banking Confidentiality’ (2011) 32 (3) The Journal of
Legal History 279, 279 - 294.
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enquiries, the bank became aware that the endorsee of the cheque was a bookmaker. The
branch manager then telephoned the claimant's employers apparently to determine the
private address of the claimant, but the branch manager divulged during the course of the
conversation that the claimant's account was overdrawn and that he had dealings with
bookmakers. As a direct result of the conversation, the claimant's employers decided not

to renew his contract of employment.

The Court of Appeal found that the bank breached its duty of confidentiality. Atkin L.J.
noted that:

"The obligation extends to information obtained from other sources than the
customer's actual account, if the occasion upon which the information was
obtained arose out of the banking relations of the bank and its customers."**

Thus, a bank's duty is to treat information as secret,”® and this obligation is not only
limited to information that the bank knew from the condition of the account of the
customer, but covers all information derived from the banking relationship between the
banker and the customer.** Indeed, the duty includes any information gathered by the
bank, directly and indirectly, including assessments and/or general impression.*? It covers
both financial and personal details about a customer, for example, the name of the
customer, his address, who is paying or receiving payments, personal information about
his employer, information about the customer’s bank balance or his transactions at
various times.*® The duty is imposed regardless of whether customers are depositors or

borrowers; hence, the duty is independent of the customer’s credit status.**
The duration of secrecy

Banking confidentiality remains in existence even upon the closure of the customer's

account or it ceasing to be active.*® The obligation of confidentiality also remains in

%9 (N 37) 485 para 23.

%0 Alastair Hudson, The Law of Finance (Second Edition, Sweet & Maxwell 2013), 899.

*! Charles Proctor, The Law and Practice of International Banking (Oxford University Press 2010), 678.
*2 Ross Cranston (n 6) 172.

*® Fayyad Alqudah (n 35) 50.

* Ross Cranston (n 6) 172.

*® Charles Proctor (n 41) 679.
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existence, even after the customer's death.*® On the other hand, the duty of confidentiality
does not extend to information gained after the termination of the banker-customer
relationship and does not relate to information acquired prior to the beginning of the

banker-customer relationship.*’

Nonetheless, a bank still has to be extremely careful in these situations because of the

following three reasons:

1. A bank may have given an express undertaking to the customer to keep
information confidential.*®

2. Information obtained prior to the commencing of banker-customer relationship
could still be classified as falling within the scope of the duty of confidentiality, if
the same information is conveyed/gathered at the start of the relationship.*

3. A bank may receive information under conditions which fall within the scope of

the general law of confidence.>®

It is useful to note that in the Tournier case,* the duty of confidentiality was held to exist

impliedly® since at that time, the duty of confidentiality was an unclear notion.>

The aforementioned circumstances raise the following questions. Firstly, is it true that if
there is no bank account and no express undertaking relating to secrecy, is there then no
banker-customer relationship? Secondly, nowadays there are 'multifunctional banks'
which offer a considerable number of banking and financial services, and these services
have exceeded the routine operations of deposit, withdrawal and lending. Thus, could a
duty of confidentiality be imposed on banks in these circumstances? To answer these

questions, recourse has to be made to the general principles governing breach of

“® E. P. Ellinger, Eva Lomnicka and C.V.M Hare (n 5) 178.
“1bid 177.

*8 1bid.

* 1bid.

* |bid.

1 (N 37).

%2 |bid 473 para 11 and 480 para 18.

%% Zubair Khan Muhammad (n 4) 3.
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confidence. Lord Goff illustrated these general principles in the case of Attorney-General

v Guardian Newspapers Ltd.>* He stated that:

‘A duty of confidence arises when confidential information comes to the
knowledge of a person (the confidant) in circumstances where he has notice, or is
held to have agreed, that the information is confidential, with the effect that it
would be just in all the circumstances that he should be precluded from disclosing
the information to others."®

Limiting principles

The duty covers all information obtained by a banker due to his position;>® nevertheless
there are three limiting principles to this wide general principle. The first limiting
principle is that the principle of confidentiality only applies to information to the degree
that it is secret. The second is that the duty of confidence does not apply to trivial and
useless information. The last limiting principle is that despite it normally being in the
public interest that law protects and preserves confidential information and this forms the
basis for the law protecting secrets, that there may be nonetheless circumstances where
other public interest considerations outweigh secrecy and it becomes essential to divulge

information.®’

The aforementioned limiting principles can also be applied outside the banking field with
regard to safeguarding confidential information and can relate to circumstances were
information is disclosed to a bank by a customer, or a non-customer when showing a
business plan to order to secure bank funding. It is crucial that the aforementioned

limiting principles are taken account of.>®

It is important to note that the duty of confidentiality is a legal and possibly also a moral

duty, which is qualified.>® In the Tournier case,®® the Court of Appeal held that there are

>4 [1990] 1 AC 109.

> bid 281.

% Zubair Khan Muhammad (n 4) 2.

> (N 54) 282.

8 E. P. Ellinger, Eva Lomnicka and C.V.M Hare (n 5) 179.

% Wadsley Joan, ‘Bank’s confidentiality: a much reduced duty’ (1990) 106 (Apr) Law Quarterly Review
204, 205.

%0 (N 37).
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four exceptions with regard to a bank's duty of secrecy. The four exceptions were set out
by Bankes L.J. as:®*

'On principle... the qualifications can be classified under four heads:
(a) Where disclosure is under compulsion by law;

(b) where there is a duty to the public to disclose;

(c) where the interests of the bank require disclosure;

(d) where the disclosure is made by the express or implied consent of the
customer.'®?

3.2. Exceptions to the bank’s duty of confidentiality

The Tournier case® clearly illustrates that there are four exceptions to the bank’s duty of
confidence. Indeed, qualifications to the duty of secrecy are almost accepted in all
jurisdictions around the world.®* Accordingly, the duty of confidentiality does not arise if
any of these qualifications apply.®® Hence, it becomes important to scrutinise each of the
exceptions in detail.

3.2.1. Obligation by law

Disclosure by virtue of a court order

A bank must disclose confidential information about the relevant customer when required
by a court order or statutory provision.®® For example, during legal proceedings, the court
can require a bank to divulge information about its customer’s account®” (Bucknell v
Bucknell®® and Eckman v Midland Bank Ltd).®® In such a case, the public interest and the

administration of justice require that a bank discloses information about its customer’s

%! |bid 473 para 1.

82 These exceptions were confirmed in Christofi v Barclays Bank Plc [2000] 1 WLR 937. In addition,
Tournier was applied in Christofi v Barclays Bank Plc [1998] 1 W.L.R. 1245, but distinguished in
Brandeaux Advisers (UK) Ltd v Chadwick [2010] EWHC 3241 (QB).

83 (N 37).

® Ross Cranston (n 6) 174.

% |bid 174 & 175.

% Arun Srivastava, ‘UK Part I1: UK law and practice’ in Mark Simpson, Nicole Smith and Arun Srivastava
(eds), International Guide to Money Laundering Law and Practice (Third Edition, Bloomsbury
Professional 2010), 27 at 50.

87 Alastair Hudson (n 40) 901.

%8 11969] 1 WLR 1204.

%[1973] QB 519.
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account. Judges sometimes require full disclosure for the sake of establishing the truth
and in order to reach a decision. The Bankers’ Books Evidence Act 1879 contains the
procedure, which has to be followed, to obtain evidence about a customer’s bank account

and which has been broadened by Schedule 6, Part 1 of the Banking Act 1979.”

If the court summons a bank, then a bank must respond and provide the requested
information about its customer’s account. Indeed, a bank cannot refuse a court’s order
and claim privilege. This is simply because if a bank ignores or refuses a court order and

does not respond, the bank will be held to be in contempt of court.”

In the Chancery Division case Harding v Williams,”? it was held that once evidence has
been produced, it can be used against any party. S.7 of the Bankers’ Books Evidence Act
1879 entitles a judge to make an order for inspection of the banker’s book and this can
also be made ex parte, for example, without the other party being present, though the
bank has to be informed prior to the application being made, so that it has a chance to
oppose the order. The courts are very thorough when it comes to granting an order (South
Staffordshire Tramways Co v Ebbsmith)”® and exercise this right prudently and
carefully.”* Hence, having a mere suspicion is insufficient to be granted an order, though

in Williams v Summerfield” an order for inspection was permitted.

In addition, there is no requirement that a bank obtains a customer’s consent when being
required to do so by court, as made clear in Bankers Trust Co v Shapira.”® Hence,
mandatory disclosure substitutes the customer’s consent, though Lord Denning also

explicated that it was “a strong thing to order a bank to disclose the state of its customer’s

"0 Pursuant to s.3 of the Bankers’” Books Evidence Act 1879, a bank has to provide a copy of the relevant
entry and under s.4 it has to be shown that the entry is a normal bank entry and this can be done by way of
an affidavit from a bank officer. The affidavit will confirm that the original and the copy match since this is
required under s.5 of the Bankers’ Books Evidence Act 1879. S.6 of the Bankers’ Books Evidence Act
1879 provides that a bank does not have to provide evidence or its book, except where a judge has ordered
this for a special cause.

™ Ross Cranston (n 6) 176.

7211880] 14D 197.

3 1895] 2 QB 669.

™ E. P. Ellinger, Eva Lomnicka and C.V.M Hare (n 5) 181.

®11972] 2 QB 512; cf Sommers v Sturdy [1957] 10 DLR (2d) 269.

11980]1 WLR 1274.
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account and the documents and correspondence relating to it.”’" Hence, an order to
inspect without serving the customer does not happen frequently. However such order
can be made, it would only endure for a short period of time.”® Moreover, banks do not
have to inform their customer that a disclosure has been made since notification could
possibly impede the investigation. However, in R v Marlborough St Metropolitan
Stipedendiary Magistrate, ex parte Simpson,’® where a man had been charged for using
the earnings of a prostitute and an ex parte order was obtained without notice, the Court
of Appeal explicated that notice ought to have been given and also that an inspection
order should not last indefinitely. However, if the bank informs the customer about the
disclosure, the bank may commit the so-called tipping off offence.?’ This is particularly
necessary since banking secrecy cannot be exploited by individuals/entities engaged in
ML, terrorism, insider dealing, company fraud, drug trafficking, human trafficking, tax
evasion and banking supervision abuse. An order can also be made against a person close
to the person against whom proceedings are being brought: South Staffordshire

Tramways Co v Ebbsmith®! and DB Deniz Nakliyati TAS v Yugopetrol.*

S.9 (2) of the Bankers” Books Evidence Act 1879 defines what documents are covered
when an order is granted. In the Divisional Court case Barker v Wilson,®® it was held that

the term ‘documents' also included any records generated through modern technologies.®
Disclosure by virtue of a statutory provision

In addition, a bank may also be required legally to disclose information about the relevant

customer to the competent authorities. Such a disclosure also does not breach the

7 Ibid 1282 para 30.

® Owen v Sambrook [1981] Crim LR 329; R v Nottingham Justices, ex parte Lynn [1984] 79 Crim App
Rep 234.

7 11980] Crim LR 305.

8 This particular offence will be analysed in section 8.2. of Chapter Eight.

8 (N 73).

§211992]1 WLR 437.

8 [1980]1 WLR 884.

® In the case of Barker v Wilson, the Court considered the meaning of the phrases “bankers' books” and
“an entry in a banker's book,” Bridge L.J. states that "It seems to me that clearly both phrases are apt to
include any form of permanent record kept by the bank of transactions relating to the bank's business, made
by any of the methods which modern technology makes available, including, in particular, microfilm." Ibid
887 para 21.
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principle of banking confidentiality, so long as the conditions of the relevant Act® are
met. The clearest and most relevant instance for a bank to disclose confidential
information is contained in the POCA 2002, which obliges banks to report SARs to the
NCA if it knows/suspects or has reasonable grounds for knowledge/suspicion that the
transaction is involved in ML. Otherwise, a bank may commit a criminal offence and this

issue will be critically analysed in detail in Chapter Eight.®

Indeed, the submission of SARS/STRs on ML by banks constitutes the clearest example
of the exception required by law to the banking confidentiality and this legal duty is not
just imposed by the UK, but almost all countries in the world.®” This is simply because
the SAR/STR represents the most effective weapon in counteracting the global

phenomenon of ML

3.2.2. Public interest disclosure

The public interest disclosure, established in Weld Blundell v Stephens®® and confirmed in
the Tournier case,” constitutes another exception to the banker’s duty of confidentiality.
What may be deemed to be in the public interest is markedly different from what the
public might be interested in. Previously, it was possible to divulge information about
any inequity and the exception was based upon the unfairness rule, whereas nowadays,

the exception extends to misdeeds, such as crime and fraud. This is irrespective of the act

8 Such as 5.337 (1) and 5.338 (4) of the POCA 2002, which will be critically analysed in subsection 8.1.2.
of Chapter Eight.

8 5,330, 5.331 and 5.332 of the POCA 2002, see subsection 8.1.1. of Chapter Eight.

8 Such as in the UAE as will be critically assessed in Chapter Five, part B of subheading 5.1.2.2.

8 Joy Tan, ‘Can we still bank on secrecy?’ (2011) 26 (9) Journal of International Banking and Finance Law
564, 564.

There are other tools, which can prevent/detect ML or at least mitigate the consequences of ML. For
instance, the proceeds of crime can be confiscated and assets can be recovered, information can be
exchanged between countries and a cash declaration system can be used. For detailed information about the
confiscation of crime proceeds and assets recovery, see Nicholas Ryder, Financial Crime in the 21st
Century: Law and Policy (Edward Elgar Publishing Limited 2011), 178-213. See also Jonathan Fisher,
‘UK Part IV: Confiscating the Proceeds of Crime’ in Mark Simpson, Nicole Smith and Arun Srivastava
(eds), International Guide to Money Laundering Law and Practice (Third Edition, Bloomsbury
Professional 2010), 145 at 186.

The cash declaration system will be illustrated from the perspective of the FATF in (n. 233) of Chapter
Four, For the UAE system, see (n. 120) of Chapter Five and for the UK system, see (n 4) of Chapter Eight.
8 11920] AC 956, 965.

%0 (N 37).
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having actually been committed or only being contemplated.”® Presently, the public
interest exception depends on various statutory provisions, which require banks to
divulge confidential information to the competent authorities.*” Accordingly, certain
situations may constitute a potential risk to the country or are contrary to the public
interest and may thus override the banker’s duty of secrecy.® Indeed the public interest is

1.%* For example, during the war years,” a

more important than the interest of an individua
bank owed a duty to the public to divulge confidential information about a customer who
was dealing with the enemy.*® Furthermore, a bank has a duty to divulge information to
the authorities in case a customer is a terrorist or money launderer, as this is considered to
be in the public interest®” and necessary to protect national security and the financial
system and required by law.*® The disclosure may be made as a result of an official
inquiry by the police or other regulatory authority, for example an inquiry into banking
regulations by the banking supervisor or in relation to another jurisdiction in case of a

multinational bank.
The overlap with the first exception

The public interest exception may overlap with the previous mentioned exception,
namely the obligation by law. Legislation may require banks to disclose confidential
information in certain circumstances®™ and this certainly could mean that the public
interest exception is impractical. At common law, as in the UK, the divulging of
confidential information is often allowed if this is considered to be in the public interest.
At the same time, banks are obliged to adhere to the duty of secrecy and to keep
information confidential, but have to divulge information if this necessary in the public
interest or required by law. Otherwise, banking integrity and financial markets would be

%! Paul Latimer, ‘Bank secrecy in Australia: terrorism legislation as the new exception to the Tournier rule’
(2004) 8 (1) Journal of Money Laundering Control 56, 58.

% Ross Cranston (n 6) 178.

% Charles Proctor (n 41) 696.

% Zubair Khan Muhammad (n 4) 6.

% paul Latimer (n 91) 58.

% Mourant, 'The duty of confidentiality: The rule and four exceptions', June 2007, available online at:
www.mourant.com (last accessed on 16" August 2010).

"E. P. Ellinger, Eva Lomnicka and C.V.M Hare (n 5) 189.

% 5.21A of the Terrorism Act 2000 is applied where there is a terrorism suspicion and s.330, s.331 and
5.332 of the POCA 2002 apply where there is a suspicion of ML.

% See Staughton J in Libyan Arab Foreign Bank v Bankers Trust Co, [1988] 1 Lloyd’s Rep 259.
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at risk. Money launderers, drug traffickers, human traffickers and other serious offenders
would be able to easily launder their criminal proceeds secretly. This latter aspect is only
one of the aspects impacting on the public interest and which has to be balanced against
the duty of secrecy.'®

Nevertheless, nowadays the exception of public interest disclosure is mitigated since
there are a number of statutes which require bankers to divulge customer information.
The statutory provisions have thus been enacted with a view to protecting the public

interest of a country.

3.2.3. Divulging information which is in the interest of the bank

A bank may issue proceedings against a customer to, for example, repay his overdraft.’™*

In such a case, a bank must evidence the amount of the overdraft on a summons which is
a public document. In ordinary parlance, this disclosure might be in the interests of the
bank and it is sanctioned, whilst as a matter of law, indeed this is to divulge in the public

interest for the purpose of the effective administration of justice.*?

In Sunderland v Barclays Bank Ltd"® the bank refused cheques drawn on it by a woman.
The refusal was on the ground that her credit balance was insufficient and the bank knew
that these cheques were in favour of bookmakers. The branch manager of the defendant
bank told the plaintiff’s husband when he interceded at her request that the majority of
the cheques were drawn for gambling debts. The plaintiff initiated an action for damages
for the bank’s breach of its duty of confidentiality. Du Parcq L.J. rejected the plaintiff’s
action and considered that the disclosure was in the interest of the bank since the plaintiff
permitted her husband to speak with the bank; hence, she intentionally agreed to the
disclosure. For that reason, the manager was entitled to “give the information which
explained what the bank, rightly or wrongly, had done... the interests of the bank

required disclosure.”*®

190 Ross Cranston (n 6) 170 & 179.
191 Charles Proctor (n 41) 693.

192 Ross Cranston (n 6) 175.
10311938] 5 LDAB 163.

% Ibid.
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It might be contended that the bank took this action to maintain its reputation, but it is
hard to understand why the bank was allowed to inform the plaintiff’s husband that the

105

cheques were drawn in favour of bookmakers.”™™ A reasonable justification could have

been that there was insufficient money in the account.

In conclusion, it appears that this exception is so wide and, in practice, can cause a
number of unjustified disclosures. In addition, it seems that this exception should be
given a narrow interpretation, and this interpretation is already implied in the previous
one, the duty to the public to disclose. Therefore, this third exception may be redundant.
The duty to the public to disclose for justice to be administrated effectively may provide

the best justification for divulging information in such a case.

3.2.4. Disclosure with a customer’s permission

This constitutes the last exception to the bank’s duty of secrecy. There are two ways to
obtain the customer’s consent: expressly or impliedly.106 As regards express consent,

when a customer gives his express consent, for marketing purposes,'®’

to divulge
confidential information by his bank, this will absolve the bank from responsibility for
breach of duty of secrecy. Indeed, a bank ought to gain express consent from its customer
in writing as a matter of prudence. A bank could for example include a clause in the
customer’s loan documentation, granting express consent to the bank with regard to

passing on confidential information to credit reference agencies, upon default.

It is worth noting that express consent can be general or qualified. If the express consent
is qualified, this means that it is given solely for a specific aim. Generally, there is no
limited period for an express consent to be valid, but it may become invalid where
circumstances change, and it is advisable to renew it periodically. For instance, before
divulging information to the customer’s auditors about any security or contingent
responsibilities, and the situation of the customer’s bank accounts; the bank ought to

require the customer’s written consent.'%

1% E. P. Ellinger, Eva Lomnicka and C.V.M Hare (n 5) 192.
106 Zubair Khan Muhammad (n 4) 7.

7 Ibid.

198 Ross Cranston (n 6) 179 & 181.
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The second is implied consent, which had often been used to provide trade credit
references, although the scope of this had been limited by the Business Banking Code,'*
which provided that a reference could only be obtained if express consent had been
sought from the customer. As a result, the customer had to be given 28 days notice before
a bank could make a disclosure, though if the customer disputed some of the amounts
with the bank, then the bank was not allowed to make the disclosure.’*® The Business
Banking Code was withdrawn on 1% November 2009 and has been replaced by the
Banking Conduct of Business Sourcebook (BCOBS) and the Payment Services
Regulations 2009, which were enforced by the FSA and now by the Financial Conduct
Authority (FCA), as well as the Lending Code, the latter being enforced by the Lending
Standards Board.™! Under s.3, paras 36-37 of the updated Lending Code 2012 customers
have to be informed in case credit checks are carried out with credit reference agencies
and this is retained, as well when such information is provided to credit reference
agencies.''? S.3 para 40 further explains that a disclosure to a credit reference agency is
normally made when debt repayments have not been made on time, amounts are disputed
or an unsatisfactory proposal has been made. However, s.3 para 48 also requires that a
customer is given 28 days notice prior to the disclosure and is informed how this may

affect their credit rating.
Assessing the four exceptions

There is no doubt that the four exceptions established in the Tournier case *** are crucial

together with the clearly defined scope of the principle of banking confidentiality.

1% The Banking Code (March 2008), available online at:
http://www.bankingcode.org.uk/pdfdocs/PERSONAL_CODE_2008.PD (accessed on 9™ June 2013)

10" Cartwright Peter, Consumer Protection in Financial Services (International Banking, Finance &
Economic Law 1999), Kluwer Law International, 93 & 94.

1 Financial Conduct Authority, 'The Banking Conduct Regime', available online at:
http://www.fca.org.uk/firms/being-regulated/banking/Conduct-regime (accessed on 30" October 2013);
Lending Standards Board, The Lending Code, Setting standards for banks, building societies and credit
card providers (March 2012, revised 1st May 2012), available online at:
http://www.lendingstandardsboard.org.uk/docs/lendingcode.pdf (accessed 7" March 2013).

12 Eyrthermore, banks have to also comply with the DPA 1998.

13 (N 37).
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Nevertheless, after nearly one century has passed since the Tournier case, three

significant conclusions can be reached in relation to these four exceptions.

Firstly, the obligation by law represents the strongest exception to banking
confidentiality. This is because the public interest disclosure falls within this exception.
When a law obliges a banker to divulge information about a customer, this obligation
aims to protect the public interest, for instance, when national security or the integrity of

the financial system of a country mandates this.

Secondly, the exception for a bank to make a disclosure is wide and redundant and should
be implied in the duty to the public to disclose. When a bank discloses a customer's
information during litigation to advance its interest, this impliedly means that such a
disclosure is made in order to ascertain the truth. This is also in the public interest. In
other words, the administration of justice permits a bank to disclose information about a

customer and there is no need for a separate exception in such a case.

Thirdly, a disclosure with the permission of a customer, especially with express consent,
is the second strongest exception to banking confidentiality. This is because the customer
contractually permits the banker to divulge confidential information without this

triggering criminal or civil liability.

As a result, nowadays there appear to be two main exceptions to banking confidentiality,
namely the obligation by law and with the permission of the customer. Whilst the public
interest disclosure and the bank interest disclosure are exceptions, they are not separate
exceptions since in reality they fall within the obligation by law. In addition, a competent
court can evaluate whether a disclosure is legal or in excess of what the exceptions

permit.

The aforementioned situation of the banking confidentiality and its four exceptions was
analysed from the UK's system, but what about the banking confidentiality in respect of
the UAE's system?

1% 1bid.
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3.3. The situation in the UAE

Banking confidentiality was previously governed by Circular No. 257, which was issued
on 9" March 1976 by the UAE Council Cash. The Circular allows banks to disclose
information about their customer in two instances: 1) where there is a court order or 2) by
sending such confidential information to the Managing Director of the Board of the
Council cash.'*® After the establishment of the Central Bank in 1980 by virtue of Union
Law No. 10 of 1980 Concerning the Central Bank, the Monetary System and

116

Organisation of Banking, ™ the principle of banking confidentiality became governed by

the Penal Code, namely Atrticle 379 of Federal Law No. 3 of 1987.*

The Article explicitly mentions two exceptions to the principle of secrecy out of the four
exceptions illustrated in the Tournier case,**® namely 1) where an obligation arises by law
and 2) where the customer has permitted this; however, there are no cases in the UAE,
which define the scope of the banking confidentiality or explain its exceptions, as for
example the Tournier case''® does in the UK. Recently, based on Article 379 of the UAE
Penal Code 1987, the Criminal Division of the Dubai Court, in the case of Attorney

general v Mashreq bank,'?

convicted three defendants to one year imprisonment and
who were employees of Mashreq bank in Dubai, as they disclosed bank account

information about a customer (victim) to other defendants, who managed to transfer

115 Circular No. 257/1976 stipulates that:

'So far as divulging information about customers' affairs is concerned, banks are free to rely on one of the
two exceptions. They may rightly demand a court order before they release information or they may at their
discretion pass the required details under private and confidential cover to the Managing Director of the
Board who will act as an intermediary. In the latter case the Board will protect the bank from any possible
legal action which might arise at a later date.'

18 Nevertheless, the law does not contain any provision, which deals with the banker’s duty of
confidentiality.

17 Article 379 of the UAE Penal Code 1987 provides that:

'1- Punishment by detention for a period of not less than one year and by a fine of not less than Arab
Emirates Dirham (AED) 20,000 or by either of these two penalties, shall apply to any one who is entrusted
with a secret by virtue of his profession, trade, position, or art and who discloses it in cases other than those
lawfully permitted, or if he uses such a secret for his own private benefit or for the benefit of another
person, unless the person concerned permits the disclosure or use of such a secret.

2- A penalty of imprisonment for a period not exceeding five years shall apply to a culprit who is a public
official or in charge of a public service, and has been entrusted with the secret during, because of or one the
occasion of the performance of his duty or service." AED 20,000 is about £3,300.

18 (N 37).

" Ibid.

20 Dubai Court Judgment, Criminal Division, case No. 2548/2011.
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128,000 AED** from his account. The judgement defines a secret as ‘any matter, which
by its nature and circumstances, the defendant has known by virtue of his profession or
position.”*?* The Court also corroborated that it does not matter whether the defendant

discloses the secret for his own private benefit or for the benefit of another person.'??

As in the UK, banking confidentiality is not absolute, but qualified. Hence, banks may be
required to disclose confidential information if there is a court order or this is required by
law. For instance, the FLMLC 2002 obliges banks and other financial institutions to
report STRs to the UAE FIU if they know that the transaction is involved in ML. Failing
to do so, can result in the bank committing a criminal offence® and this issue will be

critically analysed in Chapter Five.'®

As a result, the statutory provision forms an exception to the duty of banking
confidentiality and requires a bank to provide information about a customer to the
authorities, as this protects national security and the financial system. Moreover, the
principle of banking confidentiality will not be breached if the banker reports that the
customer's bank account is involved in a ML transaction since the statutory provision

grants immunity for banks in such case.*?®
Assessing Article 379 of the UAE Penal Code 1987

The scope of this Article is not confined to banking confidentiality, but covers other
contractual relationships, such as that of a doctor and his patient. It provides clearly that
the obligation by law is the strongest exception to the duty of confidentiality. Although
the Article illustrates that the customer's permission is the second exception to the
principle of confidentiality, it does not clarify the form of such permission, i.e. whether
express permission is required or whether implied permission is also acceptable. The
Avrticle has also not been judicially interpreted and it appears that this Article requires the

express permission from the customer for the second exception to be evoked.

121 \Which is about £21,300.

122 (N 120) and the Appeal Court in Dubai affirmed the conviction on 05/10/2012.

123 | bid.

12 Article 15 of the FLMLC 2002.

125 See Chapter Five, part B of subheading 5.1.2.2.

128 Article 20 of the FLMLC 2002 which will be illustrated in (n 112) of Chapter Five.
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Nevertheless, the text of the Article does not specifically state that the customer's consent
has to be expressly provided. The court has therefore discretion to permit implied

permission in circumstances when this is appropriate.

3.4. Conclusion

The duty of the bank to keep a customer's information secret is crucial for financial
transactions; however the duty is not an absolute, but qualified. In common law
jurisdictions, such as the UK, a banker can disclose or may be required to disclose
customer information where one of the four exceptions, as illustrated in the Tournier
case,’?’ apply and this will not be breach the duty of banking confidentiality. However,

128 as stated in the

the exceptions are mitigated nowadays and do not exist exactly
Tournier case.'® Instead, there are a number of statutes, which require a banker to
divulge customer information. The statutory provisions have been enacted with a view to
protecting the public interest. An example is the submission of a SAR/STR on ML to a
national FIU. This is an exception to the principle of banking confidentiality and falls
under the umbrella of the first exception, namely the obligation by law. Hence, national
laws require that the banking sector and other financial institutions submit SARs/STRs to
the FIU in cases where it is known/suspected that the customer account is used for ML.
At the same time, such a case also falls within the second exception and can be
considered a public interest disclosure since SARs/STRs on ML are being submitted to

protect national security and the integrity of the financial and banking system.

Moreover, nowadays the second exception, namely to divulge information when this is in
the public interest, is mitigated since there are a number of statutes, which require
bankers to divulge customer information. The statutory provisions have thus been enacted
with a view to protecting the public interest of the country and its financial system. In
addition, it appears that the third exception, namely divulging information, which is in the
interest of the bank, is so wide that, in practice, it can cause a number of unjustified
disclosures. It should therefore be narrowly interpreted, particularly since this exception

is already subsumed in the duty to disclose to protect the public interest. The third

27(N 37).
128 Zubair Khan Muhammad (n 4) 9.
129 (N 37).
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exception appears redundant, as the duty to disclose for justice to be administrated

effectively, may provide the best justification for banks to divulge information.

In the UAE, banking confidentiality is protected by virtue of Article 379 of the UAE
Penal Code 1987 and only the following two exceptions exist: 1) disclosure required by
law and 2) disclosure with the permission of the customer. Yet, disclosure required by
law can also include situations where a disclosure is required to protect the public
interests since statutory provisions require that STRs on ML are submitted to the UAE
FIU to protect national security and the financial system of the country. The public
interest disclosure is thus implied whenever disclosure is required by law. Nevertheless,
the scope of banking confidentiality has not been defined in UAE cases and the
exceptions have also not been explained, unlike the UK where the seminal the Tournier

case™* provides important clarifications.

This chapter has spelled out the legal justifications for banks to submit STRs to the
national competent authority, namely the FIU, and has explained why this does not
conflict with the principle of banking confidentiality. The subsequent chapter analyses
the international requirements with respect to STRs for banks and other reporting entities,
as well as the international requirements in relation to the functions, which the FIU

should discharge when dealing with STRs.

130 1hid.
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Chapter 4. The nature of the FIU from the perspective of international

standards

Introduction

The present Chapter discusses the FIU from the perspective of international standards.
The FATF is considered to be a global standard setter for counteracting ML.* This
Chapter is divided into two main sections. The first section examines the Forty FATF
Recommendations, which spell out international standards for combating ML and also
assesses whether these Recommendations are obligatory and therefore have to be
implemented and adopted by National Anti-Money Laundering Laws (NAMLL) in
member states. The section scrutinises the international requirements, which reporting
entities, such as banks and other financial institutions, have to discharge in relation to
AML. This includes CDD measures, record keeping and STRs requirements. These
requirements are essential for reporting entities to identify a STR and to determine
whether or not to send the STR to the national FIU. In addition, it will be discussed how
the FATF mechanism assists in assessing whether provisions of NAMLL are compatible
with the Recommendations.

The second section critically evaluates the role, which the FIU plays, in combating ML
and the features of the four common models for the FIU found all over the world. This
requires an analysis of the core functions and constitutive elements of the FIU, so that
each function can be fully understood irrespective of the particular FIU model. The
section also critically analyses the recent revision of the FATF Recommendation, which
deals with the functions of a FIU in counteracting ML, the unit’s authorities and other
relevant updated Recommendations, such as STRs requirements. The main objective of
this chapter is to critically evaluate the international requirements, which a FIU has to
fulfil and to assess whether such requirements clearly illustrate the related duties and
powers, which a FIU thus requires. This is essential since the international standards set

out a good model, which all countries should adopt.

! And now also for counteracting TF and proliferation of weapons of mass destruction.
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4.1. The general features of the FATF
4.1.1. General background

Creation of the FATF

In July 1989, at the Paris summit of the heads of the economic powers (Group of Seven,
G7),2 chaired by the President of the European Commission (EC),® the AML system was
born, both at the national and international level. The G7 set up the FATF to combat
existing ML threats, particularly associated with illicit drug trafficking. It was intended
that action was taken and best practice and standards were promulgated.” In 1990, the
FATF presented its first report. This report contained minimal AML principles and these
principles have become known as the "Forty FATF Recommendations.” The
Recommendations outlined three core ideas, namely 1) enhancing domestic legal systems
through AML laws and regulations, 2) improving the tasks of the banking sector and
other financial institutions when it comes to combating ML and 3) increasing

international cooperation mechanisms for the purpose of AML.>
Revisions of the Forty Recommendations

The Forty Recommendations amended three times. The first time was in 1996.° This was
done in order to ensure that they keep pace with possible threats and covered three areas,
which are 1) the scope of the predicate offence for the purpose of ML was extended, so
that not only drug crimes, but all serious crimes are covered, 2) the importance of the
SARs/STRs obligations for financial institutions was emphasised and 3) non-financial

business had to implement the requirements of SARs/STRs.’

% The seven leading industrial countries in the world are the USA, the UK, France, Germany, Canada, ltaly
and Japan.

® Eight other countries have been invited to the summit as well, namely Australia, Austria, Belgium,
Luxembourg, Netherlands, Spain, Sweden and Switzerland. See William C. Gilmore, Dirty Money- The
Evaluation of International Measures to Counter Money Laundering and the Financing of Terrorism
(Fourth Edition, Council of Europe 2011), 91.

# Jackie Johnson, ‘Little enthusiasm for enhanced CDD of the politically connected’ (2008) 11 (4) Journal
of Money Laundering Control 291, 297.

® H.E. Ping, ‘The measures on combating money laundering and terrorist financing in the PRC: from the
perspective of financial action task force’ (2008) 11 (4) Journal of Money Laundering Control 320, 321.

® For the revised FATF Recommendations 1996 in detail, see William C. Gilmore (n 3) 101 - 105.

" Ali Shazeeda A., Money Laundering Control in the Caribbean (Kluwer Law International 2003), 62.
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In 2001, as a consequence of the terrorist attacks in the United States (US), the FATF
launched its Eight Special Recommendations to CFT. Since then, the FATF expanded its
mission to include, besides combating ML, counteracting TF. For this purpose, the FATF
issued the Ninth Special Recommendation in 2004. Therefore, the overall FATF
Recommendations were well known as (40+9 Recommendations) or (FATF Standards)
which form a strong framework in counteracting ML and TF. After that, in 2003, the
Forty Recommendations were updated again, for second time, in order to deal with a
number of aspects, such as CDD and the role of FIU.? In addition, such update was done

for the following reasons:

1. To increase legal persons’ and arrangements' transparency.’

2. To strengthen the identification procedures in respect of clients/activities
who/which represent a higher risk to ML.*

3. To adopt the principal measures, imposed upon regulatory and supervisory
entities, in the AML structure.™

4. To incorporate Designated Non-Financial Business and Professions (DNFBPs) in
the AML composition.*?

5. To undertake a robust criteria for predicate offences.'®

In 2008, the FATF expanded its mandate to combat the proliferation and financing of
weapons of mass destruction.** More recently, on 16 February 2012, the FATF revised,

for the third time, all its standards (40+9 Recommendations) to cover financing and the

& Mark Simpson, ‘International initiatives® in Mark Simpson, Nicole Smith and Arun Srivastava (eds),
International Guide to Money Laundering Law and Practice (Third Edition, Bloomsbury Professional
2010), 193 at 222.

® Commonwealth Secretariat, Combating Money Laundering and Terrorist Financing: A Model of Best
Practice for the Financial Sector, the Professions and other Designated Businesses (Second Edition,
Commonwealth Secretariat 2006), 21.

1% Mark Simpson (n 8) 222.

' Commonwealth Secretariat (n 9) 21.

2 william C. Gilmore (n 3) 1009.

13 Commonwealth Secretariat (n 9) 21 and William C. Gilmore (n 3) 109.

 The FATF Forty Recommendations, 'International Standards on Combating Money Laundering and the
Financing of Terrorism & Proliferation’, February 2012. Available online at:
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF_Recommendations.pdf
(accessed on 15" May 2014).
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proliferation of weapons of mass destruction,™ as well as for other reasons, which are

discussed below.®
Characteristics of the FATF

Presently, thirty four states'’ are members of the FATF along with two regional
organisations.”® The number of members'® illustrates the importance of the FATF
organisation across jurisdictions; particularly since its members are from the key
financial centres around the world.”® The FATF has established nine regional groups,
known as the FSRBs,? in order to facilitate the global implementation of the Forty FATF

Recommendations.

™ Ibid.
18 See subsection 4.1.2. below.
7 Which are Argentina, Australia, Austria, Belgium, Brazil, Canada, China, Denmark, Finland, France,
Germany, Greece, Hong Kong, Iceland, India, Ireland, Italy, Japan, Kingdom of the Netherlands,
Luxembourg, Mexico, New Zealand, Norway, Portugal, Republic of Korea, Russian Federation, Singapore,
South Africa, Spain, Sweden, Switzerland, Turkey, UK and US.
'8 Which are the EU and Gulf Co-operation Council (GCC).
The GCC encompasses 6 member countries, which are Bahrain, Kuwait, Oman, Qatar, Saudi Arabia and
UAE.
19 There are the following minimum entry conditions for any country wanting to become a member of
FATF:
1- It should, strategically speaking, be an important state.
2- It has to apply the FATF Recommendations for at least three years.
3- The country has to carry out annual self-evaluation exercises in addition to two mutual
assessments rounds.
4- It has to politically pledge that it will prohibit ML.
5-  The country concerned must make a criminal offence for the laundering of the proceeds of serious
crimes.
6- The relevant country has to oblige the banking sector and other financial institutions, in its
jurisdiction, to identify their customers and to adopt STRs.
7- It must be a vital member of the relevant FSRBs, where such is existed, or be ready in building
cooperation with the FATF or to adopt initiative to set up such regional entity.
Doug Hopton, Money Laundering, A Concise Guide for All Business (Second Edition, Gower Publishing
Limited 2009), 19.
See also 'FATF membership policy', 29 February 2008, available on the FATF website at: www.fatf-
gafi.org (accessed on 15" November 2013).
% 'EATF members and observers', available online at:
http://www.fatf-gafi.org/pages/aboutus/membersandobservers (accessed on 18" May 2014).
?! The FSRBs are:
1. Asia/Pacific Group on ML (APG), see http://www.apgml.org (accessed on 24™ October 2013).
2. Caribbean Financial Action Task Force (CFATF), see http://www.cfatf-gafic.org (accessed on 24"
October 2013).
3. Eurasian Group (EAG), see http://www.eurasiangroup.org (accessed on 24™ October 2013).
4. Eastern and Southern Africa Anti-Money Laundering Group (ESAAMLG), see
http://www.esaamlg.org (accessed on 24™ October 2013).
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These groups carry out the same function and follow the same procedures as the FATF.
However, the main task of each regional group is to check whether its member states
have implemented the FATF Recommendations both at the regional and domestic level.
As all member states are obliged to adopt and implement the FATF standards, each
regional group evaluates whether this has been done. Hence, FSRBs represent the actual
mechanism for the FATF standards to be obeyed and globally implemented.?? As a result,
more than 180 states and jurisdictions are members of the FATF or FSRBs, which have
endorsed, recognised or adopted and assumed political responsibility towards

implementing the FATF standards on counteracting ML and TF.%
Defining the FATF

After having clarified the nature of the FATF,? it is noteworthy that there is no precise

definition. However, one can define this organisation as a policy-making entity whose

5. The Council of Europe Committee of Experts on the Evaluation of Anti-Money Laundering
Measures and the Financing of Terrorism (MONEYVAL), see www.coe.int/moneyval (accessed
on 27" October 2013).
6. The Financial Action Task Force on ML in South America (GAFISUD), see
http://www.gafisud.info (accessed on 27" October 2013).
7. Inter-Governmental Action Group against ML in West Africa (GIABA), see www.giaba.org
(accessed on 27" October 2013).
8. Middle East and North Africa Financial Action Task Force (MENAFATF), see www.menafatf.org
(accessed on 27" October 2013).
9. The Group of International Finance Centre Supervisors (GIFCS), formally the Offshore Group of
Banking Supervisors (OGBS), see www.ogbs.net (accessed on 27" October 2013).
Moreover, the OGBS is one of the FATF observers and the rest of the FSRBs are FATF Associate
Members. See 'FATF members and observers' (n 20).
22 Alain Damais, ‘The Financial Action Task Force’ in Wouter H. Muller, Christian H. Kalin and John G.
Goldsworth (eds), Anti-Money Laundering: International Law and Practice (John Wiley & Sons Ltd,
Chichester 2007), 69 at 77.
2 Abdullahi Y. Shehu, ‘Promoting financial sector stability through an effective AML/CFT regime’ (2010)
13 (2) Journal of Money Laundering Control 139, 142.
In addition to FSRBs, the FATF has built strong relations with international organisations, such as the IMF
and the World Bank. The FATF Recommendations have also gained acceptance at the international level.
The World Bank and the IMF have also offered training and support to facilitate enhanced implementation
of the FATF standards. Moreover, in 2002, the Executive Board of these two institutions accepted the
FATF principles for counteracting ML. Following this, in 2005, the United Nations (UN) Security Council
adopted the Resolution S/RES/1617 (2005) 29" July in order encourage all its member countries to adopt
and apply the FATF Recommendations.
The Resolution provides that:
"Strongly urges all Member States to implement the comprehensive, international standards embodied in
the Financial Action Task Force’s (FATF) Forty Recommendations on Money Laundering and the FATF
Nine Special Recommendations on Terrorist Financing."
* The FATF is an independent entity; however, it is situated at the Organisation for Economic Corporation
and Development (OECD).
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purpose is to make legislative and regulatory suggestions at the national and international
level, all with a view to developing a strengthened legal structure for fighting ML.? It is
thus an intergovernmental entity, not a treaty organisation, but indeed a voluntary task
force,”® which aims at developing rules which deal with ML crimes through the
introduction of principles and standards which offer useful guidance for all states.?” The
organisation has four major tasks, which are 1) introduce or revise international
benchmarks to counteract ML,? 2) scrutinise how such benchmarks are implemented and
fulfilled by countries through a number of mechanisms, including assessments, 3) carry
out studies in relation to techniques, methods and trends of ML?® and 4) identify and
counteract existing and new threats, including new technologies and its disadvantages

which can be exploited by criminals.*
FATF's mandate

The FATF reviews its mission approximately every five years. Its mandate is not for an
unlimited time period and authority for its mission derives from its member governments.
Its members previously agreed that the mandate will last until the end of 2012.3' Hence, it

has carried on its function and may continue thereafter provided that its members decide

Norman Mugarura, ‘The institutional framework against money laundering and its underlying predicate
crimes’ (2011) 19 (2) Journal of Financial Regulation and Compliance 174, 182.

% And against TF.

% Norman Mugarura (n 24) 182.

%" Nicholas Ryder, Financial Crime in the 21st Century: Law and Policy (Edward Elgar Publishing Limited
2011), 16.

See also 'FATF revised mandate 2008-2012', available on the FATF website at: www.fatf-gafi.org
(accessed on 30" October 2013).

%8 And counteract TF.

» And TF.

Therefore, in addition to its standards, the FATF issues from time to time supplementary documents, for
example "best practices" documents, "Methodology for Assessing Compliance with the FATF 40
Recommendations and the FATF 9 Special Recommendations” and "Typology" reports which illustrate
occurring ML and TF in specific sectors like the football sector and others. More than 20 typologies
reports have been published by the FATF to test vulnerabilities in a range of thematic and sectoral areas,
which could be exploited for the purpose of ML or TF. All of these documents and reports are available on
the FATF website at: www.fatf-gafi.org (accessed on 30" October 2013).

See also FATF Report, 'Global Money Laundering and Terrorist Financing Threat Assessment' July 2010,
available online at: http://www.fatf-gafi.org/dataoecd/48/10/45724350.pdf (accessed on 30" October 2013).
% An introduction to the FATF and its work' 2010, available on the FATF website at: www.fatf-gafi.org
(accessed on 30" October 2013).

%! Robin Booth and others, Money Laundering Law and Regulation: A Practical Guide (First Published,
Oxford University Press 2011), 7.
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that this is essential.

More recently, the ministers of the FATF’s member states have
agreed to renew the FATF’s mandate for the period from 20 April 2012 to 31 December
2020.*® Moreover, in light of new threats to the global financial system, the FATF
decided, pursuant to its mandate, to continue making changes to its standards if and when

necessary in the future.®*

4.1.2. The FATF’s Forty Recommendations®

The 2012 revision was predominantly done because of four aims, namely 1) to deal with
new and existing threats in relation to ML and TF, 2) to illustrate and improve a number
of existing Recommendations, such as functions of a FIU, as will be analysed below,*® 3)
to enhance the requirements and conditions of institutions which pose a higher ML and
TF risk and 4) to offer all countries an opportunity to adopt more specific systems in

areas and fields suffering from higher risks of ML and TF.*’

Moreover, the 2012 revision is characterised by two main features. Firstly,
Recommendations dealing with TF have been integrated within the Recommendations
dealing with ML, so that only Forty Recommendations deal with these two crimes. In
other words, the Nine Special Recommendations have been revised and integrated within
the Forty Recommendations in order to avert the need for Special Recommendations.*®
Secondly, for the first time, the FATF introduced a new Recommendation
(Recommendation 7), which deals with targeted financial sanctions in order to combat

the proliferation of weapons of mass destruction and its financing.*® The FATF invites all

%2 Alain Damais (n 22) 72.
See also 'Mandate for the Future of the FATF, September 2004 — December 2012' and 'FATF Revised
Mandate 2008-2012', also available on the FATF website.
% For further information about the FATF mandate, see 'Financial Action Task Force Mandate (2012-
2020)' 20 April 2012, 4, available on the FATF website.
% The FATF Recommendations, 'International Standards on Combating Money Laundering and the
Financing of Terrorism & Proliferation' 2012 (n 14) 9.
® The FATF Recommendations, 'International Standards on Combating Money Laundering and the
Financing of Terrorism & Proliferation’ 2012 (n 14).
% See subsection 4.2.2. below.
% The FATF Recommendations, 'International Standards on Combating Money Laundering and the
3I;inancing of Terrorism & Proliferation' 2012 (n 14) 8.

Ibid.
% These sanctions should also be compatible with the United Nations Security Council Resolutions in this
regard. The FATF Recommendation 7 provides that:
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countries to amend their national systems- in the areas of counteracting ML, TF and
proliferation of weapons of mass destruction and its financing- in order to be compatible

with the Recommendations.*

The Forty Recommendations constitute the applicable global standards for all countries.
The FATF has also issued Interpretative Notes about a number of its Recommendations,
which provide some examples and guidance in order to increase understanding and to
facilitate the implementation of its Recommendations; however, the examples are not
obligatory and inclusive.* These Interpretative Notes must be read and understood
together with their relevant Recommendations.*

The FATF revised Recommendations comprise seven categories.*> However, for the
purpose of discussing and dealing with the general aim of this Chapter, the principles

relating to combating ML will only be analysed. Hence, the FATF Recommendations can

"Countries should implement targeted financial sanctions to comply with United Nations Security Council
resolutions relating to the prevention, suppression and disruption of proliferation of weapons of mass
destruction and its financing. These resolutions require countries to freeze without delay the funds or other
assets of, and to ensure that no funds and other assets are made available, directly or indirectly, to or for the
benefit of, any person or entity designated by, or under the authority of, the United Nations Security
Council under Chapter VII of the Charter of the United Nations."

“ The FATF Recommendations, ‘International Standards on Combating Money Laundering and the
Financing of Terrorism & Proliferation' (n 14) 9.

“ Ibid 8.

2 In addition to the General Glossary to all Recommendations, some Interpretative Notes contain a
Glossary of specific terms, which are used in particular Recommendations.

The General Glossary to the Forty Recommendations and the Interpretative Notes to the Forty
Recommendations are available online at:
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF_Recommendations.pdf
(accessed on 30" November 2013).

*® These categories are:

Policies and coordination in relation to counteracting ML and FT.

ML and confiscation.

TF and financing of proliferation.

Preventive measures.

Transparency and beneficial ownership of legal persons and arrangements.

Powers and responsibilities of competent authorities and other institutional measures.

. International co-operation.

The FATF Recommendations, 'International Standards on Combating Money Laundering and the
Financing of Terrorism & Proliferation' (n 14) 4 & 5.

OGMmMooOw»
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generally be divided into three parts: 1) legal systems, 2) measures imposed on financial

institutions* and DNFBPs* and 3) measures implemented by regulatory and LEAs.*

4.1.2.1. Legal systems®’

Firstly, according to the first Recommendation, a country should take actions or
implement procedures which can reduce the risks emanating from ML.* Therefore, prior
to taking those actions or implanting procedures, it is necessary to identify, understand
and evaluate the risks of ML which threaten the country.”® A country should apply a
Risk-Based Approach (RBA). In other words, after having undertaken a risk evaluation, a
country is required to adopt RBA in order to ensure that actions, measures and
procedures to prevent or detect ML are compatible with the risks, which have been
identified in the risk evaluation. A RBA generally means that the country requires its
financial institutions and DNFBPs to implement enhanced measures and procedures in
cases where there are higher risks of ML. Enhanced measures and procedures can prevent
or detect risks. In contrast, entities may adopt simplified measures and procedures where

there are lower risks.>°

A country, upon having established prevalent risks, should adopt a national AML policy,
which has to be regularly reviewed by a designated authority or through a different

mechanism.>® In addition, policy-makers and all competent authorities, such as the FIU,

* Financial institutions are any natural or legal person which conducts a business in relation to one or more
of the activities or operations listed in the General Glossary for or on behalf of a customer. The General
Glossary (N 42).

** DNFBPs comprise dealers in precious metals and stones, casinos, real estate agents and professionals,
such as lawyers and accountants. For more details about DNFBPs, see the General Glossary (n 42).

*® In addition, there are Recommendations which deal with methods to increase international co-operation.
This category of the FATF Recommendations solely deals with international co-operation amongst
countries for the purpose of combating ML. The FATF Recommendations introduce three types of
international co-operation, namely 1) FATF Recommendation 37 deals with mutual legal assistance, 2)
FATF Recommendation 39 addresses extradition requests, for example ML is an extraditable offence
which has to be respected by countries and 3) FATF Recommendation 40 deals with information sharing
between competent authorities and their foreign counterparts.

" FATF Recommendations 1 to 4.

“* And TF.

* EATF Recommendation 1.

%0 The Interpretative Note to Recommendation 1 provides further detail in relation to RBA.

! FATF Recommendation 2.
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LEAs and supervisors are required to domestically co-ordinate and co-operate with each

other in order not only to develop a policy, but also at the operational level.*

The TAFT Recommendations aim to criminalise the largest group of predicate offences
for ML. The TAFT Recommendation 3 requires countries to ensure that all serious
crimes fall within the scope of the predicate offence in order to fulfil the
Recommendation. Adherence to this requirement can be achieved through the numerous
permissible approaches under national law.>® Furthermore, independent of the chosen
approach; each country must, at least, implement the scope of predicate offences in the
range of offences, which are contained in the General Glossary to the

Recommendations.>

4.1.2.2. Measures imposed upon financial institutions and DNFBPs>

This category forms the largest part of the Forty Recommendations. This demonstrates
how important it is for financial institutions to adopt preventative measures in order to

prevent/reduce to being used/exploited as a conduit for ML processes. The Forty

* bid.
Moreover, criminal law and criminal procedures have to be also brought in line. The FATF
Recommendation 3 emphasises that countries have to criminalise ML, particularly following the 1988
United Nations Convention against lIllicit Traffic in Narcotic Drugs and Psychotropic Substances (The
Vienna Convention) and the 2000 United Nations Convention against Transnational Organised Crime (The
Palermo Convention).
%3 These approaches include:

1-  All-offences basis, or

2- Using the 'threshold' approach which means a threshold is connected either to the punishment of

imprisonment applicable to the predicate offence or to a group of serious offences, or

3- Adopting a list of predicate offences, or

4- Undertaking a combination of such systems.
For additional information, see the Interpretative Note to Recommendation 3.
* According to the General Glossary, the term “designated categories of offences” comprises 21 offences,
such as participation in an organised criminal group and racketeering, fraud and illicit trafficking in
narcotic drugs and psychotropic substances. There were 20 offences in the 2003 Forty Recommendations,
and the revised Recommendations 2012 add the new offence of tax crimes (relating to direct or indirect
taxes). For additional information, see the General Glossary (n 42).
Moreover, FATF Recommendation 4 requires countries to adopt the same procedures as set out in the 1988
and the 2000 UN Conventions in order to ensure that countries’ administrative and LEAS are able to
identify the instrumentalities of crime and its proceeds, prevent that illegal proceeds escape and ultimately
to confiscate the proceeds.
Ann-cheong Pang, ‘International Legal Sources I1I-FATF Recommendations’ in William Blair and Richard
Brent (eds), Banks and Financial crime: the International Law of Tainted Money (Oxford University Press
2008), 87 at 92.
% FATF Recommendations 9 to 23, whilst Recommendations 5 to 8 deal with TF and financing of
proliferation.
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Recommendations also emphasise that country implementation of the Recommendations
should not be obstructed through financial institutions using confidentiality laws as a
pretext.”® This category of the Recommendations encompasses three aspects: CDD

measures, record keeping procedures and STRs.

A. CDD measures®’

This mechanism consists of a number of elements. Firstly, financial institutions must not
keep anonymous accounts or accounts which are held in fictitious names. Secondly,
financial institutions have to identify and verify their clients’ identity,*® as well as adopt
CDD measures™ in four situations, namely when 1) establishing business relations, 2)
carrying out occasional transactions,® 3) where potential ML is suspected®® and 4) where

"62 \which has been

the veracity or adequacy about a client’s "identification data,
previously obtained, is in doubt. Thirdly, there are simplified CDD and ECDD measures
depending on a "risk sensitive basis" in terms of type of transactions, business

relationship or client.®

% EATF Recommendation 9.

" Or Know Your Customer (KYC) procedure which means that the complete profile of the customer is
collected. KYC is narrower than CDD procedure.

See Louis De Koker, ‘Money laundering control and suppression of financing of terrorism: some thoughts
on the impact of customer due diligence measures on financial exclusion’ (2006) 13 (1) Journal of
Financial Crime 26, 28.

%8 Or "beneficial owners" which have been defined in the General Glossary as the ‘'natural person(s) who
ultimately owns or controls a customer and/or the person on whose behalf a transaction is being conducted.
It also includes those persons who exercise ultimate effective control over a legal person or arrangement.’

% These measures are detailed in Recommendation 10 and will be analysed in subsection 7.1.1. of Chapter
Seven.

Most important is that financial institutions have to terminate the business relationship with a customer,
refuse to open accounts or perform transactions in cases where they are unable to conduct CDD measures:
set forth in Recommendation 10.

% |f the occasional transaction exceeds the designated threshold (USD/EUR 15,000) or in cases of wire
transfers set forth in the Interpretative Note to Recommendation 16.

L or TF.

%2 FATF Recommendation 10.

Pursuant to the General Glossary, the term "identification data" means documents, data, or information
which is reliable and constitutes an independent source.

% See FATF Recommendation 10 and its Interpretative Note.
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ECCD measures have to be applied in particular cases, for example to Politically
Exposed Persons (PEPs)** and correspondent banking.®> Moreover, financial institution
cannot have or continue a correspondent banking relationship with any “shell banks,”®®
whilst simplified CDD procedures can be applied in cases where there are lower risks.®’
Fourthly, financial institutions have to pay great attention to risks in relation to the
following particular cases: 1) Money or Value Transfer Services (MVTS)- whether by
natural or legal persons- must be licensed or registered and comply with the relevant
FATF Recommendations,®® 2) all new products, business practices and usage of new
technologies must be assessed and identify ML risk before they are launched,”® 3)
domestic and cross-border wire transfers’* and lastly, all transactions and business
relationships with persons, companies and other financial institutions which come from

countries which apply the FATF Recommendations in an inadequate manner or do not

% FATF Recommendation 12.

Foreign PEPs refer to “individuals who are or have been entrusted with prominent public functions by a
foreign country, for example Heads of State or government, senior politicians, senior government, judicial
or military officials, senior executives of state owned corporations, important political party officials,”
whilst Domestic PEPs refer to ‘individuals who are or have been entrusted domestically with prominent
public functions, for example Heads of State or of government, senior politicians, senior government,
judicial or military officials, senior executives of state owned corporations, important political party
officials' and “Persons who are or have been entrusted with a prominent function by an international
organisation refers to members of senior management, i.e. directors, deputy directors and members of the
board or equivalent functions,” See the General Glossary (n 42).

% FATF Recommendation 13.

% The term “shell bank” means 'a bank that has no physical presence in the country in which it is
incorporated and licensed and which is unaffiliated with a regulated financial group that is subject to
effective consolidated supervision. Physical presence means meaningful mind and management located
within a country. The mere existence of a local agent or low level staff does not constitute physical
presence’, see the General Glossary (n 42).

*7 Interpretative Note to FATF Recommendation 10.

For further details about the levels of CDD, see the first section of Chapter Seven.

% MVTS mean financial services that involve the acceptance of cash, cheques, other monetary instruments
or other stores of value and the payment of a corresponding sum in cash or other form to a beneficiary by
means of a communication, message, transfer, or through a clearing network to which the MVVTS provider
belongs. Transactions performed by such services can involve one or more intermediaries and a final
payment to a third party, and may include any new payment methods. Sometimes these services have ties to
particular geographic regions and are described using a variety of specific terms, including hawala, hundi,
and fei-chen', see the General Glossary (n 42).

% FATF Recommendation 14 and its Interpretative Note.

" EATF Recommendation 15.

™ EATF Recommendation 16 and its Interpretative Note.
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apply them at all.”? If this is the case, countries have to further apply adequate

countermeasures.”

B. Record keeping procedures

Financial institutions have to maintain necessary transactions records, whether pertaining
to domestic or international matters, for at least five years in order to respond as quickly
as possible to an information request from the competent authorities. Moreover, financial
institutions must keep all records,” which they have obtained through CDD procedures,
business correspondence, account files and any analysis of the results for at least also five
years after the date of the occasional transaction or after the termination of the respective

business relationship.”

C.STRs

The FATF Recommendations adopt the STRs regime in cases where there is "suspicion™

"’ that the transaction/activity relates to ML.”’

or "reasonable grounds for suspicion
Hence, banks and other financial institutions are under an obligation to promptly inform
the FIU when they suspect or have reasonable grounds to suspect that the
transaction/activity relates to ML.”® In fact, the STRs regime is the most important
mechanism in the AML system, as it allows the FIU (which is the only authorised entity
to receive STRs)" to identify whether the transaction/activity actually relates to ML and

which after arriving at a decision can decide the next appropriate step.®

2 EATF Recommendation 19.

" Examples of such countermeasures have been provided in the Interpretative Note to FATF
Recommendation 19.

™ Such as copies of driving licenses, identity cards and passports.

"® FATF Recommendation 11.

"® For the meaning of "suspicion" and “reasonable grounds for suspicion”, see subsection 7.2.4. of Chapter
Seven and subheading 8.1.1.1. of Chapter Eight.

" Or TF, FATF Recommendation 20.

® FATF Recommendation 20.

" This will be analysed in the second section of the current Chapter.

% FATF Recommendation 21(a) provides that financial institutions, which divulge information about the
STR to the FIU, so long as done in good faith, should be immune from any criminal/civil liability,
including breach of contract, legislation, regulation or any other administrative provision.
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Banks and other financial institutions are required to develop their internal systems for
the purpose of AML,®" particularly with a view to increasing and improving the quality of
STRs. This requires adopting a number of procedures, including training of relevant
officers from time to time. Branches and majority owned subsidiaries of financial groups
have to apply the same AML measures as are applied in the home country, which ensures

that the FATF Recommendations® are implemented.

Directors of financial institutions, their officers and employees are precluded from
divulging to any person that a SRT has been/is going to be reported to the FIU and a
failure to comply with this means that the respective director, officer or employee will

n83

commit the "tipping off"*° offence.

4.1.2.3. Measures should be implemented by the regulatory and LEAs®

Under this category of Recommendations, the FIU must be established in countries,

8 must be legally permitted to inspect,

which deal with ML cases.®® “Supervisors
supervise and monitor institutions in order to ensure that the financial institutions comply
with AML measures and procedures. These officers should also possess powers to punish
financial institutions in case they fail to adopt and follow AML measures and

procedures.®” Authorities should also employ adequately skilled employees, ensure

8 FATF Recommendation 18.

8 FATF Recommendation 18 and its Interpretative Note.

8 FATF Recommendation 21(b).

Tipping off offences will be analysed in Chapter Five, part C of subheading 5.1.2.2. and in section 8.2. of
Chapter Eight.

Under FATF Recommendations 22 & 23, DNFBPs have to also adopt CDD measures, comply with record
keeping procedures and STRs requirements. Additionally, regulatory and supervisory entities should ensure
that financial institutions implement the FATF Recommendations dealing with CDD measures,
recordkeeping procedures and STRs. The regulatory and supervisory measures have to also be imposed on
DNFBPs. See FATF Recommendations 26 & 28 along with their Interpretative Notes.

# FATF Recommendations 24 to 35.

% FATF Recommendation 29; the FIU will be critically analysed in detail in the second section of the
present Chapter.

% The term "supervisors" is defined in the General Glossary as 'the designated competent authorities or
non-public bodies with responsibilities aimed at ensuring compliance by financial institutions (financial
supervisors) and/or DNFBPs with requirements to combat money laundering and terrorist financing. Non-
public bodies (which could include certain types of SRBs) should have the power to supervise and sanction
financial institutions or DNFBPs in relation to the AML/CFT requirements. These nonpublic bodies should
also be empowered by law to exercise the functions they perform, and be supervised by a competent
authority in relation to such functions.'

8 FATF Recommendation 27.
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confidentiality standards and have technical and financial recourses at their disposal in

order to properly discharge their duties.®®

Moreover, the country’s LEAs should possess sufficient powers to request relevant
records, documents or information from the particular financial institution, DNFBPs and
other natural or legal persons. The country’s competent authorities must also be able,
legally, to identify property as soon as possible, monitor it and to start procedures to

freeze or seize the concerned property® which is/maybe suspected to constitute “criminal

property.”90

The competent authorities have to also keep comprehensive statistics about their work,
such as statistics on the STRs, prosecutions and convictions® since this form the basis for

any assessment about a country’s AML sys‘[em.92

4.1.3. The binding force and mutual assessment

As mentioned above, the FATF Recommendations have been accepted and supported by
international organisations, such as the UN Security Council, the IMF and the World
Bank, and by governments of great states, such as the US.** Nevertheless, the
recommendations are not legally binding. The FATF Recommendations spell out a legal

structure, which can be adopted dependent on the particular conditions prevailing in a

8 Interpretative Note to Recommendation 26.

8 FEATF Recommendations 30 & 31.

% In relation to investigations, competent authorities must be aware of investigative techniques, so that they
can access computer systems, conduct undercover operations and intercept communications. Most
importantly, competent authorities have to able to identify particular assets without the owner being
informed. FATF Recommendation 31.

! FATF Recommendation 33.

Moreover, pursuant to Recommendations 24 and 25, countries are required to adopt preventive measures to
preclude money launderers from exploiting “legal persons” and or “legal arrangements.”

For the meaning of “legal persons” and or “legal arrangements”, see the General Glossary (n 42).

% In addition, a variety of effective and dissuasive criminal, civil or administrative sanctions can be
employed by all countries and imposed upon legal and natural persons who fail to fulfil AML requirements.
These sanctions do not have to limited to financial institutions and DNFBPs, but can also be extended to
their directors and senior management. FATF Recommendations 35.

% James Thuo Gathii, ‘The Financial Action Task Force and Global Administrative Law’ [2010] Paper No.
10-10 Journal of the Professional Lawyer, Forthcoming; Albany Law School Research 1. Available online
at: http://ssrn.com/abstract=1621877 (accessed on 26" October 2013).
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particular country.** The FATF Recommendations therefore not to be considered "hard

law," but only "soft law."®

However, the FATF can adopt number of actions, which in reality amount to forceful
sanctions against members which fail to obey its Recommendations. The actions involve
three steps. Firstly, the FATF can issue a letter and send its president with a special
delegation to the non-complying country. Secondly, the FATF can put all countries on
alert when it comes to transactions and business relationships with persons, companies
and other financial institutions from the concerned country.*® Lastly, the FATF can
remove the non-obeying country from its membership and this nearly happened in
February 2000, when the FATF threatened Austria unless it adopted adequate procedures
to reform its practice pertaining to anonymous passbook accounts.”” On 18 October 2013,
the FATF published a public statement identifying jurisdictions with high-risk and non-
cooperative jurisdictions that pose a risk to the international financial system.*®

FATF MERs

One of the most effective mechanisms to assess whether a country is complying with the
FATF Recommendations is the MER® which represents a political pressure.’® This

% Neil Jensen and Png -Cheong Ann, ‘Implementation of the FATF 40 + 9 Recommendations: a
perspective from developing countries’ (2011) 14 (2) Journal of Money Laundering Control 110, 113.

% Barbara Crutchfield George and Kathleen A. Lacey, ‘Crackdown on Money Laundering: A Comparative
Analysis of the Feasibility and Effectiveness of Domestic and Multilateral Policy Reforms’ (January 1,
2003) 23 (2) Northwestern Journal of International Law & Business 1, 54.

% pursuant to FATF Recommendation 19, see (n 72).

This has occurred in the case of Turkey in 1996. For more details, see Norman Mugarura (n 24) 185.

°" For additional information about this case, see Mark Simpson (n 8) 224.

See also Norman Mugarura (n 24) 185.

% Namely, Iran and Democratic People's Republic of Korea (DPRK).

The other jurisdictions with strategic AML/CFT deficiencies are Algeria, Ecuador, Ethiopia, Indonesia,
Kenya, Myanmar, Pakistan, Syria, Tanzania, Turkey and Yemen.

See, FATF Public Statement, 'High-risk and non-cooperative jurisdictions, jurisdictions for which an FATF
call for action applies' published by the FATF on 18 October 2013, available online at: http://www.fatf-
gafi.org/topics/high-riskandnon-cooperativejurisdictions/documents/fatf-public-statement-oct-2013.html
(accessed on 2" November 2013).

% paul Hynes, Nathaniel Rudolf and Richard Furlong, International Money Laundering and Terrorist
Financing: A UK Perspective (First Edition, Sweet & Maxwell/Thomson Reuters 2009), 461.

190 philip J. Ruce, ‘The Bank Secrecy Act: Considerations for Continuing Banking Relationships After the
Filing of a Suspicious Activity Report’ (December 5, 2011) 30 (1) Quinnipiac Law Review 43, 65 & 66.
Available at SSRN: http://ssrn.com/abstract=1968413 (accessed on 16" December 2013).
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mechanism ensures that member states of the FATF or FSRBs' have their processes
scrutinised to ensure that they have adopted an adequate level of compliance with the
Forty FATF Recommendations. MER is thus a process which determines the level at
which a country's legal system complies with the FATF standards.

192 measures are scrutinised and it is

In the MER, a country’s laws, regulations and AML
also examined how well a country is doing at transposing the FATF standards in
practice.’®® The FATF or FSRB Secretariat appoints an assessor team which comprises a
number of experts in the fields of law, finance, regulations and law enforcement.
Individuals from international organisations also can assume an observer status'®* with

the FATF, such as the IMF.*%®

MER:s illustrate a country's compliance level with each FATF Recommendations. There
are generally five possible levels of compliance.'®® MERs will not be recognised as a
formal report unless it has been discussed and adopted by the FATF/FSRB plenary

197 A country, which

meeting. After this has been done, the MER becomes a public report.
is under examination, will be required to report back to the plenary within two and a half

years from the adoption of the MER.'® The country has to demonstrate that it has tried to

%L \Where the FATF conducts MERs for its members and each FSRB conducts MERs for its members.

192 In addition to combating TF.

193 Mark Simpson (n 8) 223.

104 The FATF observers are listed on the FATF website and have a specific AML mission and other
functions. For more detail, see www.fatf-gafi.org (accessed on 29" October 2013).

To become the FATF observer, see 'FATF policy on observers', June 2008, available on the FATF website
at: www.fatf-gafi.org (accessed on 29™ October 2013).

See also Laurel S. Terry, ‘An Introduction to the Financial Action Task Force and its 2008 Lawyer
Guidance’ [2010] Journal of the Professional Lawyer 3, 8.

Available at SSRN: http://ssrn.com/abstract=1680555 (accessed on 29" October 2013).

1% The assessor team usually visits and meets with the officials in the examined country for two weeks and
then issues its draft MER. For further details, see David Chaikin, ‘How effective are suspicious transaction
reporting systems?’ (2009) 12 (3) Journal of Money Laundering Control 238, 242.

1% \Which are Compliant (C), Largely Compliant (LC), Partially Compliant (PC), Non-Compliant (NC) and
Not applicable (NA). For further details regarding compliance ratings, see FATF Reference Document,
‘Methodology for Assessing Compliance with the FATF 40 Recommendations and FATF 9 Special
Recommendations’ 27 February 2004 (Updated as of February 2009).

See also FATF Reference Document, ‘Methodology for assessing technical compliance with the FATF
Recommendations and the Effectiveness of AML/CFT systems’ February 2013. Available on the FATF
website at: www.fatf-gafi.org (accessed on 19" February 2014).

197 As becomes available on the FATF or the relevant FSRB website.

1% FATF Reference Document, 'Procedures for the FATF Fourth Round of AML/CFT Mutual Evaluations'
October 2013, 19, available online at: www.fatf-gafi.org/media/fatf/.../FATF-4th-Round-Procedures.pdf
(accessed on 29" March 2014).
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address any highlighted vulnerabilities.'®® Subsequently, the FATF/FSRB will issue
follow-up report*? in which it evaluates the reforms.** International organisations which
have observer status, such as the IMF and the World Bank, may also conduct evaluations
in order to assess a country's compliance level with each FATF standards. Again the
report will not be publically available unless it has been adopted by the Executive Boards

of these organisations.**?
FATF MERs and other MERs

One can observe similarities and differences between MERs carried out by the FATF or
the relevant FERB and evaluations carried out by international organisations, such as the
IMF and the World Bank. Firstly, one similarity is that the FATF Methodology for

113 and a Handbook for Countries and

Assessing Compliance with FATF standards
Assessors™™* are employed; accordingly both the FATF/FERBS MERs and the
evaluations by international organisations use the same technique/mechanism. Secondly,
a difference lies in the level of assessor team. As it mentioned above, in case of the
MERs, the FATF or FSRB Secretariat appoints an assessor team which comprises a

number of experts in the fields of law, finance, regulation and law enforcement, and

109 A regular follow-up is the default mechanism to realise an ongoing monitoring system and all members
are subjected to this mechanism. In addition, the Plenary may decide to subject a country to an enhanced
follow-up and in such an instance a country has to report back more frequently. The decision to subject a
country to an enhanced follow-up basis depends on the following elements:

'a) After the discussion of the MER: a country will be placed immediately into enhanced follow-up if any
one of the following applies:

(i) it has 8 or more NC/PC ratings for technical compliance, or

(ii) it is rated NC/PC on any one or more of R.3, 5, 10, 11 and 20, or

(i) it has a low or moderate level of effectiveness for 7 or more of the 11 effectiveness outcomes, or

(iv) it has a low level of effectiveness for 4 or more of the 11 effectiveness outcomes.

b) After the discussion of a follow-up report: the Plenary could decide to place the country into enhanced
follow-up at any stage in the regular follow-up process, if a significant number of priority actions have not
been adequately addressed on a timely basis."'

However, a follow-up assessment about its MER takes place after 5 years, irrespective of whether it has
been placed under a regular or enhanced follow-up.

For further details about the procedures of regular/enhanced follow-ups and follow-up assessments, see
FATF Reference Document, 'Procedures for the FATF Fourth Round of AML/CFT Mutual Evaluations' (n
108) 18-21.

119 As happened with the UK's ME. Its MER was published on 29 June 2007 and its follow-up report was
published on 16 October 2009. The UK's MER and its follow-up report are available on the FATF website
at: www.fatf-gafi.org (accessed on 20" September 2013).

! David Chaikin (n 105) 243.

12 Jensen Neil and Ann Png —Cheong (n 94) 111.

13 (N 106).

114 April 2009, available on the FATF website at: www.fatf-gafi.org (accessed on 20" September 2013).
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international organisations may have observer status with the FATF, such as the IMF. In
contrast, evaluations carried out by international organisations, such as the IMF, are
generally conducted by its own staff, though occasional experts are used from outside the
organisation. Another difference is that the MERs will not be recognised as a formal
report and publically available unless it has been discussed and adopted in the
FATF/FSRB plenary meeting, while the IMF evaluation will not be publically available
unless it has been adopted by the Executive Boards,'*
be considered as MERs if they have been discussed and adopted in the FATF/FSRB

plenary meeting for such purpose.**®

nevertheless, these evaluations can

4.2. The function of the FIU in counteracting the ML process

This section analyses the legal framework of the FIU, as well as its characteristics from

the perspective of international standards.

4.2.1. The legal framework of the FIU

This subsection assesses the FIU from a number of aspects, namely the FIU’s general

rules in terms of its nature, aims, models and its roles in relation to combating ML.

4.2.1.1. The beginning of the FIU

During the early 1990s, the need arose to create a central specialised unit in order to
collect, analyse and disseminate information associated with ML. Throughout this era, a
number of FIUs were established, with Australia and the US establishing the first ones.**’
The number increased in the following years, especially with the establishment of the

Egmont Group in 1995.1% The Egmont Group was established in the Egmont Arenberg

15 Ann-cheong Pang (n 54) 90.

118 As occurred with the UAE ME 2008, where the evaluation was firstly conducted by the IMF, and was
then discussed and adopted as a MER in the MENAFATF and FATF plenary meeting. The UAE MER will
be analysed in the following Chapter.

Y7 This goes back more than 20 years ago. For further details, see Kilian Strauss, ‘The Situation of
Financial Intelligence Units in Central and Eastern Europe and the Former Soviet Union’ [November 2010]
Working Paper Series No 09 Basel |Institute on Governance, 6. Available online at:
http://unpan1.un.org/intradoc/groups/public/documents/UN-DPADM/UNPAN044510.pdf (accessed on 18"
March 2014).

18 International Monetary Fund Handbook, Financial Intelligence Units: An Overview (International
Monetary Fund 2004), available online at: http://www.imf.org/external/pubs/ft/fiu/fiu.pdf (accessed on 7"
November 2013).
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Palace in Brussels when a group of FIUs'*®

nl20

met and decided to set up the "Egmont Group
of Financial Intelligence Units in order to foster international co-operation amongst

FIUs for the purpose of detecting and preventing ML.

The Egmont Group is an informal body consisting of national FIU members, which meet
annually to increase co-operation, information exchange and the sharing of expertise.*?*
The major aim of the Egmont Group is to offer its FIUs members'?? an environment, so

that they can develop their AML'®

systems. This is done through a number of
mechanisms, for example the FIUs exchange of financial intelligence information via the
Egmont Secure Web (ESW). *** Hence, an international communication network is

established amongst F1Us.*?®

The Egmont Group defines a FIU as a national entity specialised in receiving and
analysing STRs regarding ML and then, upon its analysis, disseminate/disclose the

financial information to the competent authorities or foreign FIUs.**® The definition

119 Representatives from the countries of Australia, Austria, Belgium, Canada, France, Finland, Germany,
Italy, Japan, Monaco, the Netherlands, New Zealand, Slovenia, Sweden, the UK and the US and the
observers from a number of international organisations, such as the EC and the FATF.
See Andrew Clark and Matthew Russell, ‘Reporting Regimes’ in Andrew Clark and Peter Burrell (eds), A
Practitioner's Guide to International Money Laundering Law and Regulation (City & Financial Publishing
2003), 115 at 116.
12(1) See www.egmontgroup.org (accessed on 24" November 2013).

Ibid.
122 Currently, there are 156 FIUs member in the Egmont Group. The UK and the UAE FIUs are members
of the Egmont Group.
See Appendix A for the list of Egmont Group members in ‘'The Egmont Group Annual Report (2012 —
2013)', available online at: www.egmontgroup.org/library/download/314 (accessed on 22" March 2014).
12 And counteracting TF.
124 Egmont Group, 'Information Paper on Financial Intelligence Units and the Egmont Group', (September
2004), 3, available online at the Egmont Group website mentioned above.
2 H. Freis James, ‘Global Markets and Global Vulnerabilities: Fighting Transnational Crime Through
Financial Intelligence’ (April 25, 2008) Financial Crimes Enforcement Networks U.S. Department of the
Treasury 1, 11. Awvailable online at: http://www.fincen.gov/news_room/speech/html/20080425.html
(accessed on 8™ November 2013).
126 The Egmont Group defines a FIU as:
‘A central, national agency responsible for receiving, (and as permitted, requesting), analysing and
disseminating to the competent authorities, disclosures of financial information:
(i) concerning suspected proceeds of crime and potential financing of terrorism, or
(i) required by national legislation or regulation,
in order to combat money laundering and terrorism financing.' See 'Interpretive Note Concerning the
Egmont Definition of a Financial Intelligence Unit', (undated), 1 & 2, available online at the Egmont Group
website mentioned above.
It should be noted that the Egmont Group adopted the definition of a FIU in 1996 and amended it in June
2004 to illustrate the role of the FIU in counteracting TF. Moreover, such definition has been agreed by the
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clearly spells out the core functions of any FIU; and this is what will be analysed in detail

in the following part.**’

4.2.1.2. The key functions of the FIU in relation to counteracting ML

8 all FIUs share common core

Regardless of their particulars models and names,*
functions in relation to counteracting ML. Generally, there are three basic roles a FIU
plays: receiving the STRs, analysing the STRs and then, upon its analysis,
disseminating/disclosing the financial information to the competent authorities or foreign

FIU. These functions will be analysed below.

A. Receiving the STRs

The first core function of a FIU is to receive STRs/SARs.*® A FIU is the only national

entity, which is specialised in this task. Through this function, a FIU forms a centralised

Palermo Convention 2000 and the 2005 UN Convention against Corruption. See (n. 28 & 29) of Chapter
One.

The UK ratified Palermo Convention 2000 in 2006 and the UAE in 2007. In addition, the UK and the UAE
ratified the UN Convention against Corruption in 2006.

127 The Egmont Group has also published various documents, for example, "Principles for Information
Exchange" and "Best Practices for the Exchange of Information” in order to foster information exchange
amongst FIUs and to promulgate exchange of information guidelines. All of these documents and others,
such as (Statement of Purpose - Guernsey, 23" June 2004) are available online at the Egmont Group
website mentioned above. Within the Egmont Group, there are five working groups, who work overcoming
global AML obstacles. The working groups are: the Legal Working Group (LWG), the Outreach Working
Group (OWG), the Training Working Group (TWG), the Operational Working Group (OpWG) and the IT
Working Group (ITWG).

Wouter Muller, ‘The Egmont Group’ in Wouter H. Muller, Christian H. Kalin and John G. Goldsworth
(eds), Anti-Money Laundering: International Law and Practice (John Wiley & Sons Ltd, Chichester 2007),
83 at 89 & 90.

See also Egmont Group, 'Information Paper on Financial Intelligence Units and the Egmont Group' (n 124)
3&4.

In addition, such working groups meet on a periodical basis and report to the Heads of FIUs about their
functions. See 'The Egmont Group Annual Report (June 2009 — July 2010)', 19, available online at:
www.egmontgroup.org/library/download/99 (accessed on 8" November 2013).

128 It is worth noting that the name of FIU could be different from one country to another, for example the
name of the FIU in the UAE is AMLSCU within the Central Bank, in the UK is FIU and it is within NCA,
as will be analysed in section 5.2. of Chapter Five, Chapter Six and section 9.1. of Chapter Nine.

129 1t should be mentioned that some jurisdictions, such as the UK, adopt the term "SARs" and other
jurisdictions, such as the UAE, adopt the term "STRs." In fact, the term "Transaction" is slightly narrower
than the term of "Activity" especially because suspicious transactions do not include suspicious activities;
in contrast, the latter include suspicious transactions, as well as other conditions which increase suspicious
regarding illicit activities. Nevertheless, such a difference could be resolved, especially when a number of
countries require that the reporting institutions have to report unexecuted transactions because of suspicious
reasons. See International Monetary Fund Handbook (n 118) 42.
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repository of STRs. Indeed, STRs are a vital link between preventive measures and law
enforcement for the purpose of combating ML. This is simply because all financial
institutions and DNFBPs™*° are legally obliged to report to the FIU what they know** or

their suspicion™*?

about the transaction/activity involving ML or proceeds resulting from
criminal activities.™*®* The FIU, in turn, analyses such information and disseminates the

information/results about a case to the competent authority.

In most cases, reporting entities do not know whether a crime has been committed or
even the source of the money. They are also unable to ask the client for further
information since this risks tipping-off. Hence, the elements of STRs usually comprise
providing information about a particular customer and his/her transaction and the
reason(s) why such transaction is related to ML. The reporting entities do not have to
provide tangible evidence that the particular transaction constitutes ML.*** They only
have to report when they have knowledge or suspect that a particular transaction/activity

is involved in ML.**®

A country often exempts reporting entities, their directors, officers and employees from
privacy law or banking confidentiality when it comes to STRs or cash transactions.™*®

This is done to foster an ideal environment for detecting and preventing ML. Reporting

See also Philip J.Ruce, ‘The Bank Secrecy Act: The Not-so-Safe Harbor Provision and the Whitney Rule’s
Double Standard for SAR Supporting Documentation’ (July/August 2011) 3 (7) Financial Fraud Law
Report 608, 612, available online at: http://ssrn.com/abstract=1866455 (accessed on 11" December 2013).
B0 DNFBPs are identified according to the national legislation of a country.

B The notion of "knowledge" will be discussed in subsection 7.2.3. of Chapter Seven.

132 The notion of "suspicion” and “reasonable grounds to suspect” will be analysed in subsection 7.2.4. of
Chapter Seven and subheading 8.1.1.1. of Chapter Eight.

133 Which are predicate offences for the purpose of ML. These predicate offences are usually listed in the
national legislation of an individual country.

34 paul Allan Schott, Reference Guide to Anti-Money Laundering and Combating the Financing of
Terrorism (Second Edition and Supplement on Special Recommendation X, 2006 The World Bank), VI-
21.

135 Besides receiving the STRs, there is a cash transactions' reporting system, if a transaction exceeded a
fixed amount. The requirements of this system are subjected to the national legislation of a country. This
will be illustrated later in the present Chapter, see below at pp. 105-106.

13 Such as the UAE, where Avrticle 20 of the FLMLC 2002 provides immunity, as illustrated in (n 112) of
Chapter Five. The UK's AML system also grants immunity, as analysed in subheading 8.1.2.3. of Chapter
Eight.
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entities have to appoint a sufficiently trained staff, who is well versed with STRs and

knows when to inform the FIU, as well as the relevant procedures.*’

B. Analysing the STRs

Analysing the STRs is the second function of a FIU. The FIU evaluates the STR, which it
receives from the reporting entities and upon its analysis, decides whether the STR
contains sufficient content for the purpose of disseminating it to the competent authority.
A FIU may receive an enormous amount of STRs which is disproportionate to its
capacity. If this happens, STRs received from foreign FIUs can be given higher priority
in the analytical process.®® Technology is essential since STRs can be stored in an
electronic database and this saves time when it comes to retrieving data about any
specific STR. Otherwise, it would be far too time-consuming to retrieve and analyse a
specific STR, and particularly where this has to be done as quickly as possible when it
comes to ML.**® Tactical, operational and strategic analyses are the three elements which

constitute the analytical function of a FIU.
Tactical analysis

The FIUs should have sufficiently experienced staff to fulfil their function of
understanding, examining and interpreting the information contained in a STR. This
function is crucial for the mission of any FIU, as its partners (police officers or
prosecutors) generally deal with all kinds of offences and are not experts in financial

transactions.'*°

The tactical analysis involves gathering additional information about the relevant person,
transaction or company other than provided in the STR. This is known as "link analysis"

and means that all relevant data is accessed as much as possible.*** A FIU has therefore

37 Abdullahi Y. Shehu (n 23) 146.

138 |n accordance with the internal criteria of the particular FIU. International Monetary Fund Handbook (n
118) 56.

' Ibid 56 & 57.

Y0, Freis James (n 125) 15.

I Richard K. Gordon, ‘Losing the War Against Dirty Money: Rethinking Global Standards on Preventing
Money Laundering and Terrorism Financing’ [May 4, 2010] Paper No. 2010-20 Case Legal Studies
Research 1, 43. Available online at SSRN: http://ssrn.com/abstract=1600348 (accessed on 10" November
2013).
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also the ability and legal authority to gather additional information other than what has
been provided in the STR in order to properly evaluate the STR and to decide whether or

not to disseminate it to the competent authority. A FIU can obtain additional information

from several sources, including its own database,'*?

143

information which is publicly
available,'* information from government databases'** or from foreign FIU, especially
where the subject of the STR involves bank account(s), which are located in another
country. Where necessary, a FIU can also request further information from the reporting

entity, which submitted the initial STR.*°

It is worth noting that the reporting entities are not able to conduct a "link analysis,"**® as

such legal power is only granted to a FIU for the purpose of understanding, examining

and interpreting the information contained in a STR.
Operational analysis

This type of analysis serves the investigation stage. Through this type of analysis, a FIU
appreciates a number of issues, including investigative leads, activity models and the link
between the subject and accomplices. The FIU uses a method called "financial profiling”,
which tries to recognise inconsistencies between a suspect's income and cash outflow.*’
Thus, all tactical information, mentioned above, are used and translated into operational
intelligence in order to be transmitted to the competent authority, as well as to invent a

number of suppositions regarding the probable actions of the suspect.*?

Strategic analysis

This analysis is not associated with individual STRs, but with new trends. The scope of
information used in a strategic analysis is wider than in a tactical analysis. All the

collected and analysed information is employed in order to formulate a new/amended

Y2 gych as a former STRs.

143 Such as company status, accounting bodies and audit companies.

44| ike police records, tax records and vehicle registries.

5 International Monetary Fund Handbook (n 118) 58.

% Richard K. Gordon (n 141) 43.

17 Jayesh D'Souza, Terrorist financing, money laundering and tax evasion- Examining the performance of
Financial Intelligence Unit (Taylor and Francis Group, LLC 2012), Xiv.

148 |nternational Monetary Fund Handbook (n 118) 89.
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strategy for future work of a F1U.*° This process is called "strategic intelligence” and
essentially means fostering the knowledge about ML methods and new patterns in order
to introduce guidelines or typologies.™ Strategic analysis may, for example, indicate that
specific entities could be more than others vulnerable and therefore be more easily
exploited by money launderers.™®* This method can also lead to additional requirements

being imposed on new entities.**

As a FIU is a national agency, it plays a vital role in
participating in the design of an ideal national system and plan, which effectively combat

ML at the national level.

C. Disseminating STRs

The FIU function of disseminating STRs can be principally divided into three phases.
The first two phases take place at the national level, whilst the third phase deals with the
international information exchange. The first phase relates to the transmission of the STR
file to the competent authority. After conducting the analytical function and the FIU
considers the STR to be associated with ML, it is obligated to pass the case file to the
competent authority. This could be the police or the prosecution.™? In some jurisdictions,
the FIU has to transmit the STR file to the police for additional investigations, while in
other jurisdictions the file of the STR must be directly transmitted to the prosecution. In
such a case, the prosecuting authority initiates proceedings if the evidence is adequate.
Otherwise, the prosecuting authority may request an additional investigation.">* The
determination of whether a FIU has to transmit a STR file to the police or the prosecuting
authority is governed by domestic FIU law. In both cases, it is pertinent to transmit the
STR file to the competent authority in a timely fashion in order to avoid any delay for the

process of prosecution or additional investigation.**®

149 Jayesh D'Souza (n 147) Xiv.

0 Richard K. Gordon (n 141) 48.

1 Jayesh D'Souza (n 147) Xiv.

152 International Monetary Fund Handbook (n 118) 89.

153 It should be noted that when the FIU transmits the STR file to the competent authority, the
original/initial STR, which was provided by the reporting entity, could constitute a small part of the whole
STR file. International Monetary Fund Handbook (n 118) 57.

' Ibid 60 & 61.

155 paul Allan Schott (n 134) VI1I-8.
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During the second phase, the FIU can share information with other domestic entities
other that the police or the prosecution authority. For instance, after transmitting the STR
file to the competent authority, police or prosecution, the FIU is authorised to assist a

number of domestic entities*>®

through the provision of relevant financial information in
order to carry out their function. In other cases- when the concerned conduct does not
relate to ML or related crimes, but constitutes a breach of administrative rules or serves
statistical purposes - the FIU may be entitled"™’ to act as an assistant body by transmitting

financial intelligence to the respective financial regulator or supervisor.

The last phase of the disseminating function is the information exchange at the
international level. As ML often involves cross-border activities, the FIU should be able
to lawfully share/exchange financial intelligence with other foreign FIUs.*® This phase is
essential for the international fight against ML. It also provides the concerned FIU with
useful information and thereby assists with the analysing process. The process of
information exchange between the FIU and the foreign FIU has to be carried out through

effective and secure channels®™®

as very sensitive information is exchanged. The Egmont
Group has highlighted the importance of information exchange amongst FIUs and issued
its "Principles for Information Exchange" and "Best Practices for the Exchange of

Information."®

The FIUsS' non-core functions

Apart from the aforementioned core roles of a FIU in combating ML, a FIU also fulfils a
number of other non-core functions which sometime play a vital role in combating ML
and are thus of no less importance than the core functions. The following are the FIU’s

non-core functions:

1. Conducting research

%0 gych as customs and tax authorities. Jayesh D'Souza (n 147) Xv.

57 This is according to the national legislations of an individual country.
158 Jayesh D'Souza (n 147) Xv.

159 paul Allan Schott (n 134) VI11-9.

180 See (n 127).
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A FIU can benefit from its analytical function and specialised knowledge and undertake
research in specific areas. For instance, it can utilise its strategic analysis, mentioned
above, in order to provide the government with ideas about how to reform its AML
system.’® It can suggest that specific entities could be vulnerable and more prone to
exploitation by money launderers than others. Moreover, through its research, a FIU may
assist the government in proposing a number of amendments in the national AML
system, such as enhancing preventive measures because new patterns of ML have
emerged in specific areas, such as the football or the sports sector in general. A FIU can
also adopt this function in order to develop its own core functions,*®? even if the NAMLL

does not explicitly task it with this function.
2. Providing feedback to the reporting entities

Indeed, this function is often one of the most important functions of any FIU and it is not
less important than the above mentioned core functions. A FIU must provide
feedback/comments to the reporting entities in relation to their STRs in order to improve
the quality of their STRs. If the FIU did not adopt such function, the reporting entities
would not receive any feedback about their STRs. The reporting entities would then be
unable to improve the quality of their STRs. However, in practice, many reporting
entities contend that they receive little or inadequate feedback from the FIU with regard
to the effectiveness of their STRs.*® The reason for this could be two-fold. Firstly, the
FIU may not have access to all financial transactions data, and this negatively affects its
ability to provide feedback to the reporting entities.®* Secondly and most likely, the F1U
may fear that the provision of the information may help actual launderers, who will
utilise the information to create new techniques to launder their illicit proceeds. Hence,
the FIU does not want to provide too much feedback/comments to the reporting entities
for fear that the information may become mis-utilised.’®® In both cases, the NAMLL
should grant an authority to the FIU to access all financial transaction data. The NAMLL
should require the FIU to provide feedback, comments and guidelines to the reporting

181 paul Allan Schott (n 134) VII-17.

192 International Monetary Fund Handbook (n 118) 79 & 80.
163 paul Allan Schott (n 134) VI11-23.

184 Richard K. Gordon (n 141) 48.

1 Ibid.
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entities and any common inaccuracies should be highlighted. The FIU’s fear that their
information may help actual launderers appears unjustified, especially as all the reporting
entities, the competent authorities, and the FIU are working on one common objective,
which is to increase the effectiveness of counteracting ML for the purpose detecting or

preventing such crime.

A FIU also plays an important role in fostering public awareness about AML aspects,
provides training for the staff of reporting entities and monitors compliance with
NAMLL.'®® The proper performance of the FIU functions very much depends on having
adequate and qualified human resources. A FIU ought to employ a great number of
experts in the fields of banking, insurance, lawyers and securities in order to be able to
properly analyse STRs. The FIU can also work with experts, who have been seconded by

other departments with sufficient knowledge about financial crimes,®”’

|.168

including
supervisory authorities, the police and justice personne Apart from having adequate
human resources, sophisticated technology is essential for the fulfilment of the FIU
functions, particularly the storage of the STRs on electronic databases, which facilitates
easy access to all financial transactions data without delay. Furthermore, all employees of
a FIU should possess the highest level of integrity, fidelity and honesty since such an

entity deals with an enormous number of sensitive information.

4.2.1.3. Forms of FIUs

This part deals with the FIU models around the world. The main question of the research
partly depends on appreciating the characteristics, advantages and disadvantages of each
FIU model. In other words, it is difficult to propose an optimal model for the UAE FIU
without the main features of famous FIU models having been thoroughly analysed.

1% This is according to the national legislations of an individual country. See International Monetary Fund
Handbook (n 118) 70 - 81.

17 There is no internationally clear and accepted definition for the term "financial crime;" however, the
IMF has noted that the term includes any crime, which results in a financial loss, such as financial fraud
and non-violent illegal activities, such as ML and tax evasion. International Monetary Fund, Financial
System Abuse, Financial Crime and Money Laundering— Background Paper, (International Monetary
Fund 2001), 3. Available online at:

http://www.imf.org/external/np/ml/2001/eng/021201.pdf (accessed on 16™ November 2013)

188 |International Monetary Fund Handbook (n 118) 29.
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Otherwise, the proposal and recommendations of this thesis will be just theoretical and

ineffective and will lack credibility.

The form of a FIU depends on the particular conditions and circumstances of individual
countries, such as the national legal system, AML legislation and customs and cultural

169

issues.”™ Generally, there are four FIU models, namely A) the administrative model, B)

the law enforcement model, C) the judicial model and D) the hybrid model.

A. The administrative model

Under this model, the FIU is either an "autonomous" entity subject to the regulatory or

supervisory authority, for example, the ministry of finance'™® or the Central Bank'"

or an
“independent" agency.'’” The FIU acts as an intermediate agency "buffer" between banks
and reporting entities in general and the LEAs which are responsible for financial crime
investigations — the police or the prosecution.'”® The FIU receives STRs from the
reporting entities, gathers and analyses the relevant information and then transmits
particular STR files to the competent authority for investigations or prosecution as under

this model, it is precluded from conducting these two latter tasks.
The administrative-type FIU offers a number of benefits:

1. The reporting entities perceive the FIU as specialised and technical body.'”* The
FIU is a national agency, which has experts, who can analyse financial
transactions/activities and substantiate ML suspicions better than the reporting
entities.

2. The FIU decides whether to transmit STRs files to the competent authority;

hence, is dependent on the FIU’s analysis and not the decision of the reporting

199 For further details, see Andrew Clark and Matthew Russell (n 119) 127 - 129.

7% As in the case of the FIU in Slovenia which is called Office for Money Laundering Prevention (OMLP).
For further information on OMLP, see http://www.uppd.gov.si/en/about_the_office/ (accessed on 13" May
2013).

! As in the case of the UAE FIU which will be critically analysed in subsection 5.2.2. of Chapter Five.

172 International Monetary Fund Handbook (n 118) 11.

13 'The Egmont Group Annual Report (June 2009 — July 2010)' (n 127) 15.

7 International Monetary Fund Handbook (n 118) 11.
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entities, which often have insufficient information about the subject and
background of the STR.*"

This model prevents that direct relations are built between the reporting entities
and the LEAs since the FIU works as "buffer" between them.'”® The benefit here
is that the LEAs will not pay attention to disclosures of STRs since it is the FIU
which decides, based on its own analysis and dependent on what information it
has gathered, whether this constitutes a real STR. If this is not warranted, the FIU
will not transmit the STR file to the competent authority.”” In other words, the
LEA will not investigate or take any decision/action in relation to a STR, unless
the FIU disseminates the STR to it. As the FIU is separate from the LEAs and the

178

judicial body,”"" the integrity of analysing STRs is preserved, especially since
reporting entities may have relations with LEAs.'”® For such reason, the
administrative type of FIU is the best type for the banking sector.

The FIU can exchange/share relevant information with foreign FIUs in an easy
manner, regardless of their particular types.'®® This is unlike the judicial type of

the FIU, which may find it difficult to exchange information with foreign FIUs.

There are also a number of disadvantages with this type of model:

1.

2.

If it is an "autonomous" entity,'®

the FIU is likely to be directly subject to the
supervision of political authorities and thus be hampered in the proper execution
of its functions.*®?

As the FIU is separated from the law enforcement system, there is a potential risk
of delay when it comes to arresting a suspect or freezing a suspicious

transaction. &

175 1hid.

1% Andrew Clark and Matthew Russell (n 119) 125.

7 International Monetary Fund Handbook (n 118) 10 - 11.

178 Jayesh D'Souza (n 147) Xi.

1 International Monetary Fund Handbook (n 118) 12.

19 Ipid 11.

181 As in the case of the UAE FIU, see subsection 5.2.2. of Chapter Five.
182 |nternational Monetary Fund Handbook (n 118) 11.

183 Jayesh D'Souza (n 147) Xi.
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3. Unlike law enforcement or judicial authorities, the FIU often has limited powers

for gathering evidence.'®

Indeed, the aforementioned disadvantages make it more difficult to efficiently analyse
STRs. The US, UAE™ and France are examples of countries, which have adopted this

particular FIU model.

B. The law enforcement model

Under this model, the FIU is closer to the LEAs than under any other model. This enables
the FIU to utilise their sources, information and experience. Similarly, LEAs can easily
access the information held by the FIU and thereby enhance the usefulness of the
information during any investigation.® Under this model, the FIU is usually part of the
police agency, either the general, or a specialised unit. Banks and the reporting entities
transmit the STRs to the FIU, which gathers and analyses the STR information and
disseminates the STR file to the competent authority for further investigation or
prosecution. Additionally, the FIU directly supports the authorities with the investigation

or prosecution.*®’
This model has a number of positive and negatives aspects. The positive aspects include:

1. The law enforcement procedures in relation to STRs on ML will be initiated
without undue delay when necessary. In contrast to the administrative model,
under the law enforcement model, actions will be taken much quicker than under
the previous model. The FIU has law enforcement powers and can for example
freeze particular transactions.'®®

2. There is no need to create a new agency with a new administrative and legal
system since the FIU forms part of the LEAs.*® Thus, this model can be cost

saving.

184 1hid.
185 The UAE FIU will be critically analysed in subsection 5.2.2. of Chapter Five.
18 paul Allan Schott (n 134) VII-12.
87 Andrew Clark and Matthew Russell (n 119) 124.
18 In this case, the judicial supervision will be applied in the same manner as to LEAs in the concerned
f{guntry. See International Monetary Fund Handbook (n 118) 14.
Ibid.
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3. Information exchanges can be done quicker through usage of a comprehensive
police national and international criminal information exchange networks, such as
Interpol.*®°

4. Accessing criminal information intelligence will be easier to obtain than under the

previous model.*%*

The negative aspects of the law enforcement FIU model encompass the following

elements:

1. The reporting entities may be fearful or reluctant to disclose information to the
FIU because of the potential that the information is disclosed or used in other
crimes.*%

2. The investigation receives more attention than preventive measures'® since the
FIU adopts the law enforcement model, and thereby the preventive measures may
not be given a great attention in the AML policy at national level.

3. Reporting entities may fear or be reluctant to disclose information to the FIU and
alert LEAs, especially if there is not more than a “suspicion.”** This is because
the FIU has law enforcement powers, including the power to freeze a particular
transaction. At the same time, the reporting entities may fear that in some cases
the STRs may not really be involved in ML, so that their reputation can be
negatively affected, especially if the reporting entity was a bank.

4. 1t may take time to establish mutual trust between reporting entities and LEAS

since there is no intermediate between them® as in the administrative model.

196

Countries, such as the UK, Germany and Austria have adopted this type of FIU model.

%0 paul Allan Schott (n 134) VII-12.

1 Andrew Clark and Matthew Russell (n 119) 124.

192 Other than ML or TF. Jayesh D'Souza (n 147) Xi.

193 paul Allan Schott (n 134) VII-12.

iZg International Monetary Fund Handbook (n 118) 14.
Ibid.

19 The UK FIU will be assessed in Chapter Nine.

%94


http://www.amazon.co.uk/s/ref=ntt_athr_dp_sr_1?_encoding=UTF8&search-alias=books-uk&field-author=Andrew%20Clark

C. The judicial/prosecutorial model

Under this FIU model, the public prosecution forms part of the judicial system of the
country. The main feature of this model is that the FIU is built in the country's judicial
system, or often in the prosecution's office. However, a specialised police force which
investigates financial crimes may be set up. This model of the FIUs is suitable for
countries which impose robust and strict banking confidentiality laws since this
establishes a direct channel with the judicial authorities, which ensures cooperation with
financial entities.*® This model is useful for countries which do not have complex or
large financial institutions with lots of data; otherwise this type of model may not be as
successful as the previous two models.**® Under this model, the reporting entities transmit
the STRs to the FIU, which is located within the judicial or prosecutorial system.*® The
FIU, in turn, receives and analyses the relevant information in relation to the STR. The
main difference with this model is that, in practice, the FIU does not disseminate the STR
file to the competent authority for the investigations or prosecution since it has the power
to investigate or prosecute the STR files.?®® The positive aspects of this model are the

following:

1. The FIU can conduct searches of properties, arrest suspects and judicial action
can be taken without delay.**

2. Unlike the administrative model, under this model, the FIU is independent, so that

2

there is no political interference®® and this, in turn, implants trust amongst

financial institutions and reporting entities in general.
3. The STRs will be transmitted, by the reporting entities, directly to the FIU which

has the power to investigate or prosecute.’®

97 Jayesh D'Souza (n 147) Xii.
1% Andrew Clark and Matthew Russell (n 119) 123 & 124.
199 uxembourg and Cyprus adopt the prosecutorial model FIU. Paul Allan Schott (n 134) VI11-14.
20 |nternational Monetary Fund Handbook (n 118) 60.
2 Andrew Clark and Matthew Russell (n 119) 123.
zzz International Monetary Fund Handbook (n 118) 16.
Ibid.
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The disadvantages of the judicial model are almost the same as under the administrative

model, except that the third disadvantage is not applicable.?*

Moreover, in practice, the
judicial model of the FIU could face difficulties when it comes to exchanging
information with foreign FIUs, notably if the foreign FIUs have not adopted the judicial

model.?%

D. The hybrid model

Under this category, the FIUs try to utilise the positive aspects from the above mentioned
models. The advantages of at least two models are combined. The FIU serves as a link
between the judicial and law enforcement authorities.’®® This is also called the
“administrative-regulatory model."?*” In addition to its functions of receiving, analysing
and disseminating the STRs files to the competent authority for investigation or
prosecution, the FIU is often in charge of formulating regulations and adopting
compliance tests for entities, which are subject to STRs obligations.?”® Employees from

regulatory or LEAs may work under a variety of hybrid FIU models®®®

in order to speed
up the FIU functions of analysing and transmitting the STRs files, and thus accelerate the
speed of investigations. These employees have the authority of their particular entity.
More importantly, under this model, the FIU can play a vital role in setting up AML
controls at the national level.?*? Jurisdictions such as Norway, Denmark and Jersey have

adopted this type of FIU model.?**

Evaluating the four FIU models

zz: Namely the FIU often has limited powers for gathering evidence, ibid.
Ibid.
26 The Egmont Group Annual Report (June 2009 — July 2010)" (n 127) 17.
27 Andrew Clark and Matthew Russell (n 119) 126.
2% Ipid.
29 International Monetary Fund Handbook (n 118) 17.
219 Andrew Clark and Matthew Russell (n 119) 126.
21! International Monetary Fund Handbook (n 118) 17.
It is worth noting that 80 member states of the Egmont Group have adopted the administrative FIU model,
whilst 28 member states have adopted the law enforcement FIU model. In addition, 8 member states have
adopted the hybrid FIU model and just 4 member states have adopted the judicial/prosecutorial FIU model.
See 'The Egmont Group Annual Report (June 2009 — July 2010)' (n 127) 18.
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The administrative model is the most popular model in the world**? due to two main
reasons. Firstly, the FIU is considered a separate agency from the LEAS in a country,
which means that it acts as a link between the reporting entities and the LEAS when
dealing with the STRs. There is no direct communication between the reporting entities
and the LEAs within this model since the FIU undertakes this communication. Secondly,
there is flexibility when it comes to communication with foreign FIUs. Under the
administrative FIU model, information about STRs can be exchanged with a foreign FIU
without too many restrictions. Exchange of information means requesting and providing
information. Nevertheless, this model suffers from problems when it comes to the
effectiveness of the AML and analysing STRs in particular. The FIU does not have a
wide range of powers to increase the quality of its analytical function. For example, it has
limited access to the data/information to deal with a STR and cannot freeze suspected

transactions and this can possible delay that proper action is taken.?*?

More importantly,
the FIU suffers from a lack of independence since it is often subjected to the supervision
of political authorities or its analytical function is influenced by those who are outside the
FIU.2 This last aspect negatively affects the core functions of the FIU since analysing
STRs must be confined to those, who are working within the FIU and are specialised and

experts in the field of AML.

In contrast, the FIU law enforcement model, which is the second most popular model in
the world,?*® seems more effective in dealing with STRs than the previous model for two
main reasons. Firstly, the FIU takes decisions/actions much more quickly than the FIU
under the administrative model. The FIU can freeze suspected transactions®*® and
information can be quickly exchanged with the LEASs through a comprehensive network.

Secondly, the FIU plays a constructive role in increasing the quality of STRs, which are

212 The Egmont Group Annual Report (June 2009 — July 2010)" (n 127) 18.

23 As s the case with the UAE FIU, which does not have the power to freeze transactions, but the Central
Bank has this power, as analysed in subheading 5.1.2.3. of Chapter Five.

21 As in the case with the UAE FIU, where the vast majority of STRs were analysed by Central Bank
employees, who are located outside the UAE FIU, as critically analysed in subheading 5.2.2.2. of Chapter
Five and subsection 6.1.1. of Chapter Six.

1> The Egmont Group Annual Report (June 2009 — July 2010)' (n 127) 18.

2% As in the case of the UK FIU, which can freeze transactions, as analysed in subheading 8.1.2.2. of
Chapter Eight.
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submitted by the reporting entities®” and assists with the investigation and prosecution

conducted by the LEAs and prosecution office.?*®

However, this model has two problems. Firstly, the reporting entities are often reluctant
to submit all STRs to the FIU since there is no "buffer" between the reporting entities and
the LEAs. The FIU has law enforcement powers, i.e. can freeze particular transactions
and the reporting entities may fear that in some cases the STRs may not really be
involved in ML, so that their reputation can be negatively affected, especially if the
reporting entity was a bank. Secondly, the adoption of this model may be problematic in
countries, which follow a federal system. In these countries, there are two authorities,
namely the federal authority and the local authority, which deal with specific areas.?*®
The question therefore arises how the FIU can carry out its functions in areas, which do
not fall within the purview of the federal authority. In other words, if the FIU was
established within the federal system of a country, what will be the legal basis for the FIU
to receive STRs from reporting entities located in area (A), which is not governed by the
federal authority, but by the local authority? In addition, what is the legal basis for the
FIU to transmit the results of analysing STRs to the police/prosecution in area (A), which
has its own police and judicial system? This means that more than one FIU would have to
be established within the country and this violates FATF Recommendation 29, which
requires that only one FIU is established as sole national agency, as further analysed in

the following subsection.

The judicial FIU model is the least favourable model in the world.??® This is due to
difficulties faced when exchanging information with foreign FIUs at the international
level. The judicial FIU model imposes restrictions on the exchange of information with
foreign FIUs and this is also why only a few countries have adopted this model. In
addition, this model is difficult to implement in countries with a federal system, as

analysed above.

27 As in the case of the UK FIU, which provides general/specific feedback to the reporting entities, as
evaluated in subsection 9.1.3. of Chapter Nine.

218 As in the case with the UK FIU, which will be evaluated in subsection 9.1.2. of Chapter Nine.

% For instance, in the UAE, there are some cities, which have their own judicial and police system and are
not governed by the federal system, see subheading 6.1.3. of Chapter Six.

220 The Egmont Group Annual Report (June 2009 — July 2010)' (n 127) 18.
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As a result, there are core functions, which a FIU must fulfil when dealing with STRs,
namely receiving, analysing and disseminating, regardless of its particular model. In
addition, there is no one particular model that is optimal for every time and place. The
choice of a FIU model depends on several factors and which depend on the political,
legal and judicial system of a country. Furthermore, a particular model may be suitable

for some time, but then a different model may be more appropriate.

The following subsection critically evaluates the international requirements, which a FIU
has to discharge. It also assesses whether FATF Recommendation 29 sufficiently
addresses the duties, which a FIU has to fulfil when dealing with STRs.

4.2.2. Examining the functions of the FIU within the FATF Recommendations

The initial 1990 FATF Recommendations and their very first revision in 1996 did not
explicitly mention the term "FIU." Instead, it was only mentioned that financial
institutions have to report any suspicious transaction to the "competent authorities."
Moreover, the term "competent authorities” was not given a definition by the 1990, the
1996 or even the 2003 FATF Recommendations. This opened the door to a host of
interpretations, including to any other government entity specialised in receiving
suspicious transactions about ML from financial entities.?”> However, the General
Glossary of the 2012 revision provides a clear definition of the term to include the FIU,
authorities that have the function of investigating and prosecuting ML and authorities that
have AML supervisory responsibilities aimed at ensuring compliance by financial

institutions with AML requirements.???

22! International Monetary Fund Handbook (n 118) 17.

Furthermore, in the context of issuing the 2001 FATF Special Recommendations, the Special
Recommendation IV extended the authority of the "competent authorities” from receiving suspicious
transactions on ML to receiving suspicious transactions on TF.

?22 The General Glossary provides that the term "Competent authorities” refers to "... all public authorities
with designated responsibilities for combating money laundering and/or terrorist financing. In particular,
this includes the FIU; the authorities that have the function of investigating and/or prosecuting money
laundering, associated predicate offences and terrorist financing, and seizing/freezing and confiscating
criminal assets; authorities receiving reports on cross-border transportation of currency & BNIs; and
authorities that have AML/CFT supervisory or monitoring responsibilities aimed at ensuring compliance by
financial institutions and DNFBPs with AML/CFT requirements. SRBs are not to be regarded as a
competent authorities.” the General Glossary to the Forty Recommendations (n 42).
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4.2.2.1. The situation under the 2003 FATF Recommendations

The term "FIU™ was explicitly mentioned for the very first time in the 2003 revision of
FATF Recommendation 26.%* A domestic FIU is the sole entity, which is specialised in
receiving, analysing and then disseminating the files of STRs to the competent authority
for further investigations or prosecution. The Recommendation also adopted the Egmont
Group's definition in relation to the FIU.?** For the FIU to properly perform its core
functions, especially analysing the STRs, the Recommendation required that a FIU
should be legally authorised to access, directly or indirectly, financial, administrative and
law enforcement information. This access should be on a "timely basis." The term
"timely basis" requires that the country ensures that there is a link, directly or indirectly,

between its competent authorities, including the FIU.?*

The Recommendation briefly referred to the core functions of a FIU which are receiving,
analysing and disseminating the STR, but without explaining the meaning of each

226 \vere not

function. When Recommendation 26 was prepared, the four types of FIUs
considered. Equally, the Interpretative Note to the Recommendation 26 did not add any

useful elements in this regard.”*’

The methodology emphasises the following constituent elements for the FIUs:

22 Recommendation 26 of the 2003 revision mentioned the term "FIU" and its authorities in relation to
STRs on ML and stated that:

'‘Countries should establish a FIU that serves as a national centre for the receiving (and, as permitted,
requesting), analysis and dissemination of STR and other information regarding potential money laundering
or terrorist financing. The FIU should have access, directly or indirectly, on a timely basis to the financial,
administrative and law enforcement information that it requires to properly undertake its functions,
including the analysis of STR.

224 (N 126).

25 An electronic link between the entities is therefore essential.

226 See subheading 4.2.1.3 above.

27 The Interpretative Note to the FATF Recommendation 26 (the 2003 FATF Recommendations revision)
only stated that:

'Where a country has created a FIU, it should consider applying for membership in the Egmont Group.
Countries should have regard to the Egmont Group Statement of Purpose, and its Principles for Information
Exchange between Financial Intelligence Units for Money Laundering Cases. These documents set out
important guidance concerning the role and functions of FIUs, and the mechanisms for exchanging
information between FIU.'

The Interpretative Note only emphasised the international cooperation aspects, for example the "Egmont
Group Statement of Purpose" and information exchange between the FIUs. The Interpretative Note did not
add any useful information about the core or additional FIU functions or the types of the FIUs.
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1. The creation of the FIU could be either within an existing authority??® or as an

independent national entity. In both cases, the functions of the FIU must be

independent®?®

in order to avoid any unjustified interference in its functions.

2. The reporting entities should be provided with guidance,?®° for example about the
procedures pertaining to the transmission of STRs to the FIU and details about
specific reporting forms. Guidance can be either provided by the FIU or by
another competent authority of the country.

3. The FIU itself or via the competent authority in a country should posses legal
powers to gather additional information about specific STRs from the concerned
reporting entity in order to properly perform its functions.?*

4. Information about its activities, such as statistics, trends and typologies, should be

periodically released and made publically available by the F1U.?*?

These elements have been set out in the FIU methodology; however the methodology
does not provide any useful information about the types of FIUs or their core/additional
functions. Non-core functions, such as conducting research and providing feedback to the
reporting entities, are essential and not less important than the core functions. This is
because these functions increase the quality of the STRs, which are being submitted by

the reporting entities and thereby assist the FIU to amend/revise its future strategy.

4.2.2.2. The situation under the 2012 FATF Recommendations’ revision

The 2012 FATF Recommendation 29 replaced the 2003 FATF Recommendation 26.
Prior to examining the revised Recommendation and its Interpretative Note, it is crucial
to briefly make recourse to the relevant 2012 Recommendations, which are directly or
indirectly related to the FIUs or the STRs.

8 As is the case in the UAE where the FIU is within the Central Bank. This will be critically analysed in
subsection 5.2.2. of Chapter Five.
22 FATF Reference Document, ‘Methodology for assessing technical compliance with the FATF
2Fggzcommendations and the Effectiveness of AML/CFT systems’ (n 106) 74.

Ibid 80.
21 The FIU should have "... authority and capacity to carry out its functions freely, including the
autonomous decision to analyse, request and/or forward or disseminate specific information." FATF
Reference Document, ‘Methodology for assessing technical compliance with the FATF Recommendations
and the Effectiveness of AML/CFT systems’ (n 106) 74.
232 ‘Methodology for Assessing Compliance with the FATF 40 Recommendations and FATF 9 Special
Recommendations’ (n 106) 34.
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In addition to the FATF Recommendations 9, 18, 20 and 21,%** the competent authorities
of a country are required to maintain inclusive records and statistics about their own
works?** for the purpose of periodically gauging their own work and to generally measure
the effectiveness of the national AML system.”®® The national FIU is also required to
keep comprehensive statistics about received and disseminated STRs. This is crucial in
order to evaluate the effectiveness of the functions of the FIU when dealing with STRs
received from the reporting entities. In addition, the competent authorities of a country

238 in order to

are required to provide entities with guidelines and feedback about STRs
assist the reporting entities to improve the national measures, which have been adopted to

counteract ML.

The provided guidelines and feedback could spell out supplementary procedures, which
assist the reporting entities in implementing AML measures more effectively or could
describe methods or techniques, which can be employed to combat ML. General or

specific case feedback should also be given.?*” Obviously, the national FIU is best placed

233 Which have been discussed in the first section of the current Chapter.
FATF Recommendations 32 and its Interpretative Note require all countries to adopt a “declaration system”
and/or “disclosure system” in order to address three issues, namely 1) detect physical cross-border
transportation of currency and BNIs, 2) prevent, restrain, or confiscate currency and BNIs in suspicious
cases which are associated with ML and 3) stop or restrain currency or BNIs in cases of false declaration or
disclosure and impose appropriate sanctions in these cases. Moreover, according to the Glossary of specific
terms, false declaration means: “a misrepresentation of the value of currency or BNIs being transported, or
a misrepresentation of other relevant data which is required for submission in the declaration or otherwise
requested by the authorities. This includes failing to make a declaration as required”, and false disclosure
means: “a misrepresentation of the value of currency or BNIs being transported, or a misrepresentation of
other relevant data which is asked for upon request in the disclosure or otherwise requested by the
authorities. This includes failing to make a disclosure as required.”
The term “declaration system” means that any person has to submit a truthful declaration to the designated
competent authorities if he/she made a physical cross-border transportation of currency or BNIs of a value,
which is over the maximum threshold of USD/EUR 15,000. The “disclosure system” means that a traveller
is obliged to give the authorities a truthful answer when being request to do so. The declaration could be
either in through a written system or an oral system. The written system could apply to all travelers or to
travelers who carry an amount of currency or BNIs, which exceed the threshold. See the Interpretative Note
to FATF Recommendation 32.
24 For example statistics about ML investigations and convictions. FATF Recommendation 33.
%5 Ann-cheong Pang (n 54) 95.
2% EATF Recommendation 34.
7 General feedback may comprise:

1- Clear ML activity cases

2- The numbers of STRs in relation to ML and the results of analysing the STRs, for example, what

total percentage of STRs were received in a year and how many have been disseminated to the
competent authority for investigation or prosecution.

3-  Current trends, techniques and patterns in relation to ML.

Specific or case by case feedback could encompass:
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to provide this type of feedback since it has got comprehensive knowledge and keeps
statistics about STRs, which it has received from the reporting entities.”®® Hence,
Recommendation 34 directly addresses national FIUs. Indeed, the FIU providing
feedback to the reporting entities can be considered the fourth core function of the FIU
since this increases the quality of the STR. This, in turn, also improves the analytical
function of the FIU.

FIUs or any other competent authorities cannot properly perform their tasks unless they
have adequate human, financial and technical resources. The employees should also
possess a high degree of integrity. Each country is thus responsible for providing its
competent authorities, including the FIU, with resources and employing the right kinds of
employees. A country is also responsible for putting in place efficient procedures and
mechanisms to ensure that a high level of cooperation and co-ordination exists amongst
its own domestic authorities.?®® Hence, the FIU, LEAs and the reporting entities are
working together in the same field and for one purpose, namely to prevent and detect
ML. Apart from domestic cooperation, cooperation has to also exist at the international
level, particularly when it comes to the exchange of information about STRs on ML with

foreign F1Us.*

As mentioned above, the 2003 FATF Recommendation 26 and its Interpretative Note did

not provide any in-depth details about the core functions of a FIU, but instead noted its

1-  The result of analysing individual STRs and the decisions of the FIU on whether to disseminate it
to the competent authority or the decision that there was no suspicious ML activity involved in the
particular transaction.

2- Illustrating any deficiencies about the reported STR.

See FATF Reference Document, 'Methodology for Assessing Compliance with the FATF 40
Recommendations and the FATF 9 Special Recommendations' (n 106) 33.

2% paul Allan Schott (n 134) V11-23.

29 EATF Recommendation 2.

#0 EATF Recommendation 40.

At the international level, the methodology adds that national FIUs should be legally entitled on behalf of
foreign FIUs to undertake the following tasks:

1- Search its own databases, notably information about STRs.

2- With direct or indirect access, search other databases, such as public databases, law enforcement
databases and commercially available databases.

FATF Reference Document, 'Methodology for Assessing Compliance with the FATF 40 Recommendations
and the FATF 9 Special Recommendations' (n 106) 46.

See also FATF Reference Document, ‘Methodology for assessing technical compliance with the FATF
Recommendations and the Effectiveness of AML/CFT systems’ (n 106) 86-89.
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functions in broad terms.”** There was no reference to the types of FIUs, either in
Recommendation 26 or its Interpretative Note. The Recommendation has been revised
and replaced by the 2012 FATF Recommendation 29 due to its lack in clarity. The

Recommendation now provides that:

'Countries should establish a financial intelligence unit (FIU) that serves as a
national centre for the receipt and analysis of: (a) suspicious transaction reports;
and (b) other information relevant to money laundering, associated predicate
offences and terrorist financing, and for the dissemination of the results of that
analysis. The FIU should be able to obtain additional information from reporting
entities, and should have access on a timely basis to the financial, administrative
and law enforcement information that it requires to undertake its functions
properly.?*?

When comparing the aforementioned Recommendation with the 2003 FATF
Recommendation 26, it can be clearly noted that Recommendation 29 has been
formulated more accurately. It explains that the three core functions of a FIU which are
receiving STRs on ML and associated predicate offences, analysing them and then
disseminating the results of the analysis. Moreover, it explicitly stresses that a FIU has to
possess powers, which enable it to legally obtain additional information about specific
STR from the concerned reporting entity, in order to properly carry on its functions.
However, neither the FATF Recommendation 29, nor its Interpretative Note explicitly
requires that the FIU stores all STRs, which have ever been received from the reporting
entities. In practice, the FIUs do store STRs, but the international standards should
explicitly require national FIUs to store all STRs. This procedure is crucial and assists the
FIU to discharge its analytical function, as it can extract results from previous STRs and
this can assist in establishing a causal relationship between an existing STR and previous
STRs and thus identify a money launderer through a specific STR or highlight a common
ML pattern in relation to particular STRs, which in turn can help with the promulgation
of more robust requirements for the reporting entities in relation to specific

transactions.?*® Therefore, the FATF Recommendation 29 and its Interpretative Notes

! |nternational Monetary Fund Handbook (n 118) 91.

2 EATF Recommendation 29.

3 1t is worth noting that the CCA 2013 explicitly requires the NCA to store STRs received from the
reporting entities, as analysed in subsection 9.1.2. of Chapter Nine. This is unlike the UAE AML system,
which does not require that the AMLSCU stores the STRs, see p 144.
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should be amended to require a FIU to store all STRs. Moreover, the Recommendation
29 should stress the role of a FIU to participate in improving national AML controls and

regulations where the FIU is the best place in doing so, as it analyses all STRs.
The Interpretative Note to FATF Recommendation 29

More importantly, the Interpretative Note to the Recommendation provides a
comprehensive explanation and clarifies the role of the FIU from different

perspectives.?*

Firstly, it stresses that Recommendation 29 equally applies to all FIUs in the world,

irrespective of their models®*

and also emphasises that in all cases, its operation has to be
independent and autonomous. A FIU has to be free from any unjustified
interference/influence whether it is political, governmental, or industrial in order to avoid
prejudicing its operational independence.?*® This is essential in order to ensure that the
FIU carries out its functions, especially its analytical function, without being influenced

by the government or politics.

Secondly, the Interpretative Note illustrates the core functions of FIU. In addition to
receiving all STRs, under the national legislation, a FIU has to be the national agency for
receiving other types of information, such as Cash Transaction Reports (CTRs) and the
declarations/disclosure system. After receiving STRs and other required information, a
FIU must analyse the reports and this function consists of “Operational and Strategic
Analysis”,**" although the Interpretative Note makes no reference to the term “Tactical
Analysis.”**® This is maybe due to the fact that FATF Recommendation 29 explicitly
grants an authority to the FIU to require additional information in the course of analysing
STRs. However, the term "Tactical Analysis" should be included explicitly in the
Recommendation, and should be emphasised since this type of analysis is the core
element of the analytical function. The analytical function fulfils a vital role since

through carrying out this function; the FIU decides whether to disseminate a STR file and

4 Interpretative Note to FATF Recommendation 29, see appendix 1.
3 For the models of a FIU, see subheading 4.2.1.3. above.

8 |nterpretative Note to FATF Recommendation 29.

7 See part B of subheading 4.2.1.2. above.

28 Ibid.
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the results of an analysis to the competent authority “spontaneous dissemination” or
not.?*® The FIU should also be able to provide, upon request, all information, which is

held by it, to the requesting competent authority.**

Thirdly, in order to undertake its proper analysis, the Interpretative Note explains that the
FIU must possess legal authority to obtain additional information from all reporting
entities and must be able to access information from other sources, for example public
sources or information, which is held by other authorities.”®! Besides these powers,
security and confidentiality rules should be in place, which govern and control the FIU
and the information, which is held by it, its usage, and storage and transmission

252

procedures.”>* FIU’s staff must be aware of their responsibilities when dealing with such

sensitive information.

Fourthly, the employees of the FIU must display high professional standards, should
possess adequate qualifications, integrity and the necessary skills, so that the functions
and responsibilities of the FIU can be properly discharged.?®® This is particularly
important since the FIU is the sole national agency specialised in receiving, analysing and

disseminating STRs and other systems such as CTRs.?**

Lastly, it is suggested that countries should assess the possibility and utility of adopting a
CTRs system. Under such a system, banks and other financial institutions, which are
situated in a particular country, have to report any cash transaction, whether nominated in
domestic or international currency if they are in excess of a fixed amount. Countries are
not obliged to adopt this reporting system, but the Interpretative Note suggests that
countries should evaluate the feasibility of adopting such a system. Dependent on the

countries’ own conditions, each country has the right to set its reporting threshold. For

29 If it is concluded that there is no ML activity suspicion involved in the particular STR.
20 EATF Recommendation 31.
#! This is unlike the AMLSCU in the UAE, which does not have legal authority to request additional
information, as critically analysed in subheading 5.2.2.1. of the following Chapter and section 6.2. of
Chapter Six.
zzz Interpretative Note to FATF Recommendation 29.

Ibid.
% 1n addition, the Interpretative Note emphasises the importance of international cooperation, for example
the "Egmont Group Statement of Purpose” and also the information exchange between FIUs at the
international level. The Interpretative Notes also call FIUs to apply for membership in the Egmont Group.

106



example if a country adopts 20,000 as reporting (20,000) threshold, this means that the
concerned bank or financial institution has to report any cash transaction in excess of this
amount to the national central agency in that country. However, other cash transactions
could also be subjected to the reporting system, even if they are below the reporting
threshold. For example, if the amount of the cash transaction is 19,900, the transaction
can still be subjected to the reporting system since it may be likely that the client is trying

to escape from the reporting conditions or a transaction has been divided.?*®

4.3. Conclusion

There is no one particular model, which is optimal for all times and places. The choice of
the FIU model depends on several factors, which depend on the situation of a country, i.e.
the political, legal and judicial system. A particular model could be suitable for a country
for a specific period of time, but may no longer be suitable when circumstances change.
However, irrespective of the model, the FIU has to fulfil certain core functions when

dealing with STRs, namely receiving, analysing and disseminating.

The FATF Recommendations are of paramount importance, so that a FIU can counteract
ML. The 2003 FATF Recommendation 26 has been replaced by the 2012 FATF
Recommendation 29, which further illustrates and explains the core functions of a FIU,
its responsibilities, duties and powers concerning combating ML. This was necessary
since the FIU in any country plays such a vital role in counteracting this type of crime
because it analyses STRs on ML and thereby filters STRs and other reporting systems,
such as CTRs received from reporting entities. Since, upon the analytical function, a FIU
decides whether to disseminate a STR file and the results of analysis to the competent

authority “spontaneous dissemination” or not.

Thus, the FATF Recommendations, especially Recommendations 29 and its
Interpretative Note, have given great attention to the FIU and its core functions and
responsibilities in counteracting ML. They have further illustrated the analytical function
and that it also comprises operational and strategic analysis. The Interpretative Note to

Recommendation 29 does not employ the term “Tactical analysis,” although it stresses

25 paul Allan Schott (n 134) VI1-24 & VI-25.
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that the FIU must have legal authority to obtain additional information from all reporting
entities and to access information from other sources, such as public sources and
information held by other authorities. The term "tactical analysis™ should be explicitly
included in the Recommendation and it should be emphasised that this type of analysis
constitutes the core element of the analytical function. In addition, neither the FATF
Recommendation 29, nor its Interpretative Note explicitly requires the FIU to store all
STRs, which have ever been received from the reporting entities. However, the
Recommendation should explicitly require this, as this enhances the FIUs analytical

function.

Moreover, Recommendation 34 requires the competent authority, notably FIUs, to
provide feedback and guidelines to reporting entities with a view to increasing their
effective role in combating ML. The FIU should further furnish entities with practical
information about how to avoid sending any deficient STRs in the future since it is
ideally placed to provide such feedback. As mentioned in Recommendation 29, a FIU is a
"national centre," which assists the government with combating ML. One of the FIU’s
contributions, in AML at the national level, is to provide reporting entities with valuable
feedback in order to assist them in conducting their functions, especially ensuring that
STRs are transmitted without any deficiencies. The functions of the reporting entities

would not be further developed if there is no such feedback loop.

On the other hand, neither the FATF Recommendations nor their Interpretative Notes set
out or explain other noncore functions of a FIU, for example conducting research, despite
the fact that these noncore functions can also play an important role when it comes to
counteracting ML and are therefore of no less importance than the core functions. These
functions can also assist a FIU with developing its own core functions. Furthermore,
despite the FATF Recommendations and their Interpretative Note emphasising that
financial institutions have to provide ongoing training programmes for their

256

employees,”” the FATF Recommendations or in their Interpretative Note contain no

provisions about this. However, a regular training programme for staff of the FIU

8 |nterpretative Note to FATF Recommendation 18.
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constitutes one of the most crucial elements in increasing the quality and to ensure that

tasks are properly carried out.

After having examined the FIU in terms of its nature, types, aims and functions in
relation to the fight against ML from perspective of international requirements, are the
UAE FIU current powers sufficient to enable it to deal with STRs efficiently? What are
the negative aspects in relation to its current functions? These are the questions, which

will be analysed in the following two Chapters.
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Chapter 5. The emergence of the UAE FIU in counteracting ML

Introduction

This Chapter focuses on how the legal system of the UAE combats ML. The purpose of
this Chapter is to particularly evaluate the role, which the UAE’s FIU plays in fighting
ML through dealing with STRs received from the reporting entities. The powers granted
to it are also critically assessed. This requires discussing the current legislative
framework in the UAE, which exists to combat ML. The present Chapter thus consists of
two major sections. The first section examines the UAE's legal system in relation to
counteracting ML. In this section, the requirements, which are imposed on banks and
other reporting entities, in respect of detecting and preventing ML, are evaluated. These
requirements are set out in regulations and circulars, which are issued by the supervisory
and regulatory authorities, for instance the Central Bank. However, some of these
requirements are still vague, for instance the meaning of CDD. The section also critically
analyses the different ML definitions in the FLMLC 2002 and the CBR and the practical
consequences of having different definitions for ML.

The second section focuses on the role which the UAE FIU plays in the fight against ML
and its powers to achieve this objective. Its core and non-core functions are critically
evaluated and it is examined how independent the FIU is and the relationship which it has
with the reporting entities and the LEAs. More importantly, the section critically analyses
the difference between the FLMLC 2002, which adopts a subjective basis, and the CBR,
which adopts an objective basis, to trigger the duty to submit a STR and the serious legal
consequences this has.

The reason for starting the Chapter with the regulations and circulars is that the
obligations, contained in such regulations and circulars, have to be taken into account by
banks and other financial institutions before STRs are submitted to the UAE FIU. The
implementation of these obligations by financial institutions assists them in making right
decisions in relation to the submission of STRs to the UAE FIU. In other words,
compliance with the STRs regime under the FLMLC 2002 necessarily firstly entails

adopting the relevant obligations under such regulations and circulars.
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5.1. How the legal system of the UAE combats ML

This section is divided into two subsections. The first subsection discusses which
regulations and circulars are promulgated by the Central Bank and other relevant public
authorities in order to spell out important functions and duties of financial institutions and
other entities in order to combat ML. The second subsection analyses the principal
offences of ML and the duties which public authorities have to discharge in order to
counteract ML and which are set out in the FLMLC 2002.

5.1.1. UAE's regulations and circulars
5.1.1.1. General background

The banking industry in the UAE is supervised by the UAE Central Bank which plays a
vital role. Quality standards for the UAE banking sector have been developed through
supervision? by the Central Bank. The Central Bank itself was established in 1980
pursuant to Union Law No. 10 of 1980 Concerning the Central Bank, the Monetary

System and Organisation of Banking.® The main office is based in Abu Dhabi, but there

1t is important to stress that prior to enacting the FLMLC 2002, the UAE Penal Code 1987 contains an
Avrticle which possibly criminalises ML activities. Article 407 provides that:

"‘Whoever acquires or conceals property derived from crime, with full awareness of that, without necessarily
being involved in its commitment, shall be subject to the penalty assigned for that crime, from which he
knows the property has emanated.

In case the perpetrator is not aware that the property is derived from a crime, but has acquired it in
circumstances, which indicate its unlawful sources, the penalty would then be imprisonment for a period
not exceeding six months and a fine not exceeding 5,000 AED or either of the two penalties.'

It can be clearly seen that the term "ML" was not explicitly mentioned in the text of the Article,
nevertheless, the first paragraph of the Article could be understood as criminalising ML because it contains
broad terms, such as "property derived from crime". Moreover, the Article covers two forms of ML which
are possession and concealment of criminal property and does not cover other forms, such as disguising or
transferring property. More importantly, prior to enacting the FLMLC 2002, no ML case had been
transferred to the court under this Article. Nevertheless, a number of cases have been referred to the court
in other circumstances. For example, the first paragraph of the Article was evoked where the perpetrator
concealed a mobile phone which was acquired from theft by another perpetrator; whilst the second
paragraph was applied in the case of a person buying a very cheap mobile phone from another person.

See Hani Ghattas, ‘United Arab Emirates’ in Mark Simpson, Nicole Smith and Arun Srivastava (eds),
International Guide to Money Laundering Law and Practice (Third Edition, Bloomsbury Professional
2010), 1049 at 1050.

2 Ashruff Jamall, ‘Gulf Cooperation Council’ in Andrew Clark and Peter Burrell (eds), A Practitioner's
Guide to International Money Laundering Law and Regulation (City & Financial Publishing 2003), 665 at
722.

® The Union Law No. 10 of 1980 is available on the UAE Central Bank website at:
www.centralbank.ae/en/index.php (accessed on 30" January 2014).
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are also five further branches in five cities.* The Central Bank is divided into three main

sections: Banking Operations, Accounts and Administrative Affairs.’

The financial sector in the UAE is divided into entities operating in the domestic market
and entities licensed to carry out business in the financial free zone located in the Dubai
International Financial Centre (DIFC)® and Dubai Multi Commodities Centre (DMCC);’
however, the FLMLC 2002 is applicable in the domestic sector, as well as in the financial
free zone.® The regulatory authorities are responsible for supervision and compliance and
issue regulations, which have to be implemented by all affected stakeholders. The Central
Bank is responsible for banks, finance companies and money exchange bureaus in the
domestic sector, while the ESCA is responsible for security brokers. The Insurance
Authority is responsible for insurance companies, while the Dubai Financial Services

Authority (DFSA)® is responsible for financial services providers in the DIFC.*°

The UAE Central Bank is the main body, which issues policies and measures governing
AML and which supervises how the financial sector implements its polices and measures.
It is therefore responsible for overseeing the majority of the financial institutions in the
financial sector. Under Article 11 of the FLMLC 2002, authorities which deal with the

* Dubai, Sharjah, Ras Al Khaimah, Fujairah and Al Ain.

® The UAE’s Central Bank consists of seven departments, which are Banking Supervision and Examination
Department (BSED), Banking Operations, Research and Statistics, Administrative Affairs, Financial
Control, Treasury and Internal Audit. It also has seven sections, which are: IT, Personnel, Correspondent
Banking, Public Relations, General Secretariat and Legal Affairs, UAE SWITCH and the Governor's
Office Division. There are also the following seven units: the AMLSCU, IT Projects Unit, the Strategy
Unit, the Legislative Development Unit, the Banking and Monetary Statistics Unit, the Financial Stability
Unit and the Benchmarking Unit. The Central Bank has also got a further Risk Bureau. The BSED is
responsible for the integrity of the financial institutions, such as local banks, money exchange bureaus,
financial investment companies and financial consultancies, branches and representative offices of foreign
banks, brokers dealing in shares and financial instruments and finance companies. The AMLSCU will be
critically analysed in the second section of the current Chapter.

For further information about the organisation of the UAE Central Bank, its department and units, see
http://www.centralbank.ae/en/index.php?option=com_content&view=article&id=147&Itemid=109
(accessed on 30™ January 2014).

® See www.difc.ae (accessed on 4™ February 2014).

7 See www.dmcc.ae (accessed on 4™ February 2014).

& Under Article 3 (2) of Federal Law 8/2004 regarding the Financial Free Zones, all Federal Laws are
applicable in the Financial Free Zones except Federal Civil and Commercial Laws.

° See www.dfsa.ae (accessed on 4™ February 2014).

 "The United Arab Emirates Mutual Evaluation Report, Anti-Money Laundering and Combating the
Financing of Terrorism' as produced by the FATF on 20 June 2008, 10.
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"1 or "other financial, commercial and

licensing and supervision of "financial institutions
economic establishments"*? have to create appropriate mechanisms in order to ensure that

these institutions comply with AML rules and regulations and the requirements of STRs.

The next part deals with the regulations and circulars, which are issued by the Central
Bank and other relevant public authorities which have a licensing, supervisory or

regulatory character.

5.1.1.2. UAE CBR 24/2000 and its Addendum

As mentioned above, the Central Bank is the most important supervisory authority for
financial institutions in the UAE and ensures that financial institutions adhere to AML
controls.®® The most important regulation, which the Central Bank has issued to combat
ML, is the Regulation Concerning Procedures for AML No. 24 of 2000 (CBR 24/2000)"
and its Addendum 2922/2008.> Regulation 24/2000 was initially adopted in order to
implement the Forty FATF Recommendations into domestic law. The Addendum
2922/2008 was adopted in order to close certain loopholes, which had been identified in
the UAE MER on the its AML system™ and which criticised the AML controls in a
number of respects, for example, in relation to CDD and ECDD, the meaning of
beneficial ownership and the basis of STRs.}” The Addendum 2922/2008 contains
additional measures to counteract ML and also amends and adds a number of Articles to
Regulation 24/2000. The regulation is addressed to "all banks, money exchange bureaus,

finance companies and other financial institutions operating in the country, as well as

" The term "Financial Institutions" has been defined in Article 1 of the FLMLC 2002 as "Any bank,
financing company, money exchange house, a financial and monetary broker or any other establishment
licensed by the Central Bank whether publically or privately owned."

12 The term "other Financial, Commercial and Economic Establishments" has been defined in Article 1 of
the FLMLC 2002 as "Establishments licensed and supervised by agencies other than the Central Bank such
as insurance companies, bourses and others."

3 Graham Lovett and Charles Barwick, ‘United Arab Emirates’ in Wouter H. Muller, Christian H. Kalin
and John G. Goldsworth (eds), Anti-Money Laundering: International Law and Practice (John Wiley &
Sons Ltd, Chichester 2007), 643 at 650.

4 CBR 24/2000 was issued on 14/11/2000 and became effective on 01/12/2000. See appendix 2.

> Addendum 2922/2008 was issued on 17/06/2008 and entered into force with immediate effect. See
appendix 3.

' And CFT.

7 For more details about the criticism, see in general ‘The United Arab Emirates Mutual Evaluation Report,
Anti-Money Laundering and Combating the Financing of Terrorism' (n 10).
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"18 and which the Central Bank has licensed and

their Board Members and employees
supervises. The regulation is also applicable to "branches and subsidiaries of UAE
incorporated financial institutions operating within foreign jurisdictions which do not

apply any such procedures or fewer procedures."*?

Before the regulations and their various elements are examined, it is important to
understand how CBR 24/2000 defines ML since this definition will be later compared
with the ML definition in the FLMLC 2002. CBR 24/2000 defines ML as:

'Any transaction aimed at concealing/or changing the identity of illegally obtained
money, so that it appears to have originated from legitimate sources, where in fact
it has not.

This definition includes monies that are destined to finance terrorism or criminal
120
acts.

The regulation addresses four core aspects: CDD, record keeping, staff training and
STRs. The last element will be critically analysed in the second section, whilst the first

three elements are evaluated below.

A. CDD procedures

Regulation 24/2000 does not employ the term "CDD," but instead it appeared for the first
time in the Addendum 2922/2008, especially in Topic 2 in relation to ongoing due
diligence. More importantly, neither Regulation 24/2000 nor its Addendum 2922/2008
defines the term "CDD."?* Nevertheless, CDD procedures can be divided into two main
types under Regulation 24/2000%* and its Addendum 2922/2008, namely standard CDD
and ECDD procedures. There is also ongoing CDD.

1. Standard CDD procedures

'8 Article 2 of CBR 24/2000.

2 1bid.

%% Article 1 of CBR 24/2000.

2! The meaning of the term "CDD" will be further analysed in subsection 7.1.1. of Chapter Seven.

22 Circular No. 14/93 was issued by the Central Bank on 20/06/1993 and was directed to all banks in
relation to returned unpaid cheques, current accounts, saving accounts and call accounts. The Circular came
into force on 01/09/1993 and required all banks to obtain certain documents for accounts, but Regulation
24/2000 reinforces Circular 14/93 and expanded the scope of obligations in terms of the entities which
perform such obligations and added additional requirements. See appendix 4.
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These procedures apply to two fields: bank accounts and wire transfers.
Bank accounts

All banks have to obtain certain documents when opening an account for an individual,
legal persons and associations. Firstly, in order to open an account for an individual,
banks have to obtain documents which state the full name of the account holder, the place
of his/her work and his/her current address.?* Secondly, in order to open an account for a
legal person, the bank has to obtain the name and address from all account holders and
partners. The bank has to also permanently retain a copy of a valid trade license?* in the
bank’s records and has to obtain any copy of a new trade license and also register the
renewal date.” Lastly, in order to open an account for associations,? the bank cannot
open an account without obtaining an original certificate signed by the Minister of Social

Affairs, confirming the identities and permitting the association to open a bank account.?’

CBR 24/2000 was criticised by the UAE MER?® since the regulation did not explicitly
require that banks and other financial institutions had to identify the beneficial ownership

of companies or to understand the ownership and control structure of the customer. For

2 Banks also have to retain a copy of the individual’s passport, after physically checking the original
passport and a competent account opening officer has to initial the copy as being a "true copy of original.”
Article 3 (1) of CBR 24/2000.

% Trade license is a license granted to a legal person, by administrative authorities in the UAE, in order to
practice the commercial business. The Federal Law No. 18 of 1993 on Commercial Transactions governs
the requirements of such trade license and all aspects in relation to the commercial business.

% The bank has to also keep the names and addresses of shareholders whose shareholdings exceed five
percent the concerned company's shares in cases of the legal persons are public sharing companies. Article
3 (1) of CBR 24/2000.

% The term "Associations" has been clarified by CBR 24/2000 which means cooperative, charitable, social,
or professional societies.

27 Article 3 (2) of CBR 24/2000.

In addition, other financial institutions, under Article 3 (4) of CBR 24/2000, have to comply with all the
aforementioned obligations when they "receive money from their customers to manage in investment
accounts or from pooled investment accounts.” Article 3 (3) emphasises that all information about account
holders must be up to date and all banks have to know the account holder’s name, as stated in the passport
or in the trade license in case of a legal person. This is because banks are precluded from opening accounts
with assumed names or numbers: Article 4 of CBR 24/2000.

% "The United Arab Emirates Mutual Evaluation Report, Anti-Money Laundering and Combating the
Financing of Terrorism' (n 10) 61.
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that reason, the Addendum 2922/2008 requires all banks and other financial institutions

to carefully identify the ownership and control structure of all legal entities.*
Wire transfers

The term "wire transfer” was not explicitly included in the text of Regulation 24/2000,
but was mentioned for the very first time in Addendum 2922/2008. However, Regulation
24/2000 requires that banks carefully and systematically identify any person, who is a
non-account holder, and who wishes to pay by cash for transfers/drafts of 40,000 AED or
equivalent sums in other currencies®® or more. In such a case, identification means
obtaining the customer's name, full address of the beneficiary and physical checking of
the customer's actual identification. All information has to be also entered on a particular
form. The same requirements are applicable to money exchange bureaus in case the value
of the transaction reaches 2,000 AED®! or an equivalent sum in another currency or

more.*

This provision was criticised by the UAE MER because of the big gap between the
threshold for money exchange bureaus (2,000 AED)** and the threshold for banks
(40,000 AED).** The FATF requirement is considerably lower than the threshold for
banks. Hence, there is a big gap between the threshold for banks (40,000 AED which is
approximately $11,000 USD) and the FATF threshold requirement, which is $1,000

% Furthermore, any person has to show that he has got an appropriate legal authority in order to be able to
act on behalf of another person. Pursuant to Addendum 2922/2008, all banks and other financial institutions
have to recognise beneficial owners and have to obtain satisfactory evidence about the identity in respect of
companies, as well as in relation to businesses, which are opening accounts or which are transferring
money. Topic 1 of Addendum 2922/2008.

% Which is about £6,900.

1 Which is about £345.

% Article 5 (1) of CBR 24/2000.

In addition, the UAE Central Bank issued Notice No. 1815/2001 on 03/10/2001 in relation to outgoing
transfers. The Notice immediately requires all money exchange bureaus in the UAE to record details of
individuals and institutions who/which transfer an amount of 2,000 AED or more to complete a specific
form provided by the Central Bank. The details have to be confirmed through physically checking the
passport, the UAE ID Card for UAE Nationals, the Labour Card for non-UAE Nationals or the UAE
driving license. The phone number has to be also recorded. A copy of cheques or traveler cheque has to be
retained by the money exchange bureau in case of the transfer is made through one of them. See appendix
5.

% Which is about £345.

¥ Which is about £6,900.

‘The United Arab Emirates Mutual Evaluation Report, Anti-Money Laundering and Combating the
Financing of Terrorism' (n 10) 75.
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USD.®* For that reason, the threshold for banks has been reduced by Addendum
2922/2008 from 40,000 AED to 3,500 AED*® or any equivalent sum in another currency
or more in order to comply with the FATF requirement and to also reduce the gap
between the threshold amount for banks and the threshold amount for money exchange
bureaus. Moreover, the amendment resulted in two further important developments.
Firstly, the term "wire transfers” was mentioned for the very first time. Secondly, the
regulation requires banks and money exchange bureaus to have in place "effective risk
based procedures" in order to identify and handle the transfers in such cases®” in relation
to inward transfers, especially where the originator’s information in relation to the inward
transfers is insufficient. However, Addendum 2922/2008 does not clarify the meaning of
the term "effective risk based procedures™ and also does not provide any examples for

cases where there is a "lack in complete originator information."*®

2. ECDD procedures

Regulation 24/2000 alerted banks and other financial institutions to areas where they
could be vulnerable when it comes to ML activities, for example, cash transactions,
customer accounts, international banking and financial transactions,® nonetheless, the
Regulation 24/2000 did not mention the term "ECDD" and did not require that these

procedures had to be adopted.*® ECDD procedures have been mentioned in Addendum

* The 2012 FATF Recommendation 16 and its Interpretative Note replaced the 2001 FATF Special
Recommendation VII; however, the threshold has remained the same.

% Which is about £600.

%" Topic 3 of Addendum 2922/2008 which amended Avrticle 5 (1) of Regulation 24/2000. It should be noted
that the threshold for money exchange bureaus has remained 2,000 AED.

%8 A further obligation also requires banks and money exchange bureaus to complete a specific form,
namely form No. (CB9/9000/2) and to retain it in a special file in case of receipt of a transfer/draft which is
for 40,000 AED (Which is about £6,900) or more and is to be paid to a non-account holder in cash or in
travelers’ cheques. Article 5 (2) of CBR 24/2000.

However, all banks and money exchange bureaus are required to verify the identification of the customer
and have to adopt the above-mentioned procedures in case they suspect ML, even if the relevant amount is
less than 40,000 AED. Simplified CDD can only be adopted where the threshold is less than 3,500 AED
(Which is about £600) for banks and less than 2,000 AED (Which is about £345) for money exchange
bureaus. Banks and money exchange bureaus are then not required to adopt any of the above mentioned
requirements. Although Regulation 24/2000 and its Addendum 2922/2008 did not mention this for transfers
via banks, it has been impliedly mentioned for transfers in relation to money exchange bureaus.

The Central Bank Notice 1815/2001 stipulates that money exchange bureaus should provide the transferor
with a receipt if the amount of the transfer is less than 2,000 AED. (N 32).

% Articles 8-14 of CBR 24/2000.

“0 "The United Arab Emirates Mutual Evaluation Report, Anti-Money Laundering and Combating the
Financing of Terrorism' (n 10) 62.
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2922/2008 and thus have to be applied in relation to three specific fields, namely 1)
Foreign Politically Exposed Persons (FPEPs), 2) Correspondent banks and 3) Businesses

and individuals.
FPEPs

In addition to standard CDD procedures, all banks and other financial institutions have to
obtain written approval from senior management in cases where they open accounts for
FPEPs.*' Under Addendum 2922/2008, any Senior Official, who works in the executive,
legislative, administrative, military, or judicial branches of a foreign government will be
considered a FPEP, as well as his/her "immediate family members” and "close
associates."*? However, the Addendum 2922/2008 does not provide a definition or spell
out its constituent elements, neither does it define the term “immediate family members,"

n43

nor the term "close associates™™ and this leads to uncertainties for banks and other

financial institutions.
Correspondent banks

Apart from standard CDD, banks and other financial institutions are obliged to fulfil two
main commitments when any of them enters into a cross-border correspondent banking
relationship.** Firstly, before entering into any such relationship, they have to obtain
approval from senior management of the concerned financial institution. This approval
has to be in writing. Secondly, they have to conduct research, from publically available
information, about the status of the concerned correspondent bank, such as its reputation,
business and quality of supervision that it is subject to and whether it has been subjected

to any ML or TF investigation.*

*! This obligation necessitates that the financial institutions have controls in place in order to be able to
recognise whether an existing customer, the beneficial owner, or even a potential customer is a FPEP.

“2 Topic 4 (a) of Addendum 2922/2008.

*¥ While the MLRs 2007 of the UK contain a clear definition and state the components for those two terms,
see (n 52) of Chapter Seven.

“ Nevertheless, no obligation was imposed on banks and other financial institutions in the UAE in this
regard. Moreover, Regulation 24/2000 did not mention the term "correspondent banks". See "The United
Arab Emirates Mutual Evaluation Report, Anti-Money Laundering and Combating the Financing of
Terrorism' (n 10) 62.

*® hanks and other financial institutions are further required to pay great attention in cases where the
correspondent bank has got its headquarters in a country which is reported to be involved in high level
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Businesses and individuals

Banks and other financial institutions are required to apply ECDD in relation to specific
businesses and individuals, namely 1) private banking customers, 2) non-resident account
holders, 3) dealers in luxury merchandise, 4) dealers in precious metals and stones, 5)
dealers in real estate and 6) auction houses.** No specific/enhanced measures are
contained in the regulation in relation to the aforementioned cases. Instead, the regulation
stipulates that "more strict CDD procedures™*’ have to be applied, however, without
clarifying which procedures. The regulation should impose strict procedures and also
apply them in the aforementioned cases since without clarifying these procedures, this

requirement is useless.
3. Ongoing CDD

The Regulation 24/2000 does not state that banks have got a duty to undertake ongoing
CDD and have to adopt appropriate procedures. The Regulation also does not require
banks and other financial institutions to obtain information about the intended nature of
the business relationship at the beginning of the relationship.*® Nevertheless, Addendum
2922/2008 reformed this area and all banks and other financial institutions are now
required to obtain information in cases of doubt and they also have to adopt ongoing
CDD to maintain the business relationship. Moreover, all banks have to identify the
purpose and the intended nature of the business relationship from the outset when the
banker-customer relationship commences.”® In addition, Addendum 2922/2008 briefly
defines ongoing CDD as "another round of CDD procedures should be undertaken."® As

mentioned above, although the term "CDD" is mentioned for the very first time in

public corruption or criminal activities, such as drug trafficking. In addition, banks and other financial
institutions in the UAE are required to have adequate internal controls in place to appreciate and identify
the purpose behind opening an account, the concerned correspondent bank's ownership and its management
structure and customers and third parties who are going to use the account. Institutions have to also observe
transactions which are conducted via the account. Topic 4 (b) of Addendum 2922/2008.
*® Topic 4 (c) of Addendum 2922/2008.
7 Ibid.
*® "The United Arab Emirates Mutual Evaluation Report, Anti-Money Laundering and Combating the
Financing of Terrorism' (n 10) 61.
* Topic 2 of Addendum 2922/2008, and banks are required to also conduct CDD procedures for which
?Oave been opened prior to the issuing of CBR 24/2000 on 14/11/2000.

Ibid.
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Addendum 2922/2008, there is no clear definition and the constituent elements of the
term are also not clarified.>® Indeed, without the term and its constituent elements being
defined, there is disparity amongst the reporting entities about how to adopt measures to
prevent and detect ML.

B. Record and file keeping

The main reason for the requirement of record and file keeping is to ensure that the basic
information about account holder can be provided by banks and other financial
institutions in case these are requested by the competent authorities,* such as the UAE
FIU. Banks and financial institutions are thus required to establish a system for file
keeping, so that they can respond without delay to the request from the relevant
authorities. Accordingly, all correspondence, statements and notes about transactions

should be kept in special files.”®

C. Staff training

The "compliance officer">*

in a bank or any other financial institution is the person who
is responsible for training employees who handle cash, supervise accounts or prepare
reports or are dealing with any aspects relating to ML.> The Central Bank is the entity,

which is responsible for directing banks and other financial institutions in relation to

' Banks and other financial institutions are also precluded from entering directly or indirectly into
relationships with "shell banks and companies.” Pursuant to topic 5 of Addendum 2922/2008, the term
means that such institutions have no physical presence, although Regulation 24/2000 does not mention the
prohibition. See "The United Arab Emirates Mutual Evaluation Report, Anti-Money Laundering and
Combating the Financing of Terrorism' (n 10) 88.

%2 Article 18 (1) of CBR 24/2000.

%% Article 18 (2) of CBR 24/2000.

The regulation also requires, under Article 19 of CBR 24/2000, that other information is maintained, such
as a copy of the passport of the individual, a copy of the trade license for institutions, information about the
origin of funds for money transfers, the destination of funds for transfers via accounts and information
about whether funds are deposited or withdrawn by cash or cheques. All of these records have to be
maintained and made available to the Central Bank investigators at least for five years and documents,
which are required to open accounts, have to also be kept for five years after the account is closed. Article
22 of CBR 24/2000.

** See subheading 5.2.1.1. below. "Compliance officer" is responsible for STRs in banks and other financial
institutions. This is equivalent to the "nominated officer”, who is responsible for SARs in banks and other
financial institutions in the UK.

% Article 17 of CBR 24/2000.
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training methods concerning counteracting ML. It also runs workshops for employees of

banks and other financial institutions.>®

A bank or any other financial institution will be penalised in case it fails to comply with
any or all of the obligations and requirements mentioned above.*” Although, Addendum
2922/2008 does not clarify such sanctions or penalties, but just provides that such
penalties are “in accordance with the prevailing laws and regulations."*® There are no
sanctions or financial penalties in cases where reporting entities, such as banks, fail to
comply with the aforementioned requirements. This renders the requirements useless in
practice since the reporting entities are aware that there are no sanctions when they do not

adhere to the requirements.

5.1.1.3. Other relevant regulations and circulars

This part outlines regulations in relation to counteracting ML from other regulatory

authorities, such as the ESCA and the Insurance Authority.

A. ESCA® Regulation concerning AML and CFT and its amendment

The ESCA Regulation 17/2010 concerning AML and CFT issued on 16/03/2010% and its
amendment 40/2011 issued on 27/10/2011. This regulation consists of 34 Articles and
applies to markets, companies and institutions, which are licensed by the ESCA and to
members of its boards of directors and employees.®* The regulation contains definitions,
for example, for ML, beneficial ownership, suspicious transactions and unusual
transactions.®> The amendment makes clear that the term “unusual transaction" covers

any transaction that a customer attempts to implement and there are reasonable grounds

* bid.

% Topic 11 of Addendum 2922/2008.

% bid.

%% See www.sca.ae/english (accessed on 15" February 2014).

% The ESCA Regulation 17/2010 replaces the Circular issued by the Authority's Board of Directors on
18/2/2004. The ESCA Regulation 17/2010 and its amended are available online on the SECA's website
mentioned above.

® The regulation also applies to all branches of companies and institutions, which are located outside the
UAE if the countries where such branches are located do not apply the requirements, contained in the
resolutions or apply fewer of them. Article 2 of ESCA Regulation 17/2010.

82 Article 1 of ESCA Regulation 17/2010 and its amendment.

The definition of ML contained in ESCA Regulation is the same as in the FLMLC 2002.
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to consider it dubious due to its nature.®® The regulation requires that certain documents
have to be obtained and retained by companies or institutions for both normal and
nominal persons.® It is proscribed to open an account or to carry out a deal or a
transaction with pseudonyms for both natural and nominal persons.®® A “compliance
officer,” who is responsible for STRs, must be appointed by the markets, companies and
institutions.®® The regulation also contains examples what could be considered a
suspicious transaction, on reasonable grounds, and explains that this encompasses cash
deposits, but also transactions traded in securities or commodities and which have to be
immediately notified to the UAE FIU.®” More importantly, the regulation adopts
“suspicion on reasonable grounds"®® as a basis for submitting STRs to the UAE FIU.%®
However, the FLMLC 2002 adopts actual knowledge as a basis for submitting STRs, as
will be critically analysed.” This inconsistency in relation to STRs has serious legal

consequences, which will also be critically evaluated.”

B. Insurance Authority Regulation 1/2009 regarding AML and CFT in insurance

activities’

The