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Abstract 

The growing internationalization of electronic commerce demands the establishment of the cross-

national validity of theoretical concepts. An important concept in e-commerce is consumers’ fear of 

online identity theft (FOIT), which impedes consumers’ willingness to engage in online transactions 

and can negatively affect e-commerce revenues. The present study validates the consumer FOIT 

scale developed in Germany by Hille, Walsh, and Cleveland (2015) in a cross-cultural setting and 

proposes an abbreviated version of the scale, which is approximately 35% shorter than the original. 

Established validation procedures with samples of online consumers from Germany, the United 

States, and Japan demonstrate the reliability, validity, and cross-national applicability of the short 

FOIT scale. In particular, this study extends Hille et al.’s (2015) research by examining and revealing 

the impact of FOIT on consumers’ prevention-focused responses. This research offers implications 

for both research and e-commerce managers. 

 

Keywords: Cross-cultural scale validation, Fear of online identity theft, Prevention-focused 

responses, E-commerce 
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1 Introduction  

E-businesses such as Rakuten (Japan), Alibaba (China), Zalando (Germany), and Amazon (U.S.) are 

widening their international reach. E-commerce firms increasingly market their offerings 

internationally, such that HBO expanding its Web-only service to South American countries, with a 

strong presence in more than 30 territories across Central and South America and the Caribbean 

(Littleton 2017), and Gear4Music, a UK online retailer, aims to become the world’s leading internet 

vendor of music instruments and equipment by growing in Europe and beyond (Rigby 2019). 

Similarly, ASOS, a UK online retailer, developed into a global internet fashion vendor in the last 

decade offering products in more than 230 countries worldwide (Kulach 2019). The global reach of 

such companies suggests the need for e-commerce managers to be increasingly sensitive to cultural 

differences and their effects on consumers’ online shopping behaviors, their expectations of online 

shopping environments (Davis et al. 2008; Mazaheri et al. 2014). E-commerce managers need also 

take note of consumers’ perceptions of psychological barriers, which may prevent consumers who 

share personal information online from providing the necessary personal and financial information to 

complete online transactions (Bellman et al. 2004; Gupta et al. 2010). 

A key psychological barrier is consumers’ fear of online identity theft (Martin et al. 2017; Xu 

and Gupta 2009). Such fears can affect consumers’ decisions to buy online and thus e-businesses’ 

bottom-line performance (Hinz et al. 2015; Lee and Lee 2012; Martin and Murphy 2017; Zafar et al. 

2012). Thus e-businesses seek to develop consumer-friendly online shopping environments and built-

in transaction processes that make online transactions as effortless and secure as possible (e.g., Lee 

and Lin 2005). For example, the U.S.-based department store chain Macy’s sells and ships goods to 

consumers in more than 100 countries, in partnership with Borderfree Ecommerce, a third-party 

service that helps the retailer send online purchases around the globe easily and securely (Macy’s 

2019). As more people shop online, many consumers understandably fear being defrauded or 
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victimized as a result of stolen identity credentials (e.g., Albashrawi and Motiwalla 2019; Fico 2017; 

Roberts et al. 2013): Identity theft has been one of the primary reasons for U.S. consumers to file 

complaints with the Federal Trade Commission in the past decade (FTC 2018), with data breaches 

continuing on the increase (Green and Hanbury 2018). The prevalence of these incidents creates an 

environment of fear and reluctance to divulge personal details to e-commerce providers (Zafar et al. 

2016). Accordingly, Lin, Wang, and Tsai (2016, p. 71) call identity theft “one of the most severe 

threats to the security of online transactions associated with e-commerce services.” 

To investigate this consumer phenomenon, Hille, Walsh, and Cleveland (2015) introduced a 

measurement scale for consumers’ fear of online identity theft (FOIT), defined as a negative 

consumer emotion activated by consumers’ cognitive appraisal of the possibility of the theft of 

personal and financial data when conducting transactions online. However, the uptake of the scale 

has been slow and relatively limited. Compared to other psychometric scales published in the same 

year (e.g., Vernuccio et al.’s (2015) eight-item ‘social-interactive engagement scale’) the FOIT scale 

is not cited many times and there is little reported data for different populations. One reason for this 

may be the length of the original FOIT scale, being 11 items long. Even though it is widely accepted 

that long scales are superior to short ones (because long scales are better able to assess broad and 

heterogeneous constructs, tend to achieve acceptable reliability, etc.), short scales are often preferred 

for pragmatic reasons (Postmes et al. 2013). Shorter scales, defined as scales “measuring a specific 

psychological construct with fewer than, say, 10 items” (Ziegler et al. 2014, p. 185), are practically 

useful, especially in situations “where many variables are under examination” (Henningham 1996, p. 

517) and where longer scales may lead to acquiescent responding and sub-optimal response rates 

(Breaugh and Colihan 1994; Edwards et al. 2004). In addition, in research efforts for which FOIT is 

not the main construct of interest, researchers might exclude this measure to keep the survey short, or 

could use different subsets of items based on some heuristic decision. By validating the short FOIT 
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scale, the present study provides a scale that is both parsimonious and resonant with the original 

conceptualization of the FOIT construct (cf. Ruvio et al. 2008). As the original long scale, the short 

scale can be used by researchers and e-business (e.g., as a quality measurement tool).  

The rationale of the present study is therefore to propose and validate a shorter version of the 

FOIT scale. Replication studies that hold constant certain parameters (e.g., the focal measure) while 

changing others are advocated in information system research (Berthon et al. 2002). The challenge in 

this effort is that competing goals exist in terms of scale length, namely, high content validity vs. 

short survey-completion time (Hinkin 1995). The present study is premised on the assumption that 

there is merit in shortening scales because short scales can combine measurement efficiency with 

validity (cf, Walsh et al. 2009). As part of the validation effort, this research extends the work by 

Hille et al. (2015) by examining prevention-focused behaviors (Wirtz and Lwin 2009) as FOIT 

outcomes. Our study therefore can be considered a replication and extension study (Berthon et al. 

2002). Studying these behaviors is important for e-businesses who aim to gain a better understanding 

of consumer reactions to their fears of identity theft. As a corollary, this research considers that 

measurement instruments developed in one country may not be readily used in others. 

The development of the FOIT scale took place in a German e-commerce context, which might 

differ from other cultural contexts with regard to the design of online shopping environments and 

consumers’ general expectations (Cyr et al. 2010). For example, protecting privacy and refraining 

from disclosing personal information are particular characteristics of German behavior (e.g., Berendt 

et al. 2005). An expanding body of research investigates cultural differences in consumer online 

shopping behaviors (e.g., Smith et al. 2013; Sun 2011). Mazaheri et al. (2014, p. 255) suggest that 

consumers’ online shopping behaviors differ across cultures because consumers from different 

cultures “display significant differences in how they perceive website atmospherics, as well as how 

these influence their perceptions of service tangibility and their attitudes.” In their cross-cultural U.S. 
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and Chinese study, Davis et al. (2008) provide empirical evidence that culture-based perceptions 

affect online customers’ responses to atmospheric cues. Taken together, past research suggests cross-

cultural differences in online shopping and information disclosure and may raise the question of 

whether the FOIT scale possesses cross-cultural validity. Therefore, scholars might be reluctant to 

adopt the scale to measure FOIT in other countries.  

Because e-commerce managers might be more receptive to a shorter FOIT scale that has 

undergone a thorough reexamination in other cultural contexts, the present study seeks to achieve 

both these benefits. Walsh et al. (2015) argue that, for measurement scales in particular, assessing the 

psychometric properties and validity across countries is indispensable before a scale can be 

considered generalizable. Moreover, consumers’ fear of online identity theft is of great interest to e-

commerce scholars and practitioners around the world, assessing the generalizability of the FOIT 

scale and developing a short form is appropriate. Therefore, this study develops and assesses an 

abbreviated version of the FOIT scale (35% shorter than the original scale), in terms of cross-country 

validity and applicability, using data from Germany, the United States, and Japan. The three 

countries investigated in the current research are among the five largest e-commerce markets in the 

world (Herpin 2018), and online identity theft is prevalent in them. Furthermore, the three countries 

have different privacy rules, with the United States operating a somewhat laxer regime than Germany 

and Japan (European Commission 2018). The United States and Japan also represent highly distinct 

cultures from the original location for the scale development: Japan is more culturally distant, 

whereas the United States is less culturally distant, relative to Germany (Stahl and Caligiuri 2005). 

The three countries vary in their levels of uncertainty avoidance, such that Japan tends to score higher 

on this measure of how uncomfortable people feel in novel or ambiguous situations, the United States 

scores low, and Germany falls roughly in the middle (Hofstede 2019).  
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E-commerce managers would also benefit from an understanding of possible consumers 

reactions to their fears of identity theft. Toward this aim, the current research theorizes and assesses 

three likely FOIT-related consumer prevention-focused behaviors that would negatively affect firm’s 

ability to communicate and/or obtain valid information from their customer base (Wirtz and Lwin 

2009). 

2 Background  

2.1 Online Identity Theft  

Consumer-friendly online shopping environments and processes need to address privacy 

considerations, and research needs to determine how consumers incorporate privacy considerations 

into their online purchasing decisions (Martin et al. 2017; Tsai et al. 2011). Identity theft and data 

breaches are global phenomena (Targett 2018) that spark widespread reluctance to divulge personal 

details to e-commerce providers, and the problem is a global one (e.g., Crossler et al. 2019). In the 

United States, the personal and bank account information of almost one in every five Internet users 

has been stolen (Madden 2014). The number of identity theft victims increase year on year, affecting 

16.7 million consumers with fraudsters stealing $16.8 billion from U.S. consumers in 2017 (Pascual, 

Marchini, and Miller 2018). In Germany, the Federal Office for Information Security reported the 

theft of 16 million e-identities and passwords in 2014 (ENISA 2014), and then later the same year, 

another 18 million e-mail addresses and passwords were hacked by cyber criminals and used for 

illicit online purchases (Avasthy 2014). A more recent 2018 report reveals that identity thefts are ever 

increasing in Germany, with a 2017 report from the Federal Criminal Police Office (BKA) detailing 

the discovery of 500 million stolen data records containing e-mail addresses with corresponding 

passwords (Federal Office for Information Security 2018). Japanese consumers also have suffered 

widespread online identity theft, including 22 million stolen user identities from Yahoo Japan 
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Corporation in 2013 (The Japan Times 2013), 2 million stolen personal data sets from 140 companies 

in 2015 (The Japan Times 2016) and 320,000 customer records, including credit card details, from 

just 400 lodging providers in 2018 (The Japan Times 2018). Thus, all three countries are appropriate 

sites for assessments of the FOIT scale.  

2.2 The FOIT Scale and Validation Procedures 

Hille et al. (2015) conducted one qualitative and three quantitative studies in Germany to examine the 

nature of FOIT and identify behavioral correlates. They confirmed two FOIT dimensions derived 

from prior literature (i.e., fear of financial loss, fear of reputational damage). Using individual, in-

depth, phenomenological interviews, these authors asked informants about online identity theft and 

the feelings that a potential loss of identity would evoke. The interviews revealed that when 

consumers navigate online environments, negative feelings accumulate and then evolve into fear if 

not alleviated. Building on the results of the qualitative study, Hille et al. (2015) developed an 11-

item, two-dimensional FOIT scale, established content validity, and examined the quantitative 

relationships of their scale with online trust, online privacy concerns, and online purchase intentions. 

According to their results, consumers’ online trust and privacy concerns relate to FOIT, and 

differences in FOIT in turn relate to consumers’ online purchase intentions. Both FOIT dimensions 

achieved reliabilities (alpha) of .95, demonstrating good internal consistency. In a confirmatory factor 

analysis with the 11 FOIT items, the factor loadings for the FOIT items ranged from .79 to .95, 

suggesting an internally consistent, two-dimensional construct. 

The present study investigates the feasibility of the full and an abbreviated FOIT scale across 

three distinct cultural contexts: Germany, the United States, and Japan. To develop the short FOIT 

scale and validate it cross-culturally, this study adopts the procedure and criteria (judgmental, 

internal, and external) suggested by Nenkov, Morrin, Ward, Schwartz, and Hulland (2008). 
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Judgmental validity relates to readability; internal criteria refer to the internal consistency and 

dimensionality; and external criteria pertain to construct validity measures, such as predictive and 

nomological validity. Applying these criteria rigorously is important to achieve an acceptable trade-

off between the reduction in item numbers and reduction in validity (Smith, McCarthy and Anderson 

2000). An additional assessment of measurement invariance was also undertaken for both the 11-item 

and the short FOIT scales. 

2.3 FOIT and Prevention Behaviors 

Extending Hille et al.’s (2015) validation approach, the current research theorizes that FOIT likely 

predicts prevention-focused behaviors (Wirtz and Lwin 2009). Prevention-motivated consumers want 

to feel secure and stay safe and are concerned with achieving progress that restores the status quo. In 

this case, the status quo is a situation in which the consumer no longer perceives the negative 

emotions engendered by FOIT. These behaviors relate to safety and the prevention of negative 

outcomes. In a FOIT context, prevention-focused behaviors imply strategies adopted by consumers to 

protect their privacy and avoid the potential of identity theft. One can thus reason that FOIT may 

activate prevention-focused behaviors, which is why they are considered as outcomes in this study. 

Wirtz and Lwin (2009) identify three prevention-focused behaviors: deflective behaviors, or 

shielding actions (e.g., disguising identities) to avoid communications and data collection efforts 

from marketers; defensive behaviors, which are proactive (e.g., requests to remove names from 

mailing lists) to force companies to stop collecting information about them; and disruptive behaviors, 

which are retaliatory (e.g., negative word of mouth) and undertaken by consumers who are 

dissatisfied with the company’s privacy practices. 

Building on Wirtz and Lwin (2009), who demonstrate a causal link between privacy concerns 

and prevention-focused behaviors, the current research examines the extent to which FOIT might 

lead to consumer engagement with such prevention-focused behaviors. To assess the predictive 
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validity of the FOIT scale, this study uses a structural model with the 11-item and a short version of 

the FOIT scale as independent variables, together with the three prevention-focused behaviors as 

dependent variables.  

3 Method 

The online questionnaire for all three countries included the 11 FOIT items; the U.S. and Japan 

questionnaire versions also contained items to measure the three presumed correlates of deflective, 

defensive, and disruptive behaviors (Wirtz and Lwin 2009). Hille et al. (2015) employed five-point 

Likert scales for their German sample; items were also anchored on five-point scales for the U.S. and 

Japanese samples in the present study (1 = “strongly disagree” and 5 = “strongly agree”). To ensure 

the equivalence of the FOIT scale, bilingual native English and Japanese speakers applied a back-

translation approach to all the scales (Van Auken et al. 2006). 

The German data (n = 1,150) came from Hille et al. (2015), who used it in their study 3. The 

U.S. participants came from Amazon Mechanical Turk (MTurk). Only participants with high 

approval rates on MTurk (> 95% approval on at least 1,000 tasks) could join the study. Given that 

past evaluations of data quality show that data collected from MTurk compares favorably to data 

collected in person or via social networking websites (e.g., Casler et al. 2013), our data collection 

approach can be deemed appropriate. Data from 496 qualifying U.S. online shoppers were collected. 

In Japan, a survey link sent to students attending a market research class asked them to disseminate 

the link among their (student and non-student) peers, via e-mail and social media. The participants 

received information that the survey was about “online shopping.” Following Hille et al.’s (2015) 

procedure, participants first specified online retailers from a list of possible e-retailer choices, such as 

Amazon and Rakuten, then were advised that all subsequent questions would be asked relative to 
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their experiences with one of these online retailers. The data collection yielded a sample of 334 

respondents. Table 1 provides the descriptions of the survey designs and samples. 

Table 1 Data collection method and sample descriptions 

 Study 1: Germany 

Reexamining Hille et al. (2015)* 

Study 2: United States Study 3: Japan 

Purpose  Assessment of measurement 

invariance of FOIT scale. 

 Development of shortened 

scale. 

 Development of shortened 

scale. 

 Validation of FOIT scale. 

 Assessment of measurement 

invariance of FOIT scale. 

 Assessing predictive validity 

of FOIT. 

 Development of shortened 

scale. 

 Validation of FOIT scale. 

 Assessment of measurement 

invariance of FOIT scale. 

 Assessing predictive validity 

of FOIT. 

Survey 

Design 

Data collected by online 

questionnaire, with a link to the 

questionnaire sent by email to a 

random sample of 3,000 panel 

members. Online music context. 

Participants were randomly 

assigned to music provider with 

which they had prior experience. 

Data collected by online 

questionnaire through Amazon’s 

MTurk. Respondents filled in 

questionnaire about either an e-

retailer they had prior experience 

with or looked at the website of 

an e-retailer and then filled out 

the questionnaire with it in mind. 

Data collected by online 

questionnaire, with links to the 

questionnaire disseminated by 

students by email and social 

media to a convenience sample of 

consumers who shop online. 

Participants randomly assigned to 

online retailer with which they 

had prior experience. 

Sample n = 1,150 (aged 18 to 73 years) 

45% female 

Mean age = 38.3 (SD = 12) 

n = 496 (aged 19 to 83 years) 

56% female 

Mean age = 39.6 (SD = 13) 

n = 334 (aged 18 to 85 years) 

46% female 

Mean age = 23.9 (SD = 7) 
*The original data set was obtained from Hille et al. (2015). 

 

4 Results 

4.1 Identifying Items for the Short FOIT Scale 

The process for developing the short FOIT scale relied on conceptual considerations and empirical 

criteria. Conceptually, the original 11-item FOIT scale consists of two dimensions: fear of financial 

losses (FFL, eight items) and fear of reputational damage (FRD, three items). Therefore, a more 

balanced FOIT scale, representative of both construct dimensions, might result if the scale-shortening 

process focuses on the FFL dimension. The central empirical criteria, that were relevant to the 

selection of items for the short scale, were judgmental and internal validity. For judgmental validity, 

a key measure of item quality is readability (Nenkov et al. 2008). Samples of 32 German, 40 U.S., 

and 43 Japanese consumers indicated the ease of understanding of each item from the FOIT scale 

(seven-point scale, anchored by “not very easy to understand” [1] and “very easy to understand” [7]). 
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Appendix 1 summarizes the readability ratings, on which three items (FFL1, FFL6, and FFL8) 

achieved means lower than 6, indicating only moderate readability relative to the other items. For 

internal validity, the criteria assessed across all three country samples were the item-to-subscale 

correlation, item-to-total correlation, and factor loadings. Items FFL6, FFL7, and FFL8 performed 

worse than the other FFL items (see Appendix 1). Together with FFL1, these three items also exhibit 

slightly lower loadings than the other FFL items (see Table 2). Therefore, the judgmental and internal 

criteria together suggest excluding items FFL1, FFL6, FFL7, and FFL8 from the FOIT scale to arrive 

at the 7-item short FOIT scale. 

4.2 Psychometric Properties of the FOIT and FOIT-Short Scales 

Table 2 details the analyses undertaken (using AMOS version 23) for the present research, starting 

with the results of the 11-item, two-factor structure used to test the psychometric properties of the 

collected data, according to a comparison of the confirmatory factor analysis (CFA) results with Hille 

et al.’s (2015) results, to establish if the psychometric properties of the data are similar. Table 2 

contains the Cronbach’s alpha values and average variance extracted (AVE) for each subscale, the 

factor loadings, and the model fit measures. The reliability of each subscale is very good, with alpha 

values greater than .9 with the exception of fear of reputational damage in the U.S. (.84). The AVE 

values for both subscales exceed the recommended level of .5; the lowest AVE value is .66, again for 

fear of reputational damage in the U.S. (Fornell and Larcker 1981). The standardized loadings are 

acceptable (lowest = .67) and statistically significant within each country. The fit of the CFA models 

is good for the German and U.S. samples but poor for the Japanese sample. Across studies, 

correlations between the subscales are equal to .70 for Germany, .63 for the U.S., and .76 for Japan. 

The assessment of discriminant validity between the two subscales still met the criteria set out by 
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Fornell and Larcker (1981), such that for each country sample, the square of the correlation between 

the two subscales is smaller than both AVE values.  

To assess discriminant validity of the two construct dimensions (FFL and FRD) for the FOIT 

long and short scale, the authors applied an additional criterion—the heterotrait-monotrait ratio of 

correlations (HTMT; Henseler et al. 2015). An HTMT value below .90 indicates discriminant 

validity between two reflective constructs. The results of the HTMT analyses show that all HTMT 

ratios are below the .90 threshold (see Appendix 2); for the German FOIT full scale the HTMT ratio 

is close to .9 (HTMT ratio=.89), however, the German short scale yields a much better ratio of .53, 

indicating the appropriateness of the short scale.  

Regarding the psychometric properties of the short FOIT scale across the three country 

samples, the Cronbach’s alpha values for the FFL subscale are very similar to those of the full scale 

and are greater than .9. The AVE values remain at or above the recommended threshold of .5. The fit 

of the CFA model for the short FOIT scale show improvements in the fit statistics for Germany and 

Japan, with a slight decrease in fit due to a higher root mean square error of approximation (RMSEA) 

value for the United States. Overall the fit of the model is acceptable for Germany and the U.S. but 

poor for Japan. The standardized loadings are .77 or greater, very similar to the values obtained for 

the full scale. Finally, the correlations between the two FOIT dimensions are slightly reduced for the 

short scale, with correlation values of .68 for Germany, .62 for the U.S., and .71 for Japan. 

 

  



Table 2 Standardized CFA factor loadings and summary psychometric data for full and short scales 

Construct and items/Fit statistics Hille et al.’s (2015) study 3 Study 2: United States Study 3: Japan 

 Full scale Short scale Full scale Short scale Full scale Short scale 

Fear of financial losses (FFL) α = .95 

AVE = .71 

α = .92 

AVE = .75 

α = .96 

AVE = .77 

α = .95 

AVE = .83 

α = .95 

AVE = .71 

α = .95 

AVE = .82 

(1) I am afraid that somebody could steal my money while I am transferring 

my personal data online. 

.86  .87  .75  

(2) I am scared that a criminal could use my bank account number to do online 

shopping in my name. a 

.88 .90 .91 .90 .87 .87 

(3) I am scared that a criminal could use my credit card account number to do 

online shopping in my name. a 

.78 .77 .92 .92 .90 .92 

(4) I am frightened that somebody could do online shopping at my expense. a .89 .89 .91 .90 .90 .93 

(5) I am worried about an unauthorized person making online purchases using 

my personal data. a 

.88 .91 .90 .90 .90 .90 

(6) I am scared that when I have to give my credit card number to shop online 

that it could be misused. 

.79  .90  .81  

(7) I am scared that when I have to give my bank account number to shop 

online that it could be misused. 

.81  .82  .82  

(8) The thought that a stranger could gain access to my customer account at an 

online store by using my personal data frightens me. 

.82  .79  .78  

Fear of reputational damage (FRD) α = .95, 

AVE = .86 

α = .84, 

AVE = .66 

α = .93, 

AVE = .83 

(9) I am frightened of somebody using my personal data on the Internet in 

order to run me down. a 

.89 .89 .67 .67 .80 .80 

(10) I am very worried that the unauthorized use of my personal data online 

could damage my reputation. a 

.95 .95 .87 .87 .97 .97 

(11) I am worried about my reputation being damaged due to the illegal use of 

my personal data online. a 

.94 .94 .88 .88 .95 .95 

CFA fit statistics       

2 / Degree of freedom 3.81 2.62 3.87 4.74 10.35 8.17 

Confirmatory fit index .99 1.00 .98 .98 .90 .96 

Tucker-Lewis index - 1.00 .97 .97 .87 .94 

Root mean square error of approximation (RMSEA) .049 .038 .076 .087 .168 .147 

RMSEA 90% CI Lower bound - .022 .064 .066 .154 .122 

RMSEA 90% CI Upper bound - .053 .089 .109 .182 .173 

Notes: α = Cronbach’s alpha; AVE = average variance extracted; CI = confidence interval. Items 3, 6, and 9 were freed to achieve partial metric invariance for the full scale and 

items 3 and 9 were freed for the short scale.  
a Items chosen for the seven-item short FOIT scale.  



Next, the performance of items and the overall scale was assessed by computing average 

factor loadings (Weijters et al. 2009). Appendix 3 contains the average factor loadings for the 11-

item long and 7-item short scale across the three countries. Results show that the short scale 

performs as well, if not better than the longer 11-item version. 

4.3 Measurement Invariance of the Full and Short FOIT Scale 

To test the measurement equivalence of the short FOIT scale across the three countries, the 

analysis of the two-factor correlated model followed the procedures outlined by Steenkamp and 

Baumgartner (1998). The minimal requirement is evidence of configural invariance; however, for 

scales that aim to explore relationships between constructs, evidence of metric invariance is also 

important. Metric invariance ensures the equality of the scale intervals across samples. Table 3 

provides the results of the assessments of configural and metric invariance. Configural invariance 

exists for the two-factor short FOIT scale; partial metric invariance (∆χ2 = .849, ∆df = 6, p > .9) 

also receives support across the three country samples after freeing two items (items 3 and 9 in 

Table 2). An examination of the full 11-item FOIT scale yields partial metric invariance (Δχ2 = 

13.425, Δdf = 12, p = .339) across the three country samples after freeing items 3, 6, and 9 (see 

Table 2).  

Table 3 Invariance assessment for two-factor correlated FOIT (short scale) across countries 

Scale Model 2 df p-value 2/df TLI CFI RMSEA AIC 

FOIT Configural  201.92 39 .000 5.18 .98 .99 .046 333.92 

Partial metric  202.77 45 .000 4.51 .98 .99 .042 322.77 
Notes: TLI = Tucker-Lewis index, CFI = confirmatory fit index, RMSEA = root mean square error of approximation, AIC = Akaike information 

criterion. 

 

4.4 Extending Hille et al.’s (2015) Findings 

According to Nenkov et al. (2008), the main external criteria for scale shortening are construct 

validity measures, such as predictive and nomological validity. To assess the predictive validity 

beyond the results reported by Hille et al. (2015), the current study estimates relationships 

between the two dimensions of the short FOIT scale and the measures of the three prevention-

focused behaviors (Figure 1; see Appendix 4 for items). The full and short FOIT scale are 
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assessed in terms of predictive validity. Before assessing the predictive validity of FOIT, the three 

outcome constructs underwent testing to ensure convergent and discriminant validity, as well as 

metric invariance. The results of a CFA (Appendix 4) for the U.S. and Japanese data show that 

the outcomes can be captured suitably for both countries. The overall fit of the CFA models, 

AVE, and alpha values are all satisfactory. Discriminant validly also can be established for all 

pairs of constructs. Table 4 provides the correlations between the constructs for the full and short 

FOIT scales. A measurement equivalence analysis across the U.S. and Japanese samples reveals 

partial metric invariance for the deflective and disruptive constructs (∆χ2 = 1.15, ∆df = 2, p > .5), 

as well as for the defensive construct (∆χ2 = 1.63, ∆df = 1, p > .2). 

Fig. 1 Conceptual model for FOIT and prevention-focused outcomes 

 

Note: Prevention-focused behaviors were measured in the U.S. and Japanese samples only. 

Table 4 Correlations for U.S. and Japan for full and short FOIT scales and outcome constructs 

Construct 1. 2. 3. 4. 5. 

 Full 

scale 

Short 

scale 

Full 

scale 

Short 

scale 

Full 

scale 

Short 

scale 

Full 

scale 

Short 

scale 

Full 

scale 

Short 

scale 

1. FFL 1 .76 .71 .26 .24 .34 .32 .10* .08ǂ 

2. FRD .63 .62 1 .24 .24 .33 .33 .22 .22 

3. Deflective behavior .33 .32 .41 .41 1 .63  .50  

4. Defensive behavior .27 .26 .26 .25 .68 .68 1 .47  

5. Disruptive behavior .23 .22 .39 .39 .44 .44 .22 .22 1 

Notes: The U.S. values are in the lower quadrant and the Japanese values are in the upper quadrant; FFL = Fear of 

financial losses; FRD = Fear of reputational damage; unless states otherwise the correlations at significant at p < .001. 

* p < .05. ǂ p < .10. 

The results for the predictive validity analyses show that both the FOIT full and short scales 

yield similar predictive power (see Table 5), in agreement with Ziegler et al. (2014) who argue 
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that short scales need not have lower test-criterions correlations than their longer counterparts. In 

particular, a greater proportion of variation can be explained for the U.S. sample than for the 

Japanese sample, for both deflective (19% U.S., 7% Japan) and disruptive (17% U.S., 6% Japan) 

behaviors. The explanatory power of FOIT for defensive behavior is greater for the Japanese 

sample, at around 13%, and a lower R-square value of 9% applies to the U.S. sample. Thus, the 

assessment of predictive validity complements the findings provided by Hille et al. (2015), who 

indicate that 5% of purchase intentions can be explained uniquely by the two dimensions of 

FOIT. 

In summary, the results of the comprehensive assessment of the 11-item long and 7-item short 

scale suggest that the FOIT short scale performs at least as well as the original 11-item scale. 

Table 5 Predictive validity FOIT (full and short scale), United States and Japan 

Panel A (FOIT short scale)  

Relationship β CR 

 United States Japan United States Japan 

FFL  Deflective behavior .07 .13 1.44 1.15 

FFL  Defensive behavior .14 .15 2.18* 1.76ǂ 

FFL  Disruptive behavior -.06 -.15 -.95 -1.75ǂ 

FRD  Deflective behavior .38 .15 4.36*** 1.64ǂ 

FRD  Defensive behavior .20 .24 3.10** 2.80** 

FRD  Disruptive behavior .44 .33 6.48*** 3.93*** 

Summary results 

R2 (deflective) =  

R2 (defensive) =  

R2 (disruptive) =  

 

.19 

.09 

.17 

 

.07 

.13 

.06 

  

Panel B (FOIT full scale)     

FFL  Deflective behavior .08 .18 1.23 1.77ǂ 

FFL  Defensive behavior .14 .18 2.28* 1.92ǂ 

FFL  Disruptive behavior -.06 -.15 -.98 -1.67ǂ 

FRD  Deflective behavior .38 .11 4.31*** 1.12 

FRD  Defensive behavior .20 .21 2.97** 2.28** 

FRD  Disruptive behavior .45 .34 6.44*** 3.73*** 

Summary results 

R2 (deflective) =  

R2 (defensive) =  

R2 (disruptive) =  

 

.19 

.09 

.17 

 

.07 

.13 

.06 

  

Notes: CR = critical ratio; FFL = Fear of financial losses; FRD = Fear of reputational damage. 
ǂ p < .10. *p < .05. ** p < .01. ***p < .001. 

 

5 Discussion 

E-businesses continue to spread internationally, even as consumers become increasingly aware of 

online identity theft, requiring renewed attention to all aspects of consumers’ online shopping 



 

18 

 

experiences. Hille et al. (2015) introduce a scale to measure FOIT but call for further testing of 

the generalizability of the FOIT scale, particularly across different populations in other countries. 

However, since the FOIT scale is relatively new, little information exists on its psychometric 

properties and there has been little reported data for different populations. Accordingly, 

acknowledging the increased “demand for short scales” (Ziegler et al. 2014, p. 185), this study 

aimed to test the reliability and validity of a short FOIT scale in three distinct cultural settings: 

Germany, the United States, and Japan. Using established criteria, this study demonstrates the 

robustness and cross-cultural applicability of the FOIT scale. The findings provide support for the 

usefulness of the short FOIT scale while also highlighting important differences that require 

consideration when using the scale.  

Following Nenkov et al. (2008), this study relied on three criteria (judgmental, internal, 

external) to evaluate the short FOIT scale. No single criterion can separately reveal the quality of 

scales and scale items; the three criteria thus appear in conjunction, and overall, items met all 

three criteria. This study also offers an assessment of the applicability of the scale across three 

distinct cultures, thereby responding to calls for further research on cross-cultural variation in 

privacy preferences and beliefs (e.g., Martin and Murphy 2017). The different factor loadings 

across country samples (Table 2) may reflect sample specificities, different consumption contexts, 

or cultural variance (Hofstede 2001). Overall, some differences may emerge in the application 

and replication of the FOIT scale, but the findings, in line with Nenkov et al.’s (2008) proposed 

criteria, show that the short FOIT scale is a viable instrument for measuring consumers’ fear of 

being victimized by online identity theft. However, the lack of optimal CFA model fit for the 

Japanese data suggests that FOIT items may require alteration to reflect Japanese consumers’ 

perceptions of FOIT more accurately and increase the content validity. Slightly different items 

may be needed to capture fear in Japan, where expressions of fear are discouraged as a potential 

threat to group harmony (Matsumoto 1992). Continued research should address this issue. 
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5.1 Theoretical Implications, Limitations, and Further Research 

Consumers’ fear of online identity theft may fit into a broader theory of online consumer 

shopping behavior. As such, the short FOIT scale could be useful in empirical investigations of 

theories regarding consumers’ reluctance to shop online, as well as theories to explain consumers’ 

unease about sharing personal information in commercial transactions. Moreover, the present 

research assesses a scale with the potential to facilitate online shopping by offering a better 

understanding of the reasons that keep some consumers from shopping online. Although this 

study offers deeper insights into the cross-cultural validation of FOIT, it is not free of limitations, 

which suggest avenues for still further research. 

Scale validation is a continuous process, so additional research should assess the cross-

cultural validity of the short FOIT scale further. This study also relied on convenience samples in 

all three countries, yet a different sampling method was applied for the Japanese sample, which 

produced a younger set of participants. More nationally representative samples might provide 

insights beyond those achieved through convenience samples. Also, future studies could aim for a 

standardized data collection procedure to enhance comparability. Specifically, the German data 

was collected by means of an online survey and the U.S. data through MTurk, the crowd-based 

Internet service. However, because Japanese crowdsourcing workers are underrepresented on 

MTurk, it was decided to recruit respondents with the help of Japanese students. An alternative 

means of assessing the predictive validity of FOIT could use an experimental design where 

respondents are asked to complete the full or short version of the scale and the same dependent 

constructs. Such an experimental approach would more directly ascertain if there are differences 

in predictive validity across the scales. Capturing the full and short scales in a between-subjects 

design is superior to the standard approach undertaken because participants answering the short 

version of the scale are not able to see the other (dropped) items of the full scale and thus are not 

influenced by the presence of these items. Furthermore, although data for this research was 

collected in relation to online shoppers from the three countries, future studies could undertake a 
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validation effort based on real-world online shopping scenarios (cf. Ho and Warkentin 2017; 

Walsh et al. 2016), using more population representative samples. Another interesting extension 

might test the short FOIT scale with samples and data from consumers who have and have not 

had first-hand experience with online identity theft. The two groups may differ in their adapted 

online shopping behavior when they experience high levels of FOIT. Researchers also might 

investigate different online shopping contexts (e.g., financial services versus physical goods) or 

collect longitudinal data. Other variables might enter the nomological network as well, such as 

website design variables and their effects on FOIT, or electronic word of mouth and share of 

wallet as outcome variables. Weaving FOIT into a wider nomological net of online shopping 

behavior could improve understanding of the mechanism by which FOIT affects consumer 

decision making and outcomes.  

Consistent with the notion that replication studies should broaden the theoretical scope 

(Bonett 2012), this research considered other outcomes in the assessment of predictive validity 

than Hille et al. (2015). They examined the links between FOIT and online purchase intention, 

whereas the present study treated prevention-focused behaviors as outcomes. Future replication 

studies could consider either online purchase intention or prevention-focused behaviors to ensure 

greater comparability. Furthermore, studies could develop additional FOIT-related insights, 

particularly related to the mediators and moderators of its antecedent and outcome relationships. 

For example, consumer age might moderate the relationship between FOIT and its correlates, 

because older consumers tend to be less willing to divulge and share information online 

(Malhotra, Kim and Agarwal 2004), which implies a stronger effect of FOIT on outcomes. 

Replication studies could incorporate mediators and moderators to address these issues, as well as 

targeting diverse cultures. A possible starting point for further validation would be countries 

experiencing significant growth in e-commerce, such as China, and nations that are plagued by 

online information theft, such as Canada, Singapore, Brazil, or the United Kingdom (Jevtic 2015). 

Lastly, there is always potential pitfalls in scale shortening if the process were to result in short 
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form(s) that are a poor reflection of the scale’s original conceptualization; with a loss of content 

validity; with divergent nomological net, diminished predictive power, and loss of applicability to 

diverse target populations. However, with the adoption of a rigorous scale shortening procedure 

and criteria (judgmental, internal, and external) suggested by Nenkov et al. (2008), the FOIT short 

scale does not suffer from these problems. 

5.2 Managerial Implications 

The results support the general notion that firms need to make investments in IT security (Xu et 

al. 2019) and show that FOIT exists in all three studied countries and thus broadly suggest that 

consumers’ perceptions about potential online identity theft need to be managed appropriately. 

The short scale enables e-businesses to efficiently measure FOIT and thus can be used to identify 

FOIT-prone consumers. Once identified, those consumers could be targeted with measures aimed 

at reducing FOIT. For example, online retailers with many FOIT-prone customers could consider 

changes to their web shop. Indeed, well-designed online shops and trust-inducing transaction 

processes instead can bolster consumers’ perceptions of quality and trustworthiness and serve as 

important influences on consumers’ willingness to engage in online transactions (Cyr 2014; 

Riquelme and Román 2014).  

The results further reveal that fear of online identity theft can lead to prevention-focused 

consumer behaviors, which ultimately may have detrimental effects on the firm’s bottom line. 

Considering the emphasis that consumers place on information safety when shopping online 

(Martin et al. 2017), e-commerce managers must recognize the reasons for and effects of such 

fears (Crossler et al. 2017). As both a concept and an instrument, FOIT thus is vital to e-

commerce management. German, U.S., and Japanese managers should make use of the short 

FOIT scale to identify potential shortcomings in their created online shopping experiences and 

transaction processes. If the experience and process lead to consumer unease, the online business 

might lose customers and suffer revenue losses. Using the short FOIT scale thus makes good 
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managerial sense; for example, online retailers could embed the scale in their registration 

procedures to measure first-time consumers’ FOIT.  

Online retailers with operations in multiple countries may benefit most from a cross-

culturally robust short FOIT scale. For such firms, the short scale appears well-suited to gather 

benchmark data about customers, as well as for conducting periodic comparisons across countries 

and customer segments. The application of the short FOIT scale also may reveal some necessary 

adaptations of complaint management and service recovery processes to different national 

conditions.  
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Appendix 1 Readability assessment (means), item-to-subscale correlations, and item-to-total correlation 

 Readability 

(Study 1): 

Germany 

Germany: 

ISC / ITC 

Readability 

(Study 2): 

United States 

United 

States: 

ISC / ITC 

Readability 

(Study 3): Japan 

Japan: 

ISC / ITC 

Fear of financial losses (FFL)       

(1) I am afraid that somebody could steal my money while I am 

transferring my personal data online. 
5.44 .84 / .82 5.70 .86 / .84 5.14 .74 / .73 

(2) I am scared that a criminal could use my bank account number to do 

online shopping in my name.a 
6.13 .85 / .83 5.73 .89 / .87 5.81 .84 / .82 

(3) I am scared that a criminal could use my credit card account number 

to do online shopping in my name. a 
6.34 .80 / .78 6.03 .90 / .87 5.86 .86 / .84 

(4) I am frightened that somebody could do online shopping at my 

expense. a 
5.75 .85 / .82 5.35 .88 / .86 5.60 .86 / .84 

(5) I am worried about an unauthorized person making online purchases 

using my personal data. a 
5.91 .86 / .83 5.60 .88 / .85 5.58 .86 / .85 

(6) I am scared that when I have to give my credit card number to shop 

online that it could be misused. 
5.97 .80 / .78 5.45 .88 / .85 5.60 .80 / .80 

(7) I am scared that when I have to give my bank account number to shop 

online that it could be misused. 
6.22 .79 / .76 5.80 .81 / .80 5.91 .82 / .83 

(8) The thought that a stranger could gain access to my customer account 

at an online store by using my personal data frightens me. 
5.38 .79 / .81 5.45 .78 / .80 5.60 .76 / .80 

Fear of reputational damage (FRD)       

(9) I am frightened of somebody using my personal data on the Internet 

in order to run me down. a 
5.50 / .71 5.10 / .59 5.50 / .81 

(10) I am very worried that the unauthorized use of my personal data 

online could damage my reputation. a 
5.19 / .76 5.50 / .62 5.23 / .78 

(11) I am worried about my reputation being damaged due to the illegal 

use of my personal data online. a 
5.47 / .75 5.40 / .61 5.40 / .78 

Note: a = items chosen for 7-item FOIT short scale; ISC = item-to-subscale correlation; ITC = item-to-total correlation 

 



 
Appendix 2 Discriminant validity between FFL and FRD (HTMT ratios) 

  Germany United States Japan 

  Full 

scale 

Short 

scale 

Full 

scale 

Short 

scale 

Full 

scale 

Short 

scale 

  Fear of financial losses (FFL) 

Fear of reputational 

damage (FRD) 

 .89 .53 .68 .39 .83 .47 
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Appendix 3 Average factor loadings 

 Germany: Hille et 

al. (2015) study 3 

Study 2: United 

States 

Study 3: Japan 

FOIT long scale (11 items) .86 .86 .86 

FOIT short scale (7 items) .89 .86 .91 
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Appendix 4 Standardized CFA factor loadings and summary psychometric data for outcome constructs 

Construct and items / Fit statistics Study 2: 

United 

States 

Study 3: 

Japan 

Deflective behavior α = .70, 

AVE = .54 

α = .74, 

AVE = .63 

(1) I will set my server level e-mail filter to discard e-mails from the e-retailer’s web site. .76 .64 

(2) I will disguise my identity to prevent the e-retailer’s web site from finding me in 

future. 
.71 .92 

Defensive behavior α = .83, 

AVE = .67 

α = .81, 

AVE = .61 

(3) I will ask the e-retailer’s web site to remove my name and address from their mailing  

      list. 
.93 .86 

(4) I will ask the e-retailer’s web site not to share my name or other personal information 

with other companies. 

.52 .58 

(5) I will take action to have my name removed from the e-retailer’s web site’s mailing 

list. 

.94 .86 

Disruptive behavior α = .89, 

AVE = .74 

α = .93, 

AVE = .81 

(6) I will say negative things about the e-retailer’s web site in Internet chat rooms and/or 

online bulletins. 
.83 .86 

(7) I will flood the e-retailer’s web site’s customer support account with negative 

messages. 
.84 .95 

(8) I will send highly negative messages to the e-retailer’s web site. .91 .89 

CFA fit statistics    

2 60.12 51.21 

Degree of freedom 17 17 

CFI .98 .98 

TLI .97 .96 

RMSEA .072 .078 

RMSEA 90% CI Lower bound .052 .054 

RMSEA 90% CI Upper bound .092 .103 

Notes: α = Cronbach’s alpha; AVE = average variance extracted; CI = confidence interval. Items 4 and 7 were freed to 

achieve partial metric invariance. 

 


