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Abstract

This thesis details research on chaos-based optical communications using
semiconductor lasers. Theoretical work has identified optimal operating condition of
optical chaos communications systems without the need for re-adjustment of laser
operating conditions in the field. In addition, an experimental investigation has been
undertaken of one aspect of the security of message transmission using chaotic
semiconductor lasers and specifically using Vertical-Cavity Surface-Emitting Laser
(VCSEL).

In optical chaos communications a message is masked in the noise-like broadband
output of a chaotic transmitter laser, and message recovery is enabled through the
synchronization of the transmitter and the (chaotic) receiver laser. Key issues are to
identify the laser operating conditions which provide the highest quality
synchronization conditions and those which provide optimized message extraction. In
general such operating conditions are not coincident.

In this thesis numerical simulations are performed with the aim of identifying a regime
of operation where the highest quality synchronization and optimizing message
extraction efficiency are achieved simultaneously for the analogue and digital message
modulation. Use of such an operating regime will facilitate practical deployment of
optical chaos communications systems without the need for re-adjustment of laser
operating conditions in the field.

In this way it has been found, for example, that in an optical chaos communication
system an optimal configuration for 1 GHz modulation frequency may utilize a 2%
modulation depth and 20% coupling rate from transmitter laser to receiver laser for
analogue message modulation.

Ideal operating conditions for digital message modulation, identified using the laser bias
current as the control parameter, are found for 2GB/s message transmission and a
modulation depth of about 2%.

An experimental study has also been undertaken to determine the effect of time delay
and concealment in the external cavity semiconductor laser systems. The time delay
(TD) signature arises due to the external cavity round trip time of feedback in the
external cavity semiconductor laser system. The identification of the time delay may
affect the security of encoded messages.

An external cavity VCSEL with variable optical-polarization-angle feedback has been
explored experimentally in order to identify conditions for time delay concealment.
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In this work the VCSEL was subject not only to variable optical polarization angle of
feedback but also variable optical feedback strength and bias current. The TD signature
concealment is evaluated through the use of an autocorrelation function and an
information theory-based permutation entropy function. It was found that the TD
signature is concealed at low feedback strength of order —18 dB. At moderate feedback
strengths, the TD signature is sensitive to the rotation of the polarization angle of the
optical feedback with TD concealment being observed for polarization angles in the
range from 45° to 90"
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Chapter 1

Introduction

1.1 Introduction

Information exchange is a major activity of our world and optical communication plays
a vital role in the execution of the information exchange. Optical communication has
revolutionized telecommunications industry. In optical communications systems an
optical signal is used to carry information from one place to another. In this information
age, one of the major issues is the secure transmission of information. Improvement of
message security can potentially be achieved by using chaos.

Chaos is irregular and unpredictable, and two chaotic systems, starting from almost
identical initial states, end in completely uncorrelated trajectories [1]. Hence it came as
a surprise when Pecora and Carroll showed that two chaotic systems which are coupled
by some of their internal variables can synchronize to a common identical chaotic
motion [2]. The dynamics are still irregular and unpredictable, but both chaotic system
have identical trajectories.

The combination of synchronization and unpredictability leads to an interesting
application for secure communication. In 1992 Cuomo and Oppenheim [3] and Parlitz
et al.[4] have demonstrated communication by synchronized chaotic electronic circuits.
The research on the chaotic carrier generation in electrical circuits and optical devices
has been started widely in the mid-1990s [5,6,7]. Most of these studies are based on the
mixing of the message with a chaotic carrier and decoding them by subtracting the
synchronization chaotic noise. In such schemes the message (M) is typically added to
the chaotic carrier (C) so that the output is M+C. Through the achievement of chaos
synchronization a replica of chaos C is generated by another chaotic system. By
subtracting the synchronized chaos from the message added chaotic carrier the message

is recovered: symbolically we have (M+C) — C = M.



Communication with the synchronized chaotic lasers has been demonstrated and widely
studied. A suitable candidate for chaotic carrier generation using an optical device is a
semiconductor laser [8, 9, 10]. Such a chaotic laser system and the synchronization of
two lasers are discussed in section 1.3 and section 1.4 respectively.

The developments of the optical chaos communication using chaotic laser systems are
as follows. In 1994 Colet and Roy proposed a scheme of digital communication using
synchronized chaotic lasers. They used a single-mode Nd:YAG solid-state laser [5].
Information was encoded in the pulsed output of a chaotic Nd:YAG solid-state laser. A
sinusoidal modulation of the cavity loss produces a pulsed output in which the
occurrence time and the height of individual pulses is chaotic

Mirasso and Colet showed numerically that the synchronization of two semiconductor
lasers is possible by injecting a part of output light from one laser to the other [11].
They showed that a message can be encoded in the chaotic carrier, transmitted by an
optical fiber and decoded by a receiver.

VanWiggeren and Roy first demonstrated experimentally chaotic optical
communications using erbium-doped fibre ring laser of wavelength 1.53 um [6]. A 10
MHz message was encoded in the chaotic carrier and transmitted to the receiver system
where message was decoded from the chaos carrier.

Sivaprakasam and Shore were the first to show experimentally synchronization and
message encoding and decoding using chaotic external cavity semiconductor lasers [8,
9]. A 9.5 KHz square wave message was encoded and decoded successfully using the
chaotic external cavity semiconductor lasers [9]. Subsequent work on optical
communication with chaotic external cavity semiconductor lasers has been directed
towards improving the message bandwidth and quality of recovered message [12-18].

A landmark result of communications using chaotic semiconductor lasers was reported
in [16]. Argyris et al. set up a field experiment of optical chaos communication using a
commercial optical network. The encoded message was transmitted over 120 km using
chaotic transmitter laser. The message recovered using the synchronized receiver laser.
The message transmitter rate was in the range of Giga bit per second with bit error rate
(BER) below 1077 was achieved.

The key idea that has been the focus of most research efforts is to generate a good
replica signal at the receiver by exploiting the synchronization properties of the chaotic

lasers. The quality of the decoded message from the chaotic carrier depends on the



synchronization condition between the transmitter laser and the receiver laser. Laser
operating conditions for high-quality synchronization and high-quality recovered
message (signal-to-noise ratio) have been shown experimentally to be different [19]. In
this thesis simulations are performed with the aim of identifying a regime of operation
where the highest quality synchronization and the best message extraction are achieved
simultaneously. Use of such an operating regime will facilitate practical deployment of
optical chaos communications systems without the need for re-adjustment of laser

operating conditions in the field.

1.2 Semiconductor Lasers

In 1960 a breakthrough came in the research area of the light sources. The laser was
demonstrated as a bright, highly directed and coherent source of light. A laser is ideal of
a single frequency and narrow linewidth. Two years later a semiconductor laser
demonstrated. By now the semiconductor laser power conversion efficiencies of ~50%

are common, whereas efficiencies of gas and solid-state laser are the order of 10%.

Semiconductor lasers have high efficiency, compact size, low cost and lifetime of
several years. By now a large variety of semiconductor lasers are commercially
available. Semiconductor lasers are used in such everyday items such as CD players,

barcode readers, laser printers and laser scanners.

Semiconductor lasers are normally pumped by an injection current. The electrical
pumping of the semiconductor lasers offers the versatility of direct current modulation.
Due to fact that the semiconductor lasers can be directly modulated they are especially
desirable optical sources for optical communication systems. Information can be
impressed on the light output of semiconductor lasers via direct modulation of the bias

current. External or indirect modulation may also be used for the same purpose.

Semiconductor lasers can easily be driven unstable by the use of optical feedback and in
some cases the resulting output can be shown to follow a route to deterministic chaos
[8, 9]. The impacts of optical feedback and optical injection on the laser dynamics are

diverse. In such configurations the laser relaxation oscillation (RO) can become



undamped and the laser starts behaving like an autonomous nonlinear oscillator.
Additional bifurcations- that is, qualitative changes in the dynamics- may occur and
destabilize the time-periodic dynamics into either quasiperiodiodicity or even chaos.
When the laser exhibits such a rich and complex set of dynamical behaviours, the
multimode emission can lead either to an apparently more regular total laser output or
by contrast, can lead to a more complex laser chaotic dynamics of a higher dimension
[20].

1.3 Semiconductor Lasers with Optical Feedback

A schematic diagram of a semiconductor laser subject to optical feedback is shown in
fig.1.1. A plane mirror is used to reflect back a part of the light output of the laser into
the laser cavity. The reflected light beam is called the optical feedback. The distance
between the laser facet and the external mirror is defined as the external cavity length
(). R2 and R3 are the reflectivity of the mirrors. Fig.1.1 represents an external cavity

laser system.

R2 | R3

. <— o
Semiconductor

External mirror
Laser

Fig.1.1. External cavity semiconductor laser system.

The external cavity length is an important parameter [21]. A semiconductor laser
dynamical response may depend on the external cavity length and optical feedback
strength. Tkach et al. [22] experimentally studied so-called ‘regimes of feedback’. Five
operating regimes are now conventionally labelled ‘Regimes I to V’. Regime I with
weak optical feedback strength, the laser line width can be either narrowed or
broadened depending upon the phase of the optical feedback [23]. In Regime II
longitudinal mode hopping can appear [24]. In Regime III the laser mode becomes
stable and locked to minimum single-mode linewidth. Regime IV is termed the
‘coherence collapse’ regime. In this regime the laser linewidth broadens and the

coherence length of the laser reduces dramatically [25]. The noise level is enhanced



greatly under this condition. The effects in this regime are independent of the feedback
phase. A further increase in the optical feedback strength leads the laser to Regime V.
In this regime the laser achieves stable external cavity mode of operation. To reach the
Regime V strong optical feedback is needed. So antireflection coating of the front facet
of the laser is necessary. Fig.1.2 shows the regimes of feedback, which is a function of
the feedback strength and distance of reflection. Fig.1.2 is taken from the reference
[22]. Considerable effort has given to study the nature of the laser dynamics in the
coherence collapse regime [25]. Cho and Umeda have studied the relation between
coherence collapse and chaotic dynamics of an external cavity semiconductor laser
[26]. In Regime IV, the presence of chaotic dynamics in an external cavity laser system

has an important potential application in secure optical communications.
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Fig.1.2. Plot showing the power levels at which the transitions between
regimes occur, as a function of distance to the reflection. From [22].



1.4 Optical Chaos Communications

An optical chaos communications system consists of a transmitter, a transmission line,
and a receiver, these three elements can be common to all communication systems. A
schematic diagram of an optical chaos communications system is shown in fig.1.3 [10].
The transmission of encrypted messages can be achieved using a semiconductor laser.
The chaos generator in fig.1.3 is an external cavity semiconductor laser. The external
cavity semiconductor laser is defined as the transmitter laser (TL). A message can be
embedded in a chaotic carrier optical signal generated by direct bias current modulation
of a chaotic semiconductor laser. A schematic diagram of message embedding is shown
in fig.1.4.

Transmitter Receive

Transmission Line
Uy

Message

> Chaos
/I\ Replicator

Chaos
Generator \l/

Chaotic Signal + Message

Decoded Message | [ |

Fig.1.3. A Schematic diagram of optical chaos communication system. From reference [10].

N T

Message Signal Noise like signal Masked message signal

Fig.1.4. A Schematic diagram of message embedding.

At the receiver the message is recovered with the help of a chaos replicator. A chaos
replicator is a semiconductor laser subject to the optical injection from the transmitter
laser. The chaotic replicator in fig. 1.3 is defined as receiver laser (RL). The receiver

laser is chosen to be as identical as possible to the transmitter laser in order to achieve

6



the chaotic synchronization. Chaotic synchronization of the transmitter and receiver
laser is key to the use of optical chaos in communications [5, 6, 8, 9]. The term ‘chaotic
synchronization’ refers to a variety of phenomena in which coupled chaotic systems
adjust their dynamics to achieve common behaviour [27].

The TL and the RL are unidirectionally coupled. Two lasers are coupled
unidirectionally if the dynamics of one laser (TL) influences the dynamics of other
(RL), and TL is isolated from the RL, so that the dynamics of the RL does not affect the
dynamics of the TL. A schematic diagram of the unidirectional coupled system is

shown if fig. 1. 5.

L LLEL LY VSN
e (|} 5 VA A
e .
TL ...-lllIl“‘
E__________________ ]
ey T e
RL

Fig. 1.5. A schematic diagram of unidirectionally coupled TL and RL

The message is recovered by subtracting the synchronized chaotic signal output of the
receiver laser from the masked message chaotic signal of the transmitter laser. A
schematic diagram of a message recovery is shown in fig. 1.6. The message can be

successfully recovered if the RL output is well synchronized to the TL.

il b ] T i/ I LAt
| '\ |
Masked message signal  Synchronized chaotic signal Message recovered

Fig.6. A Schematic diagram of message recovery.



1.5 Time Delay in a Chaotic Semiconductor Laser

The external cavity round trip time of the external cavity semiconductor laser system is
called the time delay (TD) in the laser dynamics. Time delay concealment may be
regarded as an additional key to encode messages in optical chaos communication [28].
Rontani et al. have theoretically investigated TD identification using auto-correlation
function and mutual information methods [28]. Time delay concealment has been
studied numerically and experimentally [29-31]. In chapter 5 time delay concealment is
explored experimentally in a scheme of optical feedback incorporating variation of the

polarization-angle of optical feedback into the Vertical-Cavity Surface-Emitting Laser.

1.6 Thesis Outline

Chapter 2 describes the Lang-Kobayashi model which is used to describe the
dynamical behaviour of external cavity semiconductor lasers. This model includes the
open loop and the close loop configuration. Langevin noise is also discussed. Cross
correlation function is also discussed in this chapter. The cross correlation function is
used to calculate the synchronization quality between the transmitter laser and the
receiver laser. The Fourier transform is discussed as a means to calculate the signal to

noise ratio of the recovered message.

Chapter 3 discusses optical chaos communications using analogue message
modulation. The chapter explores the effects of bias current, modulation frequency and
coupling strength on the synchronization between the transmitter laser and the receiver
laser. The effects of bias current, modulation frequency and coupling strength on the
quality of encoded message. Variations of the synchronization with respect to bias
current and modulation frequency are shown using contour plots. Optimum conditions

for synchronization and quality of recovered message are identified.

Chapter 4 discusses digital optical chaos communications. The effect of bias current,
digital message modulation rate and coupling strength on the synchronization between
the transmitter and receiver laser is studied in this chapter. The quality of the decoded
message is defined via calculations of the Bit Error Rate (BER). The effect of bias

current, digital message modulation rate and coupling strength on the BER of



subtracted message are discussed. The operating conditions for the best synchronization
and the best BER are studied.

Chapter 5 describes auto-correlation and the permutation entropy methods to analyze
the time delay signature in the output intensity of the external cavity VCSELSs. A time
delay signature appears due to the external cavity. Time delay identification is studied
as a function of bias current of the VCSELSs, optical feedback and the polarization angle
of the feedback. This chapter describes time delay concealment which can be achieved
at certain condition of the polarization angle of the optical feedback.

Chapter 6 summarises the research work
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Chapter 2

Numerical Modelling of Semiconductor Laser
Optical Chaos
Communications Systems

2.1 Introduction

The application of the semiconductor laser in optical chaos communications is the focus
of this thesis. Numerical modelling of a semiconductor laser-based optical chaos
communication system; synchronization of a transmitter-receiver laser system and

signal to noise ratio of transmitted signal are discussed in this chapter.

Unintentional external feedback from the fibre facet in a semiconductor laser-to-fibre
coupling system is a serious problem. External feedback degrades the modulation
characteristics and increases the intensity noise in transmitted signals [1-4].

But there may be also beneficial effects of external optical feedback on the laser
performance. For example optical feedback enhanced spontaneous emission and
spectral line narrowing of the laser [5]. The dynamical response of semiconductor lasers
is highly nonlinear, and semiconductor lasers can easily be driven into chaotic
dynamics [6]. Lang and Kobayashi published a paper [7] on the dynamics of
semiconductor lasers subject to external optical feedback. The analysis of many
semiconductor laser-based optical chaos communication systems can be accomplished

using the Lang-Kobayashi model.
2.2 Lang Kobayashi Model of External Cavity Semiconductor Laser

The Lang-Kobayashi model describes the effect of an optical feedback on a single
mode semiconductor laser [7]. A schematic diagram of an external cavity
semiconductor laser is shown in fig.2.1. An external mirror is used to provide external
optical feedback to a semiconductor laser. R2 and R3 are the mirror reflectivity. tex is
the external cavity round trip time. In this model a single reflection from the external

mirror is taken into account.
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Fig.2.1. Schematic diagram of an external cavity semiconductor laser system.

The Lang-Kobayashi rate equations for the complex electric field and carrier

numbers in the laser are given by [6, 7]:

dE(t)
dt

= 1(1 +ia) [G(t) — ilE(t) + KE(t — T,y )0 @Tex (2.1)
2 Tp

an@) 1 N(t)

dt e Ty

- GOIE®I? (2.2)

_ go(N(t) B No)
6O = T EOR

(2.3)

Here E(t) is the electrical field inside the laser cavity; Tex is the external cavity round
trip time; v is the carrier life time; e is the photon life time ; € is the electronic
charge; a is the linewidth enhancement factor; N(t) is the carrier number; N is the
carrier number at transparency; G(t) is the gain in cavity; Qo is the linear gain
coefficient; € is the gain saturation coefficient; K is the external mirror feedback
rate. The last term in eq. (2.1) represents the external feedback. The feedback rate,

K is related to cavity parameters as [6]
1
2 ¢

sz(l_RZ)(&) 20

7 (2.4)

Where C is the speed of light; | is the optical length of the laser cavity; R2 is the

power reflectivity of the laser facet facing the external mirror, Rz is the power
reflectivity of the external mirror and f is the fraction of the reflected field which
couples back into the lasing mode [6].
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2.3 Transmitter-Receiver Laser Optical Chaos Communication Configuration

In a typical optical chaos communication system a transmitter laser (TL)-receiver
laser (RL) configuration is used. There are two types of configurations namely
‘closed loop’ and ‘open loop’ which are discussed in the following sub-sections. In
these configurations the transmitter laser is subject to external feedback. A message
for transmission may be added by modulating the bias current of the transmitter
laser. Synchronization between the TL and the RL can be achieved when a small
fraction of the light output from transmitter laser is injected into the receiver laser.
The message decoding is achieved by subtracting the synchronized output of the RL
from the TL output signal.

2.3.1 Closed Loop Transmitter-Receiver Laser Configuration

A schematic diagram of the configuration is shown in fig. 2.2 where it is seen that
both the transmitter and the receiver laser are subject to optical feedback from an
external mirror. Unidirectional coupling is enabled between the lasers so that the
transmitter laser affects the receiver laser but not vice versa. An optical isolator is
used to achieve the unidirectional coupling from the TL to the RL. The receiver
laser is subject to its own external feedback and also to optical injection from the

transmitter laser.

Optical Feedback
KrL

IRL SO ’ Optical Injection
Kc

Optical Feedback
Kro

Fig. 2.2. Schematic diagram of optical chaos communication
closed loop transmitter-receiver configuration.
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2.3.2 Open Loop Transmitter-Receiver Laser Configuration
In an open loop transmitter-receiver laser configuration the receiver laser is not subject
to external feedback. A schematic diagram of the open loop transmitter-receiver laser

configuration is shown in fig. 2.3.

Optical Feedback
KL

IRL SO * Optical Injection
Ke

1 r

Fig. 2.3. Schematic diagram of open loop transmitter-receiver optical
chaos communication configuration.

The advantage of the closed loop configuration in comparison to the open loop
configuration is that, the closed loop configuration leads to better synchronization than
the open loop configuration [8]. The disadvantage of the closed loop configuration is

the need to maintain careful alignment of the several optical components.
2.4 Optical Chaos Communication using Analogue Modulation

The open loop transmitter-receiver laser configuration (fig. 2.3) is studied in this
scheme. An optical chaotic carrier is generated using optical feedback in semiconductor

lasers.

An analogue message is generated using direct current modulation of the TL. The

analogue sinusoidal message is modulated as:

It = I4.(1+ hsin(wt)) (2.5)
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Here lqc is the bias current of the transmitter laser, h is the modulation depth and o is
the modulation frequency. The receiver laser is driven at a constant current, with no
modulation.

The Lang-Kobayashi external cavity semiconductor laser model is used in the

simulation of this configuration from equations 2.1 - 2.3.

dE:lLt(t) - %(1 + o) [GTL(t) - %] Er(t) + KTLETL(t - Tex.TL)e_inLTex'TL (2.6)
Ll _ 2+ i) |6 - %] Epu () + KBy (£ = 7)et" @7
dNTl;;L () _ ITLe'RL B NTL::I:, (t) ~ Grm (t)|ETL,RL(t)|2 (2.8)
Gront (6) = 9o (Nrpri(£) = Np) (2.9)

1+ 5|ETL,RL(t)|2

Here the indices TL and RL refer to the transmitter laser and the receiver laser

respectively Ex. (Erv) is the electric field and Nt (Ngo) is the carrier number; K. is the
transmitter laser feedback rate Kc is the coupling strength from the TL to the RL. The

time taken by the light to travel from the TL to the RL is called the time of flight tc.

Aw = wr;, — wg.is the frequency detuning between the TL and the RL.

2.5 Optical Chaos Communication using Digital Modulation
Direct current modulation of the TL is again used in this case. A binary random bit
sequence (BRBS) message is impressed via the transmitter laser drive current. The
BRBS is a uniformly distributed random bit sequence of zeros and ones. The TL drive
current is modulated as:

Iy, = I4.(1+ h(BRBS)) (2.10)

Here lqc is the bias current of the transmitter laser and h is the modulation depth.

The Lang-Kobayashi model [7] is used to simulate the open loop transmitter -receiver
laser configuration including Langevin noise. The last terms of eq.( 2.11) and eq.( 2.12)
are the Langevin noise terms for the laser system. Where B is spontaneous emission

factor. Langevin noise is discussed in the next section.
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dE’;;(t) = %(1 + ia) |Gy () — %l Eri(t) + kcEpy (£ — 7)€ttt
ZflivA( tt ) Yre(t) (2.12)
dNTZ}zL © = ITLe'RL - NTLZ: ©_ Grore(O)|Erpre (t)lz (2.13)
Grors (6) = 9o(Nrpre(6) = No) (2.14)

1+ €|ETL,RL(t)|2

2.6 Langevin Noise and Digital Message Transmission

The original Langevin equation [9] was used to describe Brownian motion, the
apparently random movement of a particle in a fluid due to collisions with the
molecules of the fluid. Such collisions provide a force which drives the particle in
random directions. From a mathematical viewpoint the key feature of the Langevin
equation is that the random force is directly added to the equation of motion.

In semiconductor lasers the analogue of the random Langevin force is spontaneous
emission which adds photons with random phases to the laser emission. The
spontaneous emission thus appears as random noises which add directly to the light
emission [10] and is thus termed Langevin noise. Langevin noise is prescribed using
means and correlations which encapsulate the underlying randomness of the
spontaneous emission process. Thus a Langevin noise source having a time dependence
f(t) possesses the following generic properties:

The average value over time is zero: <f (t) > =0.

Considering the noise source at different times ,say f(t) and f(t-t) the correlation

function <f(t)f(t-t)> exhibits a delta function behaviour: <f(t)f(t-t)> = 5(1).
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The delta function is a real valued function, which value is infinity at origin and zero
everywhere.

+o00, x =0

0, x % 0 (2.15)

5(x) = {

The emission of the photon is associated with the recombination of an electron and hole
pair in the semiconductor and hence a Langevin noise term will also appear in the rate
equation describing the dynamics of the carrier density or number [10]. In this way
using the Langevin approach the carrier density rate equation takes the form:

dn I

n
il (ORRI0 (2.16)

The Langevin noise term [11] f(t) = (2.17)

Ve

TacXe
Where y,. is a Gaussian random variable, which is uniformly distributed over the
interval [0, 1]. A random variable is a variable whose value is subject to variations due
to chance. It can take on a set of possible different values, each with an associated
probability. Noise is generated in a system by the photon emission perturbation. At is

the step size of the computer simulation.

v, = [0 (2.18)

Where 3 is the spontaneous emission factor, N(t) is the carrier number and , T is the

carrier lifetime.

It appears that the Langevin noise term in [12] is dimensionally incorrect due to the

omission of the time step. The correct form of Langevin noise is derived in [10].
2.7 Synchronization

Synchronization is a process where two or more systems interact with each other and

show identical dynamical behaviour. For example, cells in the heart beat together.

Cuomo and Oppenheim [13] first reported pioneering work on the synchronization of
two chaotic systems. The synchronization of chaotic systems and their practical

approach in secure communication has been studied extensively in [14].
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Several approaches have been proposed to determine the quality of synchronization
such as (i) synchronization diagram, (if) mutual information (discussed in chapter 5)

and (iii) cross correlation function (discussed in the next section).

A synchronization diagram can show the quality of synchronization of the system. The
TL and the RL are coupled back to back, so the time of flight is zero. The
synchronization diagram of a back to back coupled TL and RL is illustrated in fig.2.4.
The intensities of the TL Ir.(t) and the RL Ir.(t) at the same time are plotted on x-axis

and y-axis respectively in fig.2.4.

When the RL output intensities are varying same as the variation of the TL output
intensities, the plot of the RL output intensity vs. TL output intensities will be straight
line with 45° slope. In fig.2.4 the synchronization diagram appears (approximately)

straight line with 45%lope.
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Fig.2.4. RL intensity vs. TL intensity.
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2.7.1 Cross Correlation between the Transmitter Laser and the Receiver Laser
The cross correlation method estimate the quality to which two systems are
synchronized. Suppose X(i) and Y (i) (where i may be used to 1, 2,........ , N. ) are the
sampled output intensities of the TL and the RL respectively. To calculate the cross
correlation between the TL and the RL, the RL intensities Y(i) shifted by d data points.
The shift d is defined as the delay between the TL and the RL. The cross correlation, C,
Is defined as:

- NHEGD)-<X>)x Y ([i—d)-<Y >)] (2.19)

\/zg';ol(xa)—< X >)° \/zgvz-ol(ya —d)—<Y >)°

Where <X> and <Y> are the average of the X(i) and the Y (i) respectively.

An example of cross correlation is shown in the fig. 2.5. Cross correlation is calculated
using eq. (2.19) and is plotted as function of d. The output intensities of the TL and the
RL are sampled at 0.125x1072 s. The cross correlation are calculated for d from -1ns to

+1ns at the increments of 0.01ns. In fig.5 cross correlation vs. delay d is plotted.

0.5

Cross correlation C

I AT YT
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Delay (d) X 10-9

Fig. 2.5. Cross correlation between TL and RL vs. delay. 20



For the TL-RL coupled system two types of synchronization can be identified. One is
called perfect or complete synchronization which occurs when two lasers are coupled in
such a way that the TL optical feedback rate is equal to the sum of the RL optical
feedback rate and the optical coupling rate from the TL. In addition the TL and the RL
external cavity round trip time should be the same. Under these conditions the RL
output I, (t), synchronizes with TL output I, (t — T, + Text), Where tc is the time of

flight from the TL to the RL and t.,; is external cavity round trip time [15, 16].

The second type of synchronization which is commonly observed is so-called injection-

locking or general synchronization [8, 17]. In this case the RL output Ig;(t)
synchronizes with the TL output Ir; (t — T.), where 7. is the time of flight from the
TL to the RL.

In 2006, S.Peters-Flynn et al. demonstrated that the maximum correlation does not
necessarily occur at one of these two d = 7 or d = T — 1ex in certain special

circumstances [18].They showed that the maximum correlation is also depend on the
injection power between the TL and the RL [18]. Fig.2.6 shows the correlation as
function of the injection rate between the TL and the RL. It is seen in fig. 2.6 the cross
correlation is decreases for coupling rate 20ns™ to 30ns? and then after coupling rate

30ns cross correlation increases.
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Fig.2.6. TL-RL cross correlation(C ) vs. injection rate Ke.
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2.8 Fourier Transform
In the 19™ century Joseph Fourier gave a mathematical formula which transforms a time

domain function into a frequency domain function.
Let f(t) is a continuous function of a real variable time t. The Fourier transform of the
f(t) is defined as:

F(w) = f+oof(t)e‘i“’t dt (2.20)

Where o is the frequency variable. f(t)e™"“t is a complex valued function of t. The
integral of this function gives a complex valued function. Which can be expressed as:
F(o) = R(0)t il(®w). Where R(o) is the real part and I(w) is the imaginary part.

The magnitude |F(w)| = /R2(w) + I2(w) is called the Fourier spectrum of f(t). The

square of the spectrum |F(w)|? = R?(w) + I*(w) is called the power spectrum of f(t).

The Fourier transform is applicable to continuous time functions. A discrete-time
version of the Fourier Transform is given to perform the spectral analysis on discrete

time function. This is called Discrete-Time Fourier Transform (DTFT).
The transform can be written as:

X(el) = z x[n]e"tn (2.21)

N-1
n=0

Where N is the length of the signal x[n]. Note that in this transform o is a continuous

variable.

If the frequency is sampled in the frequency domain to give discrete frequencies w =

%. Wherek=0, 1, 2, ..., N-1.

Then the transform is called the Discrete Fourier Transform (DFT) [19]:

= x[nle” N = x[n]wkn (2.22)
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Where W= e"~ and k is the discrete frequency variable. This transform is periodic in
N.

Eq.(2.22) requires N complex multiplications for each of N frequencies. So the
evaluations of the N2 complex multiplication are performed. The computer will take a
long time to evaluate N? multiplication and addition of the complex numbers. A number
of algorithms have been designed to reduce this number and therefore increase the
processing speed. Hence an efficient computer algorithm has been developed. This is
known as Fast Fourier Transform (FFT). FFT makes the number of complex
multiplication and addition proportional to Nlog, N . The FFT algorithm is not

discussed here. Matlab software is used to perform the FFT of the signal in this study.
2.9 Signal to Noise Ratio

The FFT is used to calculate the signal to noise ratio (SNR). Signal to noise ratio is the
message quality measure of the recovered message at the receiver end of analogue

optical chaos communication systems.

FFT is performed on the samples I[n] of the output intensity of the receiver laser. Ps,
the signal power, is defined as the absolute value of the spectral component at the
message modulation frequency. <Pn>, the average noise power, is defined as the
average value of all spectral components (except the message modulation frequency) of
the FFT spectrum. The FFT components P[K] are given from eq.(2.22) as:

N-1
Plk] = ) I[nJwkn
n=0
It is noted that Ps = | P[k] |k =s.
1
< Py>= mz |PK] |,k €{0,1,2,.....,N —1\S}
k
The SNR is defined as:
SNR = —1% 2.23
<Py > (2.23)
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Chapter 3

Optimised Operating Conditions of Analogue
Message Modulation in Optical Chaos
Communication

3.1 Introduction

The amount of information transmitted through communication systems is ever
increasing. Internet banking and internet shopping require sensitive personal details
transmission. To this end, public crypto systems based on software techniques have
provided a platform for security. Improving the security of an encrypted message can be
achieved by additional encoding at the physical hardware layer and, in particular, by
using carriers generated chaos by components in the system. The chaotic output of a
transmitter system is used as a carrier in which a message is encoded. The amplitude of
the message is much smaller than the typical fluctuations of the chaotic carrier, so that it
is very difficult to isolate the message. To decode the message, the transmitted signal is
coupled to another chaotic system, the receiver, which is similar to the transmitter. The
receiver synchronizes with the chaotic carrier itself; so that the message can be
recovered by subtracting the receiver output from the transmitted signal [1-3]. The
operation of optical chaotic communication systems is dependent upon the achievement
of chaos synchronization. Pioneering work on the synchronization of two chaotic
systems was reported by Cuomo and Oppenheim [4] who showed that systems
displaying Lorenz chaos can be used to effect message transmission in a chaos
communication system. In such schemes the message (M) is typically added to the
chaotic laser emission (C) so that the output from the transmitter laser is M+C. Through
the achievement of chaos synchronization the receiver laser output is C. The tendency
of the receiver laser to synchronize only to the chaos and not the message is termed
Chaos Pass Filtering (CPF) [5]. CPF enables message extraction. By subtracting the
receiver output from that of the transmitter the message is recovered: symbolically we
have (M+C) - C =M asin fig.1.3.
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Colet and Roy first numerically demonstrated the possibility of hiding and recovering
binary bit sequence at 100kbps using synchronization of chaos in two solid-state lasers
[6]. In their scheme a message was encoded in the chaotic output of transmitter laser,
and it was transmitted to the receiver laser using an optical fibre. The receiver laser was
assumed to operate under similar conditions as the transmitter laser. Since then several
schemes have been proposed for the exploitation of synchronized chaos in order to
achieve secure communications using lasers [7-12]. For optical chaos communication,
semiconductor lasers offer many advantages being both widely available and also being
easily driven into chaos, for example by the use of external cavity feedback [13-17]. In
1999 Sivaprakasam and Shore were the first to demonstrate experimentally
synchronization [18] and in 2000 message encoding and decoding [12] using chaotic
external cavity semiconductor lasers. Work on synchronization [16] identified an
optimum coupling strength requirement between transmitter and receiver laser to

achieve good quality robust synchronisation.

The practical utility of a chaotic carrier in high-bit rate optical communications has
been established using several chaotic laser diode transmitter-receiver configurations
including a field trial over an installed optical fibre network [19]. The key physical
requirement for effecting message extraction using such a system is the achievement of
high-quality chaos synchronization between the transmitter laser (TL) and receiver laser
(RL). In turn, that synchronization is reliant on the selection of a well-matched pair of
laser diodes for the TL and RL.

In external cavity semiconductor laser systems it has been demonstrated that the
receiver laser synchronizes with the chaos produced in the transmitter but that the
masked message amplitude is much reduced in the receiver compared with that in the
transmitter [20, 21]. The chaos pass filtering exhibited by synchronized laser diodes is
frequency dependent [5, 17]: The closer the message frequency is to the relaxation
oscillation frequency, the worse is the filtering of the message in the receiver laser. This
property is expected to be highly important for the practical implementation of chaotic

synchronized lasers in secure communication systems.

Laser operating conditions for high quality synchronization and high quality of signal to
noise ratio (SNR) message extraction have been shown experimentally to be different
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[22]. The aim in this chapter to identify ideal operating conditions wherein chaos
synchronization and maximum SNR are achieved simultaneously performing numerical

analysis on a semiconductor laser-based optical chaos communications system.
3.2 Numerical Model

The well-known Lang-Kobayashi model [18, 19] is use to identify ideal operating
conditions for optimized chaos synchronization and message extraction. In this chapter
the study is based on the analogue message modulation. The schematic diagram and the

rate equations are discussed in chapter 2.
3.3 TL and RL Output Power and Synchronization

Simulations are performed on the Lang-Kobayashi model using the parameter values in
table 3.1. The time series of the output powers of the TL and the RL are plotted in
fig.3.1. The black solid line represents the TL output intensity and the red solid line

represents the RL output intensity.
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Fig.3.1. TL (black) and RL (red) chaotic output intensity versus Time.
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Table: 3.1

Parameter Symbol Values
Transmitter laser bias ItL 25mA
current

Line width enhancement « 5

factor

Carrier lifetime T\ 2ns

Photon lifetime Tp 2ps
Transmitter laser external 7 1ns
cavity round-trip time

Linear gain coefficient g 1.5x108ps?
Gain saturation coefficient £ 5x1077
Carrier number at N, 1.5x108
transparency

Wavelength A 1551nm
Master laser feedback rate K, 10ns™
Wavelength change of RL dirL/dl 0.0142(nm/mA)

w.r.t. current

The TL output intensity at a given time versus the RL output intensity at the same time

is plotted to demonstrate the synchronization between TL and RL. In fig.3.2 X-axis is

TL output intensity and Y-axis is RL output intensity. The synchronization diagram is

approximately synchronized and having the 45° slope of the synchronization line plot.
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Fig.3.2. RL intensity vs. TL intensity.
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The synchronization quality C(t) between the TL and the RL was calculated using the

cross correlation from equation2.19. The cross correlation function is discussed in
chapter 2 section 2.7.1. C(1) is calculated for a broad range of T 1ns to 1ns. C(t) vs. T iS

plotted in fig.3.3.
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Fig.3.3. Cross correlation between TL and RL vs. time shift.

3.4 Signal to Noise Ratio of Extracted Message

Signal to noise ratio (SNR) is used to calculate the quality of extracted message. The
signal to noise ration calculation is discussed in chapter 2 section 2.9.

In fig. 3.4 the SNR vs. the RL bias current is plotted. The modulation frequency of the
signal is 2GHz. Modulation depth of signal is 4%. Coupling strength from TL to RL is
20%. Black solid line represents the SNR of extracted message and the red solid line
represents the SNR of RL signal output. It is observed that the SNR of extracted
message is higher than the RL output signal. This implies that the RL is only

synchronizes to the chaotic noise of the TL.
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Fig. 3.4. SNR vs. RL Bias current. Black solid line represent SNR of extracted message
and red represent RL NSR at modulation depth 4% and modulation frequency 2GHz.

3.5 Results

Fig.3.5 shows the results of calculations of the cross correlation between the transmitter
and the receiver lasers and the SNRmsg Of the extracted message as a function of the RL
bias current. The figure was obtained for a modulation frequency of 2GHz, TL-RL
coupling strength of 20% and TL signal modulation depth of 2%. It can be seen that the
best synchronization - at a RL bias current of 17.8mA- does not coincide with the best
message extraction — at a RL current of 18.1mA. This mismatch has been found over a
wide range of signal modulation depths and TL-RL coupling rates and was observed
experimentally in [22] for low values of the RL bias current the correlation coefficient

is relatively small.
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Fig.3.5. Black solid line represents the cross correlation as function of the RL
bias current. Red dashed line represents the SNR as function of the RL bias
current. Modulation depth is 2%, modulation frequency is 2GHz and coupling
strength from TL to RL K¢ is 20%.

As the RL bias current is increased the combined effect of the electrical injection and
the light from the TL brings the RL operating point nearer to that of the TL. At a RL
bias current of 17.8mA the TL and RL operating points are most alike, and the
corresponding correlation coefficient is highest.

Further increases to the RL bias current beyond the optimum value increase the degree
of mismatch between the TL and RL operating points, with a corresponding reduction
in cross correlation coefficient.

When the TL bias current is reduced to 20mA, the RL bias current for optimum cross
correlation condition also reduces, from 17.8mA to 17mA. If the RL current were not
reduced at the same time then the combined effect of the RL bias current and the light
injected from the TL would raise the operating point of the RL above that of the TL,
with a corresponding reduction in the similarity between TL and RL signals
accompanied by a reduction in cross correlation coefficient.

For good message extraction good synchronization is needed, so at low values of RL
bias current the cross correlation coefficient is relatively small, hence the signal to noise
ratio of extracted message is relatively small. As the bias current of RL is increased

cross correlation coefficient is increased, at the same time the signal to noise ratio of the
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extracted message increases as seen in fig.3.5. With Further increases to the RL bias
current beyond the optimum value cross correlation coefficient, there is some range
where the signal to noise ratio of extracted message continuously increases to a

maximum value and then starts to reduce.

3.5.1 Operating Conditions

In this section results are presented which illustrate the consequences of exploring a
wider set of operating conditions in search of an optimal condition. Attention is given to
the impact of the message modulation depth, modulation frequency and TL-RL
coupling strength. Here the result is simulated for two sets of coupling strength values.
The result is plotted for each coupling strength value to the study of the different

modulation frequency condition and modulation depth condition.

3.5.1.1 Operating Condition of Coupling Rate 20% From TL to RL at Modulation
Frequency 1-5GHz

A convenient method for displaying a range of operating conditions is to use contour
plots for cross correlation and SNR measurement as a function of two controllable
parameters. In fig.3.6 values of the cross correlation coefficient are found in the RL bias
current /message modulation depth phase space. The results shown are obtained for a 1
GHz modulation frequency and 20% coupling rate between the TL and RL. The cross
correlation contour plot in fig.3.6 captures the cross correlation for RL bias currents in
the range 14mA-28mA (at increments of 1mA) and for the values of modulation depth
in the range 1%, 6%, 10% and 15%. Such ranges are well within experimentally
accessible limits. In the fig.3.6 the darkest area (red in colour plot) represents the
highest value (0.98) of cross correlation coefficient; other values of the correlation
coefficient appear in the figure. It is seen from fig.3.6 that the highest cross correlation
coefficients are obtained at lower values of the modulation depth and that as the
modulation depth is increased the cross correlation coefficient decreases. The highest
cross correlation coefficients are found in the area  between 1% - 2.5% modulation
depths at 16mA — 21mA RL bias current.
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Fig.3.6. Cross correlation contour as a Fig. 3.7. SNR contour as a function
function of modulation depth and RL of modulation depth and RL bias
bias current at modulation frequency current at modulation frequency
1GHz and Kc 20%. 1GHz and Ke 20%.

Fig.3.7 shows the dependence of the SNR of the extracted message again in the phase
space of the RL bias current and the message modulation depth. As for fig.3.6 the
results are obtained at a message modulation frequency of 1GHz and a 20% coupling
rate between the TL and RL. The increments in the phase space parameters are the same
as in fig.3.6. Analogously to fig.3.6 the contour coding associates the darkest area (red
in colour plot) with the highest values of SNR. As can be anticipated, it is seen in
fig.3.7 that the higher SNR is found at higher modulation depth and that the SNR

decreases with decrease in modulation depth.

34



Fig.3.8&3.9 are contour plots of cross correlation and SNR respectively at 2GHz
modulation frequency compared to fig. 3.6&3.7 at 1GHz modulation frequency.
Coupling strength from TL to RL is 20%. It is observed that the cross correlation
variation with respect to modulation depth and RL bias current is same as fig. 3.6. SNR

variation with respect to modulation depth and RL bias current is same as fig. 3.7.
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Fig. 3.8. Cross correlation contour as a Fig. 3.9. SNR contour as a function of
function of modulation depth and RL modulation depth and RL bias current
bias current at modulation frequency at modulation frequency 2GHz and Kc
2GHz and Kc 20%. 20%.
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Fig. 3.10&3.11 are contour plots of cross correlation and SNR respectively at 3GHz
modulation frequency compared to fig. 3.6&3.7 at 1GHz modulation frequency. The
coupling strength from TL to RL is 20%. It is observed that the cross correlation
variation with respect to modulation depth and RL bias current is same as fig. 3.6. SNR
variation with respect to modulation depth and RL bias current is same as fig.3.7. It is
observed in fig.3.10 that the area of good synchronization (red in colour) has increased
compared to fig. 3.6. However the cross correlation variation with respect to modulation
depth and RL bias current is same as fig. 3.6. The area of higher value of the SNR in
fig. 3.11 has decreased compared to fig. 3.7. However the SNR variation with respect to
modulation depth and RL bias current is same as fig. 3.7 increases and SNR decreases
respectively for applied modulation depth and coupling strength as in fig. 3.6. It is

observed that when the modulation frequency increases the cross correlation.
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Fig. 3.10. Cross correlation contour as a Fig. 3.11. SNR contour as a function
function of modulation depth and RL of modulation depth and RL bias
bias current at modulation frequency current at modulation frequency 3GHz
3GHz and Kc 20%. and Kc 20%.
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Fig. 3.12&3.14 are contour plots of cross correlation at modulation frequencies of 4GHz
and 5GHz respectively. Other operating conditions are the same as fig. 3.6. It is
observed that the good synchronization area (red in colour) is increased marginally
compared to 1GHz modulation frequency. Fig.3.13&3.15 are contour plots of SNR at
modulation frequencies 4GHz and 5GHz respectively. The conditions of modulation
depth and coupling strength are same as fig. 3.7. It is observed that the higher SNR (red

in colour) is deceased marginally compared to 1GHz modulation frequency.
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function of modulation depth and RL bias
current at modulation frequency 5GHz
and Kc 20%.

14 16 18

I

Fig.3.13. SNR contour as a function
of modulation depth and RL bias
current at modulation frequency
4GHz and Kc 20%.

15

10

6]

£
=
5
L
=
=
=
=
S
=,
=)
=

"M 1B 18 20 2 24 H =2

I, (m3)

Fig.3.15. SNR contour as a function
of modulation depth and RL bias
current at modulation frequency
5GHz and Kc 20%.
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It is observed that there is a lack of coincidence between the regimes of highest quality
synchronization and maximum SNR from the above cross correlation and the SNR
contour plots. Cross correlation increases with increases the modulation frequency
whereas the SNR is decreasing with increases the modulation frequency. It may be
expected that the regimes of maximum achievable cross correlation and maximum

attainable SNR should have similar operating condition.

3.5.1.2 Operating Condition of Coupling Rate 40% from TL to RL at Modulation
Frequency 1-5GHz

The coupling strength between the TL and the RL is an important parameter which
affects the synchronization and SNR in an optical chaos communication system. It was
numerically verified that strong coupling from TL to RL can enhance the modulation
bandwidth of injection-locked semiconductor lasers [23]. In this section coupling
strength from TL to RL increases to 40%.

Fig. 3.16 is contour plot of cross correlation at 1GHz modulation frequency and 40%
coupling rate from TL to RL. It is observed that the cross correlation decreases (0.97)
compared to fig.3.6 (0.98).

Fig.3.17 is contour plot of SNR at 1GHz modulation frequency and 40% coupling rate
from TL to RL. It is observed that the SNR increases (26dB) compared to fig.3.7
(24dB). Hence cross correlation decreases and SNR increases with increased coupling
strength from TL to RL.
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Fig.3.16. Cross correlation contour as a Fig.3.17. SNR contour as a function
function of modulation depth and RL of modulation depth and RL bias
bias current at modulation frequency current at modulation frequency
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Fig.3.18&3.19 are contour plots of cross correlation and SNR respectively at 2GHz
modulation frequency and are compared with fig.3.16&3.17 for the case of 1GHz
modulation frequency. It is observed that in fig.3.18 the cross correlation variation with
respect to modulation depth and RL bias current is same as fig.3.16. SNR variation in
the fig.3.19 with respect to modulation depth and RL bias current is same as fig.3.17.
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Fig.3.20&3.21 are contour plots of cross correlation and SNR respectively at 3GHz
modulation frequency compared to fig.3.16&3.17 at 1GHz modulation frequency.
Coupling strength from TL to RL is 40%. It is observed that the cross correlation
variation with respect to modulation depth and RL bias current is same as fig.3.16. SNR
variation with respect to modulation depth and RL bias current is same as fig.3.17. It is
observed in fig.3.20 that the area of good synchronization (red in colour) has increased
compared to fig.3.16. However the cross correlation variation with respect to
modulation depth and RL bias current is same as fig.3.16. The area of higher value (red
in colour) of the SNR in fig.3.21 has decreased compared to fig.3.17. However the SNR
variation with respect to modulation depth and RL bias current is same as fig.3.17.

It is observed that when the modulation frequency increases cross correlation increases
and SNR decreases respectively for applied modulation depth and coupling strength as
in fig.3.16 — 3.21.
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Fig.3.20. Cross correlation contour as a Fig.3.21. SNR contour as a functipn
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Fig.3.22&3.24 are contour plots of cross correlation at modulation frequency 4GHz and

5GHz respectively. Other operating conditions are same as fig.3.16. It is observed that

the good synchronization area (red in colour) is increased marginally compared to

1GHz modulation frequency. Fig.3.23&3.25 are contour plots of SNR at modulation

frequency 4GHz and 5GHz respectively. Conditions of modulation depth and coupling

strength are same as fig.3.17. It is observed that the higher SNR (red in colour) is

deceased marginally compared to 1GHz modulation frequency.
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It is observed from the above figures, the cross correlation decreases as coupling rate
increases from the TL to RL and SNR increases as coupling rate increases from the TL
to RL.

Cross correlation increases with increases the modulation frequency whereas the SNR
Is decreasing with increases the modulation frequency.

It is also absorbed from the above figures; the regimes of maximum cross correlation do
not coincide with maximum SNR. This is accordance with experimental observations
[22].

It may be expected that the regimes of maximum achievable cross correlation and
maximum attainable SNR should have similar operating condition without

compromising the security of message transmission.

3.5.2 Maximum Cross Correlation and Maximum SNR

Fig.3.26 & 3.27 shows the maximum cross correlation and maximum SNR variation as
function of modulation depth at coupling strength from TL to RL 20% and 40%
respectively. Vertical left and right axes represent the cross correlation and the SNR
respectively. The black solid line represents cross correlation. The red dashed line

represents SNR.

It is observed from fig.3.26 & 3.27 that the maximum cross correlation coincidence with

the maximum SNR near a 3% modulation depth.

Having executed this study of wider parameter dependences of the quality of chaos
synchronization and message extraction efficiency attention is now given to the key
results of the present work: the identification of operating regimes where the highest
quality synchronization and most efficient message extraction can be simultaneously

achieved.
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3.5.3 Identification of Optimised Operating Conditions

It has been shown in the specific cases treated in the preceding section that the RL bias
current for maximum cross correlation coefficient does not coincide with that for
maximum SNR of the extracted message. This is in accordance with experimental
observations [22] and was found generally to be the case in a wide range of simulations.
From the view point of practical deployment of optical chaos communications this has
serious implications since the discrepancy between the conditions for optimized chaos
synchronization and those for highest SNR in message extraction will require that in
situ adjustments of laser operating conditions are required in order to maximize SNR
and hence minimize error rates in transmission.

The focus is here to identify operating conditions wherein chaos synchronization and
maximum SNR are achieved simultaneously. It is appreciated that laser parameters
modulation depth, modulation frequency and coupling rate TL/RL may be adjusted in
order to improve the quality of chaos synchronization properties. For definiteness
attention is concentrated here on the role of the receiver laser bias current in
determining the synchronization properties. In this case the specific objective of this
work is to locate the receiver laser bias current which enables coincident achievement
of optimized chaos synchronization and maximum SNR in message extraction.

The explicit means for revealing such an optimized operating regime is to determine the
conditions which provide the minimum difference between the RL bias current for the
maximum SNR which is denoted by Isnr_max and the RL bias current for the best
synchronization which is denoted by Ic_max. The key parameter for these calculations is
the difference between these two currents Al = Isnr_max — Ic_max. Clearly the ideal is to
locate operating conditions for which that current difference is zero. Having undertaken
extensive simulations near ideal operating conditions have been identified. From an
experimental view point the most accessible parameters for adjusting the operating
conditions are the coupling rates between the TL and the RL and the message
modulation depth. It is noted that there are practical limitations to the ranges of these
parameters which may be considered. In relation to the coupling rates it is considered
that values in the range 20 % to 40 % are appropriate. In respect of the modulation
depth one observes that there is a trade-off between message extraction and security of
transmission: if the modulation depth is too small then message extraction may be

inhibited; if the modulation depth is too large then the expected security of transmission
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may be compromised. Following such considerations one identifies a range of usable

modulation depths between 1% and 10%.

C_max

AIMA) =1 e ™|

1.5—.
1.0—.
05-
0.0—.
_0.5_.

-1.04

@ 2GHz Modulation Frequency
A ~o /g\
- . s - N
2T AN, .0 T
O\ PE e . N KA N
e K e} Al
- e

—u— Kc20P%
- 0- Kc25P%
A Ke30P%
--v--Kc40P%
- - Zeroline

@---$/$ e

./I

1.8 1.9 2.0 2.1 2.2 2.3
Modulation depth(%)

Fig.3.28. Modulation depth versus Al is plotted at 2GHz
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In fig.3.28, for example, the current difference, Al, is shown as a function of the

modulation depth for a modulation frequency 2GHz and for different TL to RL

coupling rates. It is seen that for coupling rates of 40% and 30% Al remains non-zero

over the range of modulation depths explored. For coupling rates of 25% and 20% there

are indications that a zero Al can be obtained albeit within comparatively narrow ranges

of modulation depth. The dependence of Al on the modulation depth shows a similar

pattern for all coupling rates but with the higher coupling rates exhibiting the greatest

deviation from the ideal.
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Fig.3.29. Current difference Al versus modulation depth is plotted
at 1GHz modulation frequency. Coupling rate from TL to RL are
20%, 25%, 30% and 40% as different line.

Fig.3.29 shows calculations performed with essentially the same conditions as in figure
28 except that the modulation frequency here is 1 GHz. The dependence of Al on the
modulation depth exhibits similar patterns for different TL to RL coupling rates as
those of fig.3.28. However the highly significant case is that of a 20% coupling rate.
Here Al attains values very close to zero over a relatively wide range of modulation
depths between 1.9 % and 2.2 %. Such regions of reduced sensitivity to change in
modulation depth are likely to be practically useful.

In comparison, Fig.3.28 & 3.29 confirms that ideal operating conditions can be
accessed wherein high-quality chaos synchronization coincides with maximum SNR in
message extraction. Specifically in the case of 1GHz modulation frequency and a 20%
TL to RL coupling rate ideal operating conditions are found for a modulation depth of

order 2%.

3.6 Conclusion

With a view to practical deployment of laser-diode based optical chaos
communications, synchronization of the transmitter laser and receiver laser is
necessary. Good synchronization enables high quality message recovery.
Synchronization depends on the operating conditions of the transmitter laser and
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receiver laser. An optimal operating condition is identified where high-quality chaos
synchronization coincides with maximum message extraction efficiency. Attention has
been focused on using the receiver laser bias current as an experimentally adjustable
physical quantity to achieve the defined ideal operating conditions. In this way it has
been found that an optimal configuration for 1GHz modulation frequency may utilize a
2% modulation depth and 20% TL-RL coupling rate. Having established a methodology
for identifying the defined optimal operating conditions the opportunity is now opened
to apply the approach more generally. Specific interest will be focused on applying the
approach to digital message transmission with a view to identifying optimal Bit-Error-
Rates. In that context the modulation frequency dependences of the performance will
have particular relevance. Such explorations are discussed in next chapter. In addition it
is intended to effect an experimental verification of the optimal operating characteristics

identified in the present work.
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Chapter 4

Digital Optical Chaos Communications

4.1 Introduction

In the previous chapter transmission of an analogue message using a chaotic optical
carrier was discussed. In this chapter the transmission of digital information is explored.
As in the previous chapter use will be made of a semiconductor laser subject to external
optical feedback to provide the requisite optical chaos. Utilization of digital data in
relation to a chaotic optical signal is important in several applications e.g. physical
random bit generation [1, 2], optical chaos logic gate realization for optical chaos

computing [3] and neural network analysis [4, 5].

In the specific context of optical chaos communications a digital message may be
encoded onto the chaotic optical carrier output of the transmitter laser (TL) by e.g. the
direct current modulation of the drive current of the TL. For the external cavity
semiconductor laser of interest here the Lang-Kobayashi model [6, 7] is used for the
complex slowly varying amplitude of the electrical field and minority carriers inside the
cavity of the TL. The model used includes spontaneous emission noise [8].

The practical utility of a chaotic carrier in high-bit rate optical communications has
been established using several chaotic laser diode transmitter-receiver configurations
including a field trial over an installed optical fibre network [9]. The key physical
requirement for effecting message extraction using such a system is the achievement of
high-quality chaos synchronization between the transmitter laser (TL) and receiver laser
(RL). In turn, that synchronization is reliant on the selection of a well-matched pair of
laser diodes for the TL and RL [10].

Laser operating conditions for high quality synchronization and high quality of signal to
noise ratio message extraction have been shown experimentally to be different [10]. In
this chapter a numerical analysis of a semiconductor laser-based digital message

transmitter system is performed with a view to identifying optimal operating conditions
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where the highest-quality synchronization and most efficient message extraction can be
obtained simultaneously.

Schematic diagrams of the optical chaos communication system and an introduction to

the well-known Lang-Kobayashi model have been provided in chapter 2 section 2.2.
4.2 Numerical Model Including Langevin Noise

In practical semiconductor laser systems noise is inevitably present and may have a
significant impact on the performance of the laser. To realistically model the behaviour
of a practical laser system, it is therefore important to include the effects of noise [8, 11-
13]. Work on the description of noise sources in semiconductor lasers can be traced to
the earliest days of semiconductor laser development [14-16]. Emerging from that work
a widely accepted approach is to describe the effects of noise in terms of so-called
Langevin noise. The key properties of Langevin noise sources have been discussed in
Chapter 2 section 2.6. Briefly it is recalled that Langevin noises are random noise
induced by spontaneous emission. Mathematically the main feature of Langevin noise
sources is that they are added directly to the dynamical equations of interest. The well-
known Lang-Kobayashi model [7, 8] including Langevin noise is used to simulate the
behaviour of digital modulation in an optical chaos communications system have been

discussed in Chapter 2 section 2.5.
4.3 Digital Modulation and Chaotic Carrier Generation

In order to exemplify the operation of a digital optical communications scheme, a
binary random bit sequence (BRBS) message is impressed via the transmitter laser
drive current which thereby comprises a DC component and a message (modulating)

component:

I 1= l4(1+h(BRBS)) (4.1)

The BRBS is uniformly distributed random bit sequence of zeros and ones. Here lqc is

the bias current of the transmitter laser and h is the modulation depth.
4.4 Cross Correlation

As in the chapter 2, the synchronization quality between the outputs of the TL and RL

is calculated using cross correlation function as discussed in section 2.7.1.
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4.5 Bit Error Rate

A Key measure of the transmission performance of a digital communication system is
the Bit Error Rate (BER). BER is the number of errors in the received bits divided by

the total number of transmitted bits.

Number of bit errors

BER =

(4.2)

Total number of bits

Optical communication systems are normally designed with the objective of achieving
BER of less than 1072, It is noted that, in practice, error correction schemes may be
used to ensure that the desired BER is obtained. No consideration is given here to the

utilisation of any such error correction protocols.

To quantify the message decoding efficiency at the receiver, calculations are performed
to determine the BER of the extracted message. For better message extraction high
cross correlation is required between the TL and the RL [17]. In this work it is assumed
that there is no propagation time delay between the TL and the RL i.e. a back-to-back
configuration is considered (chapter 2 section 2.3.2). To find the BER in the decoded
message, message extraction is performed in two steps. In the first step, as explained in
chapter 2 section 2.7.1, the time delay between TL intensity and RL intensity at
maximum correlation is calculated. In the second step the RL time series output
intensities are shifted by the time delay of maximum correlation. Then message
extraction is performed by subtracting the RL intensity from the TL intensity. An
intensity threshold Iy value for decision making on the received bit is defined. If the
output intensity is greater than Iw; then the bit will be considered as a 1 otherwise the bit

will be taken to be a 0.

Imax is defined as maximum intensity value of the extracted message and Imin is

minimum intensity value of extracted message. Then:
Ith = Imin + (difference between Imax and Imin)/2 (4.3

i.e. lth= Imin + (Imax — Imin)/2 (4.4)
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4.6 Results

In the calculations reported here, attention has been given to the impact of variations of
the DC bias current of the receiver laser on (i) the synchronization quality, quantified as
the maximum value of the cross-correlation function; and (ii) the BER of the extracted
message. For the present calculations, it is assumed that the DC bias current of the
transmitter laser is fixed at 21y (25mA) and wavelength of the TL is 1550nm. A binary
random bit sequence message signal of modulation depth h (1% - 3%) and message
transmission rate f (1 GB/s-3 GB/s) is transmitted. The RL bias current is varied from
17mA to 20mA. Parameter values used in the numerical simulations are listed in
table 4.1. The corresponding relaxation oscillation frequency (ROF) of the diode laser is
calculated to be 4 GHz.

Table 4.1: Simulation parameters

Parameter Symbol | Value
Transmitter laser bias current It 25mA

Line width enhancement factor o 5
Spontaneous emission factor B 1.1x10°ps
Carrier lifetime N 2Nns

Photon lifetime P 2ps
Transmitter laser external cavity round-trip time | Text ins

Linear gain coefficient g 1.5x10%ps?
Gain saturation coefficient € 5x107’
Carrier number at transparency No 1.5x10°8
Transmitter laser Wavelength ATL 1550nm
Transmitter laser feedback rate Km 10ns
Wavelength change of RL w.r.t. current dirL/dl | 0.0142 (nm/mA)

4.6.1 Correlation and BER

In this section results are presented which illustrate the consequences of exploring a
wide set of operating conditions to find the desired optimal operating condition. Laser
operating conditions for high quality synchronization and high quality of signal to noise
ratio message extraction have been shown experimentally to be different [10]. With a
view to ensuring both efficient message recovery and the security of the message
transmission, specific attention is given to the impact of the message modulation depth.
A convenient method for displaying a range of operating conditions is to use contour

plots for the cross correlation and BER as a function of two controllable parameters.
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In fig.4.1, using a 20 % coupling rate Kc between the TL and RL, values of the cross
correlation coefficient are found in the RL bias current - message modulation depth, h,
phase space. In fig.4.1 the red area represents the highest obtained value (0.98) of the
cross correlation coefficient. It is seen that the highest cross correlation coefficients are
obtained at lower values of the modulation depth and that as the modulation depth is
increased the cross correlation coefficient decreases. The highest cross correlation
coefficients are found in the area between 1.5%-1.7% modulation depths at 17.5mA —
18.75mA RL bias current.

Fig.4.2 shows the dependence of the BER of the extracted message again in the phase
space of the RL bias current and the message modulation depth. Analogously to fig.4.1
the contour coding associates the red area with the lowest values of BER. As can be
anticipated, it is seen in fig.4.2 that the lower BER is found at higher modulation depth

and that the BER increases with decrease in modulation depth.

244 a4
&£ 22 32 20
= =
= =3
< 20 § 20
§ S
§ 121 % 181
= =]
Q =
= =
151 164
70 175 180 185 190 195 200 70 175 120 185 190 195 200
RL bias ourrert {ma) RL Eias Curert{maj
Fig.4.1. Cross correlation contour as a Fig.4.2. BER contour as a function of
function of modulation depth and RL modulation depth h, and RL bias
bias current at message transmission current at message transmission rate 3
rate 3 GB/s and K; 20%. GB/s and K. 20%.

Even a cursory glance at fig.4.1 & 4.2 shows clearly the lack of coincidence between
regimes of highest quality synchronization and minimum BER in message extraction.
The same phenomenon is observed in the case of analogue modulation discussed in

chapter 3.

54



Fig.4.3&4.4 are contour plots of cross correlation and BER respectively at 2 GB/s
modulation frequency. The coupling strength from TL to RL is maintained at 20%. It is
observed that the cross correlation variation with respect to modulation depth and RL
bias current is increased with respect to the case in fig.4.1 (where the transmission rate
was 3 GB/s). In fig.4.4 the BER is improved as modulation depth increases and
message transmission rate decreases in comparison with the case in fig.4.2 at same RL

bias current and coupling strength.
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Fig.4.3. Cross correlation contour as a Fig.4.4. BER contour as a function of
function of modulation depth and RL bias modulation depth h, and RL bias current
current at message transmission rate 2 GB/s at message transmission rate 2 GB/s and
and K¢ 20%. Ke 20%.
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In fig.4.5&4.6 the message transmission rate is 1GB/s and the coupling strength K is
20%. It is observed that the area of higher values cross correlation coefficient decreases

in fig.4.5. In fig.4.6 the lower values of BER have a larger area.

When the modulation depth increases, the parameter mismatch between the TL and the
RL increases. Hence the cross correlation coefficient between the TL and the RL is
reduced. When the modulation depth increases the message strength is higher so the
BER improves under these conditions. It is observed from fig.1-6 that as the
modulation depth increases the cross correlation coefficient decreases and the BER

improve.
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Fig.4.5. Cross correlation contour as a Fig.4.6. BER contour as a function of
function of modulation depth and RL bias modulation depth h, and RL bias
current at message transmission rate 1 current at message transmission rate 1
GB/s and K¢ 20%. GB/s and K¢ 20%.
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4.6.2 Effect of Varying the Message Transmission Rate at a Fixed Modulation
Depth

The message transmission rate is an important characteristic of a digital optical chaos
communication system. In this section the effect of varying the transmission rate at
fixed modulation depth is discussed. The cross correlation contour is drawn as function
of data transmission rate and RL bias current. In fig.4.7 the cross correlation is 0.985 at
bias current 17.75mA to 19mA at lower modulation frequencies. The clear expectation
Is that BER should increase with modulation frequency or equivalently transmission
rate. This is confirmed in fig.4.8 that the BER is lower at lower modulation frequency

for the whole range of bias current.
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Fig.4.7. Cross correlation contour as a Fig.4.8. BER contour as a function of
function of data transmission rata and RL data transmission rata, and RL bias
bias current at message modulation depth current at message modulation depth 1%
1% and K 20%. and K¢ 20%.

4.6.3 Optimal Operating Condition

From the viewpoint of practical use of optical chaos communications any discrepancies
between the conditions for optimized chaos synchronization and those for lowest BER
in message extraction will require that in situ adjustments of laser operating conditions

are performed in order to minimize error rates in transmission.
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It is appreciated that several laser parameters may be adjusted in order to improve the
quality of chaos synchronization properties. For definiteness, attention is concentrated
here on the role of the receiver laser bias current in determining the synchronization
properties. In this case the specific objective of this work is to locate the receiver laser
bias current which enables coincident achievement of optimized chaos synchronization

and minimum BER in message extraction.

The explicit means for revealing such an optimized operating regime is to determine the
conditions which provide the minimum difference between the RL bias current for the
minimum BER which is denoted by Iser min and the RL bias current for the highest
cross-correlation in synchronization which is denoted by Ic max. The key parameter for
these calculation is the difference between these two currents Al = IBer min — Ic_max.
Clearly the ideal is to locate operating conditions for which that current difference is
zero. Having undertaken extensive simulations close-to-ideal operating conditions have
been identified. In respect of the modulation depth one observes that there is a trade-off
between message extraction and security of transmission: if the modulation depth is too
small then message extraction may be inhibited; if the modulation depth is too large
then the expected security of transmission may be compromised.
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In fig.4.9, the current difference, Al, is shown as a function of the modulation depth for
message transmission rate 1, 2 and 3 GB/s at 25% TL to RL coupling rates. It is seen in

fig.4.9 that the operating condition line at 1, 2 and 3 GB/s departs from the ideal line.

At these conditions it is difficult to find optimal operating condition.
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In fig.4.10, the current difference, Al, is shown as a function of the modulation depth
for message transmission rate 1, 2 and 3 GB/s at 20% TL to RL coupling rates. It is
seen in fig.4.10 at 2 GB/s (red line circular symbols) transmission rate the Al line
approaches the ideal line, whereas at 1 GB/s (black line rectangular symbols) and 3
GB/s (green line triangle symbols) the Al departs from the ideal condition for coupling
rates from TL to 20%. There are indications that a zero Al can be obtained albeit within

a comparatively narrow range of modulation depths.
4.7 Conclusion

In this chapter the transmission of digital information is explored. Utilization of digital
data in relation to a chaotic optical signal is important in several applications e.g.
physical random bit generation, optical chaos logic gate realization for optical chaos

computing and neural network analysis.

With a view of practical utility of a chaotic carrier in digital optical chaos
communication system, optimal operating conditions have been identified. Attention
has been focused on using the receiver laser bias current as an experimentally
adjustable physical quantity to achieve the defined ideal operating conditions. Different
conditions of message transmission rate, modulation depth and coupling rate have been
simulated. In this way it has been found that an optimal configuration for 2 GB/s
message transmission may utilize a 1.8% modulation depth and 20% TL-RL coupling

rate.
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Chapter 5

Time-Delay Signature Concealment in an Optical
Chaos Communications System

5.1 Introduction

In the previous chapters the optimal operating regime of modulation depth, modulation
frequency and feedback strength is found for best synchronization and maximum
message extraction efficiency in optical chaos communications systems. In this chapter,
time delay signature concealment is examined as function of bias current and feedback

strength, with a view to improving the security of message transmission.

Optical chaos generated in semiconductor lasers has potential for applications in high
speed secure communications [1, 2]. Often, external feedback from an external mirror is
used to drive semiconductor lasers into broadband chaos. The external feedback
incorporates periodic temporal components related to the time delay (TD) associated
with the external cavity formed between the laser and the external mirror. As a
consequence, the resultant chaotic oscillations typically include recurrence features
termed time delay signatures [3, 4]. The TD signatures may offer an eavesdropper the
opportunity to extract a key parameter of the optical chaos system and hence may
compromise the security of a chaos-based optical communications system [5, 6]. Thus
in order to ensure the security of a chaos-based cryptosystem the elimination of TD

signatures is a topic of some importance.

Rontani et al. have theoretically investigated TD identification by using autocorrelation
and mutual information techniques [7, 8]. The feedback rate and the difference between
the external cavity time delay and the relaxation oscillation period of the semiconductor
laser were the key parameters of the study. Rontani et al. identified two conditions
which could prevent an eavesdropper from accessing the TD. One condition was the use
of a low optical feedback rate and also to ensure substantial separation between the
external cavity TD and the period of relaxation oscillation. The other condition

considered was of low feedback rate with the external cavity TD close to the period of
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relaxation oscillation. The TD concealment is observed in the external cavity feedback
semiconductor laser system by choosing the precise parameters. Curiously, high
dimensional chaos does not necessarily correspond to TD concealment [9]. As such, the
study of the characteristics of the TD signature is of great interest for the determination
of the security of optical chaos communication systems utilizing external cavity lasers.
Time delay identification has been studied using statistical approaches [10-15],

involving, for example autocorrelation function and delay information theory.

Time delay concealment in a master-slave configuration has been reported
experimentally and numerically, where the slave laser is subject to master laser chaotic
output injection [16]. Jia-Gui Wu et al. have studied the TD signature elimination in
mutually delay-coupled semiconductor laser (MDC-SL) systems [17]. They
experimentally observed TD signature eliminated signal in a MDC-SL system under

specific condition of coupling strength and frequency detuning.

Amongst the variety of semiconductor lasers which are commercially available, vertical
cavity surface emitting lasers (VCSELs) have particular attractions for many
applications including optical chaos communications. Attractive features of VCSELs
include single longitudinal mode operation, circular output beam, low threshold current
and low cost [18-21]. A particular feature of VCSELs which are typically circular cross
section is that the direction of the typical linearly polarization emission is not usually
well-defined and may undergo switching between two orthogonal directions termed X
and Y in this work. This is illustrated in fig.5.1. The rich polarization properties of the
VCSELs motivate investigations of the effect of polarization rotation of optical
feedback on the TD signature.

Fig. 5.1 Schematic structure of a VCSEL
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S Xiang etal [22] undertook a theoretical study of the effect of variable optical
polarization- angle of feedback in VCSELs. They found that at low feedback strength
the TD signature is concealed in the fully developed chaotic output of the VCSELSs for
all polarization-angles. While for moderate feedback strength they found that the TD
signature is concealed at intermediate polarization-angles. However according to that
study, for high feedback strength the TD signature is not concealed for any polarization-

angle.

The basic motivation for the present work is to explore experimentally such theoretical
predictions. As such, a scheme of optical feedback incorporating variation of the
polarization-angle of optical feedback into VCSELSs is used to find the appropriate
conditions for TD concealment and thereby enhance the security of optical chaos

communication systems.

5.2 Experimental Configuration

The experimental configuration of an external cavity VCSEL is shown schematically in
fig.5.2. The VCSEL (AVAP-850SM VCSELTO46 w/MPD) has an operating
wavelength of 850nm and a threshold current of 3.4mA. The VCSEL is driven with a

low noise current source (Tektronix LDC202 200mA) and is temperature controlled

within 0.010 C. The beam-splitter (BS) sends a part of the laser output into the external
cavity [7, 8, 23] and the remainder to the detection arm. An external-mirror (M,
reflectivity 99.9 %) is used to return part of the laser beam to the VCSEL thereby
defining the external cavity. An optical attenuator (VA) is placed in the external cavity
to control the optical feedback strength. A quarter wave plate (QWP) is used to rotate
the plane of polarization of the VCSEL emission. When a QWP is double passed due to
mirror reflection, it acts as a half wave plate. Here the QWP is placed in external cavity
of the VCSEL. Different polarization direction of optical feedback can be achieved by
rotating the QWP through an angle Op. Due to the mirror reflection of laser beam the
rotation of the plane of polarization of the light OpR is thereby changed by 260p. The
photodetecter (New Focus 1554-B-50, 12-GHz bandwidth) is used to detect the output
of the VCSEL and recorded using a digital oscilloscope (Lecroy 7404, 4 GHz). In these
measurements, the sampling rate of the oscilloscope is set to 10 GS/s and samples are

recorded over a period of 10us.
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Fig.5.2. Schematic of variable optical polarization-angle feedback external
cavity VCSEL system. BS: beam splitter; VA: variable attenuator; QWP:
quarter wave plate; M: mirror; PD: photodetector.

5.3 Time Delay Signature Analysis Methods

The auto-correlation function (ACF) is used to retrieve the TD signature from the
chaotic intensity of the VCSEL. The ACF is defined as follows [7, 8].

<[I7(t+At)—<Ip(t+A)>][I7(t)—<IT(t)>]>
V<l (t+A8)—<Ip(t+At)>12><[I7(t) —<Ir(t)>]?

Cr(At) = (5.1)

Here |1 is output intensity of the VCSEL. < >denotes time average. At is the time

interval between two intensities of a time series chaotic output of the VCSEL.

Based on calculated Cr values; the amplitude of the peak is calculated as the peak signal
to mean ratio (PSMR). The PSMR is denoted as Cp and defined in eq.(5.2). The

measured TD T may not be located exactly at the true TD tq4 [21]. If the measured TD t
value is located in the interval Vg = (Te— Ta XI, Tq + Ta XI); the TD will be consider

retrieved. Here I the time mismatch coefficient is taken to be 5%.

maxlCT(At)lAtev(Td)

<lcr(a)>

Cp =

(5.2)

Where < |Cr(At)| > is the averaged auto-correlation value of the chaotic output

intensities of the VCSEL at different time delays. Clearly a higher value of
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max|Cr(At)| with a lower average value < |C;(At)| > results in a higher

AteV(tg)

value of Cp.

In this work another time delay estimator is also used, which was introduced by Bandt
and Pompe namely the information theory-based permutation entropy (PE) which is a
measure of the complexity of the time series [24]. This method of time delay estimation

is simple and fast.

In this method, a set U of the measured output intensities of the VCSEL is composed of
N elements I where j = 1....N. Suppose the data is collected at a data rate of 10GS/s
thus there is a typical time, Ts, between samples of 0.1ns. As such, of order 10° samples
are obtained in each measurement. From these samples, subsets Sq containing M values
of the measured intensities are defined in following way: for a defined time interval
T>Ts, the elements of Sq are Ig - m-yT. where m = 1,...,M. In this way the first element
of Sq is lg and the remaining elements are the subsequent intensities at fixed time
interval T. The intensities in each subset will conform with some pattern of relative
magnitudes (for example, 11 in a 4 element subset, 11> 12> 14> I3). For a subset of M
elements there will be M factorial (M!) such patterns. The association of a given subset
with a given pattern is recorded. For the samples obtained with a time interval T, N-
(M-1)XT/Ts subset of M element can be formed. Conformity of each such subset with
the intensity patterns is recorded. In this way the probability P that a given pattern arises
in U is found for a given T. The probability being the number of occurrences of the
pattern relative to the total number of subset Sq. The process is repeated for a number of
values of T. In each case the probability P of the occurrences of all patterns is

determined.
From the probability P the permutation entropy is defined as:

h(P) = = %L, P logP; (5.3)
The normalized PE is given as in ref. [25]:

Hp = h(P)/log,(M!) (54)

Based on PE estimator values the amplitude of the valley is calculated as the valley
signal to mean ratio (VSMR). The VSMR is denoted as Hy and defined in eqg.( 5.5).
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H, = (5.5)

Here x = |(minHP (Djrevza) — 1)| is the valley depth in the vicinity of T4and

y = |(< Hp(T) >|r205ns) — 1| is the average depth value of harmonic and

sub-harmonic valley.

5.3.1 Hlustration of Permutation Entropy Calculation

Suppose U= (1,3,2,4,6,5,3,1,10,7) are chaotic output intensities of VCSEL in arbitrary
unit and M = 3. Subsets Sq are formed as Sq1 = (1,3,2), Sq2 = (3,2,4), Sg3 = (2,4,6), Sq4 =
(4,6,5), Sqs = (6,5,3), See = (5,3,1), Sq7 = (3,1,10) and Sqs = (1,10,7). Here T = 1.
Subsets elements value pattern will be one of the element patterns as shown in table5.1.
The obtained patterns of subset Sq are shown in table5.2. Table5.3 shows the occurrence

and probability of the patterns.

Table 5.1

Patterns Condition
PR1 11> 1> I3
PR2 11> 13> 1,
PR3 1> 11> 13
PR4 12> 13> 1y
PR5 13> 15> Iy
PR6 13> 11> 1,
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Table 5.2

Subset Elements Pattern condition
Sq1 (1,3,2) 12> 13> 11~ PR4
Se2 (3.2,4) Is> 1:> I,~ PR6
Sq3 (2/4,6) Is> 1> I;~ PR5
Se (4,6,5) I2> s> ;= PR4
Ses (6,5,3) [1> 12> I3~ PR1
See (5,3,1) 12> 1> l3= PR1
Sq7 (3,1,10) Is> 1;> I,= PR6
Sqe (1,10,7) I2> 13> I~ PR4

Table 5.3

Patterns Occurrence of Probability of pattern

pattern

PR1 2 2/8

PR2 0 0

PR3 0 0

PR4 3 3/8

PR5 1 1/8

PR6 2 2/8

The permutation entropy is calculated as

2 2 3 3 1 1 2 2
h(P) = —(log(3) +-log(3) +:log(y) +=log(3)) = 1.32

The normalized PE is calculated as

Hp = 1.32/log(6) = 0.7367
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5.4 Experimental Results

The TD signature in the output intensity of chaotic VCSEL subject to variable
polarization-angle of optical feedback is the focus of these investigations. First of all the
polarization-resolved output intensities of the external cavity VCSEL are measured as a
function of polarization angle 6pr. The polarization of the VCSEL laser beam near
threshold is linear and defined as the X-polarization (XP) direction; the Y-polarization
(YP) is orthogonal to the X-polarization.

The power variation in the XP and the YP states as a function of polarization rotation
Orr is shown in fig.5.3. The applied bias current is 6.5 mA and the feedback strength -
14dB. In fig.5.3 the black line with circular symbols represents the XP state and the red
line with star symbols represents the YP state of the VCSEL. It is seen that the YP state
is the dominant lasing mode for polarization rotation angle 8pr less than 50°. When 0pr
increases beyond 50° polarization switching occurs. For 0Opr greater than 80° the XP
mode becomes stable and dominant.

Section 5.4.2 explains the effects of fixed bias current of VCSEL and variable feedback
sterngth on the TD concealment. The next section 4.3 explains the effect of variable

bias current of VCSEL and fixed feedback sterngth on TD concealment.
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Fig.5.3 XP & YP resolved intensity of the VCSEL as a function of the

polarization angle Opr at 6.5mA bias current and -14dB optical feedback

strength. The black line with circular symbols represents the XP and the red

line with star symbols represents the YP intensity.
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5.4.1 Time Delay Identification

In this section the TD signature is studied using the auto-correlation function and the PE
function. Peak at cavity round trip time is clearly visible in fig.5.4. Optical polarization-
angle (Opr = 35°) is considered here. Fig.5.4(a & b) shows the VCSEL output
intensities in the time and frequency domains. The external cavity length in the
experimental setup is 65cm so that the external cavity round trip time is 4.8ns. The
relaxation oscillation period of the VCSEL used in the experiment was measured using
Anritsu MS2667C (9KHz - 30GHz) spectrum analyzer. The observed relaxation
oscillation period tro Of the VCSEL was 0.22ns. The auto correlation is calculated
using eq.(5.1), with At values chosen from -10ns to 10ns in steps of 0.1ns. Fig.5.4(c)
shows the auto correlation as a function of time delay. In fig.5.4(c) the highest peak is
seen at a time delay of 4.8ns.This indicates that the TD of the external cavity has been
retrieved. The PE is calculated using eq.( 5.4), the sampling rate of data is 10GS/s and
number of samples is 10°. The PE as a function of the time delay is shown in fig5.4(d).
Many valleys are seen in the figure due to the harmonics and sub-harmonics of the
cavity time delay and tro. In fig.5.4(d) the deepest valley is seen at TD 4.6 ns. This
valley is close to the external cavity TD. Hence the cavity TD is also retrieved using the

PE function.
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Fig.5.4.(a) VCSEL chaotic output intensity as function of time. (b)
Frequency domain power spectrum of VCSEL output intensity. (c)
Autocorrelation coefficient as function of time lag. (d) Permutation
entropy as function of time delay at bias current 6.5mA, optical feedback
strength -14dB and optical polarization-angle of feedback (8pr) is 35°.

5.4.2 Effect of Polarization Varied Feedback on TD Concealment

It has been found theoretically that at low feedback strength the TD signature is
concealed in the fully developed chaotic output of the VCSELs for all polarization-
angles [22]. While for moderate feedback strength [22] found that the TD signature is
concealed at intermediate polarization-angles. In this section the effect of feedback

strength on time delay signature is studied experimentally.

The impact of the variation of the angle of polarization of the optical feedback on TD
concealment is examined in fig.5.5. The results in fig.5.5 are obtained for an operating
bias current of 6.5mA and feedback strength -14dB; the polarization angle 6pr = 90°.
Fig.5.5(a& b) are plots of the chaotic output intensity of the VCSEL in the time domain
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and frequency domain respectively. It is seen in fig.5.5(c) that the auto-correlation
function has no significant peak value, other than at At = Ons. A similar characteristic of
the PE function is observed in fig.5.5(d): there is no significant valley in the vicinity of
the external cavity time delay. Thus the TD signature is completely masked in this case.
On the other hand in fig.5.4 (which corresponds to the polarization angle 6pr= 35°, bias
current 6.5mA and feedback strength -14dB) the TD signature peak is clearly seen in
fig.5.4(c &d) in the vicinity of external cavity round trip time. Hence it is observed that

the TD concealment is sensitive to the polarization-angle of optical feedback.

Next TD concealment is studied for different conditions of optical feedback strength
and bias current of the VCSEL. The PSMR and VSMR are calculated using eq.(5.2)
and eq.(5.5) respectively. It is observed from many autocorrelation function plots that: a
visible peak close to tq4 always has Cp values greater than 6 and a peak close to tqg and
less prominent than a peak at tro has Cp values less than 6. Hence a reference value Cpr
= 6 is defined for the TD signature identification or concealment. i.e. if the value of Cp
is greater than 6, the TD signature is considered as identified, otherwise the TD
signature concealed.

Again in the case of PE estimation, it is observed from many PE function plots that a
visible valley close to tq always has Hyv values great than 2. While a valley close to td
and less prominent than a valley at tro has Hv values less than 2. Hence a reference
value Hvr = 2 is defined for the TD signature identification or the concealment. i.e. if
the value of Hy is greater than 2, the TD signature considered as being identified,

otherwise the TD signature is concealed.
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The polarization states of the VCSEL are sensitive to the bias current. So it is important
to explore the effect of feedback strength on TD concealment at different bias current of
the VCSEL. In the next subsection the cases of bias currents 5.5mA, 6.0mA and 6.5mA

are studied.
5.4.2.1 VCSEL Operating Bias Current 5.5mA

The PSMR and the VSMR as functions of the polarization angle for different feedback
strengths are shown in fig.5.6. In fig.5.6 the operating bias current is 5.5mA. It is seen
from fig.5.6(a) that the Cp values are smaller than Cpr for 6pr> 75° at the feedback
strength = -18dB. Hence the TD is concealed for polarization angles 6pr> 75°. In the
case of the fig.5.4(d) the Hyv values are smaller than Hyr for 6pr>20°. It is observed in
fig.5.6(b) that the Cp values are smaller than the Cpr for 6pr> 80° and in fig. 5.6(e) the
Hv is smaller than the Hvr for 6pr> 40° at the feedback strength of -16dB. Hence the TD
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signature is concealed but the range of polarization angle for concealment is reduced. In
fig.5.6(c & f) the feedback strength increases to -14dB. Fig.5.6(c) shows that the Pc
values are always greater than Pcr While in fig.5.6(f) the Hv values are smaller than
Hvr for Opr> 75°. Hence it is observed that the TD signature concealment is sensitive to
the feedback strength. When the feedback strength increases there is reduction in

polarization angle range (8pr) Where TD concealment may be achieved.
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Fig.5.6(a, b& c) are PSMR as function of optical polarization-angle of feedback 0pr at
feedback strength -18dB, -16dB, -14dB respectively. (d, e, f) are the VSMR as
function of polarization angle 6pr at feedback strength -18dB, -16dB, -14dB
respectively. The bias current is 5.5mA.
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5.4.2.2 VCSEL Operating Bias Current 6.0mA

In this section the TD concealment is observed at VCSEL operating bias current 6.0mA
and feedback strengths of -18dB, -16dB and -14dB. It is seen from fig.5.7(a) that the Cp
values are smaller than Cpr for Opr> 45° at the feedback strength = -18dB. Hence the TD
is concealed for polarization angles Opr> 45°. In the case of the fig.5.7(d) the Hy values
are smaller than Hyr for all polarization angles 0pr. Thus the PE function shows that the
TD signature is concealed. It is observed in fig.5.7(b) that the Cp values are close to the
Crr for Opr> 35° and in fig.5.7(e) the Hy is smaller than the Hvr for 6pr> 20° at the
feedback strength of -16dB. Hence the TD signature is concealed but the range of
polarization angles for concealment is reduced. In fig.5.7(c & f) the feedback strength
increases to -14dB. Fig.5.7(c) shows that the Pc values are smaller than Pcr for Opr>
70°, while in fig.5.7(f) the Hv values are smaller than Hvr for 6pr> 65°. Hence the
feedback strength increases the TD concealment angle of polarization range (6pr)
reduces. Thus it is observed that the TD signature concealment is sensitive to the

polarization angle Opr.
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Fig.5.7(a, b& c) are PSMR as function of optical polarization-angle of
feedback Opr at feedback strength -18dB, -16dB, -14dB respectively.

(d, e, f) are the VSMR as function of polarization angle 0pr at feedback 76
strength -18dB, -16dB, -14dB respectively. The bias current is 6.0mA.



5.4.2.3 VCSEL Operating Bias Current 6.5mA

In this section TD concealment is studied at a VCSEL bias current 6.5mA. The PSMR
and the VSMR as functions of the polarization angle for different feedback strengths
are shown in fig.5.8. It is seen from fig.5.8(a) that the Cp values are smaller than Cpr for
Bpr> 35° for a feedback strength of -18dB. Thus the TD is concealed for polarization
angles Opr> 35°. In the case of fig.5.8(d) the Hv values are smaller than Hyr for all
polarization angles Opr. Thus the PE function shows that the TD signature is concealed.
It is observed in fig.5.8(b) that the Cp values are smaller than the Cpr for 6pr> 45° and in
fig.5.8(e) the Hy is smaller than the Hvr for 6pr> 20° at the feedback strength of -16dB.
In this case the TD signature is concealed but the range of polarization angle of
concealment is reduced. Fig.5.8(c) shows that the Pc values are smaller than Pcr for
Brpr> 60° and in fig.5.7(f) the Hy values are smaller than Hvr for 6pr> 45°. Hence it is
observed from the previous sections that while increasing the VCSEL operating bias
current the TD concealment is sensitive to the polarization angle of optical feedback
and feedback strength. So the TD concealment can be achieved for the flexible
operational bias current range. From fig.5.3 it is seen that the polarization angle near
50°, the XP intensity values and the YP intensity values are close to each other. So the
interaction between the XP and the YP feedback light becomes stronger. Hence strong

interaction leads to the better concealment of the TD signature.
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Fig.5.8(a, b& c) are PSMR as function of optical polarization-angle of
feedback 0Opr at feedback strength -18dB, -16dB, -14dB respectively. (d, e, f)
are the VSMR as function of polarization angle 0pr at feedback strength -18dB,
-16dB, -14dB respectively. The bias current is 6.5mA.
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To elucidate the effect of both feedback strength and the polarization angle 6pr 0N TD
concealment, a convenient approach is to utilise contour plots of PSMR and VSMR as a
function of feedback strength and polarization angle 8pr. The contour plot will be
helpful for finding optimal operating parameters for the TD concealment region. Fig.5.9
Is a contour plot of PSMR and VSMR as function of feedback strength and polarization
angle Opr at a bias current 6.5mA. The red regions are the lowest values of Cp and Hy;
so red area represents the TD concealed region. It is observed from fig.5.9(a&b) that the

TD signature is concealed for polarizer angles 6pr>30° and lower feedback strengths.

Feedback strength (dB)

Feedhack strength {(dB)

6 20 40 &0 B0 0 2 4 @ ©
Polarization angle (¢, ) Polarization angle (¢, )
Fig.5.9(a) PSMR contour as a function of Fig.5.9 (b) VSMR contour as a function of
the feedback strength and the optical the feedback strength and the optical
polarization-angle of feedback at bias polarization-angle Opr Of feedback at bias
current 6.5mA. current 6.5mA.

5.4.3 Effect of Varied Bias Current of VCSEL on TD Concealment

In section 4.2 the effects of varying optical feedback strength at fixed bias current on
TD concealment were explained. In the present section outcomes of measuring the
influence of varying bias current at fixed feedback strength on TD concealment are
discussed. The optical feedback strength used in this case is fixed at -14dB. The
measurement is performed at bias currents of 5.5mA, 6.0mA and 6.5mA. In fig. 5.10(a)
the bias current is 5.5mA. Here it is seen that the values of Cp are greater than Cpr for
all polarization angles 6pr, however in fig. 5. 10(d) the PE function measurements show

that the Hy is greater than Hyr for polarization angles 6pr< 80°. As such TD signature
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concealment is observed for a narrow range of polarizer angles. In fig. 5. 10(b) the bias
current is 6mA, TD signature concealment is observed for polarization angles 6pr> 70°,
the same TD concealment is seen in fig. 5.10(e) using the PE function. The effect of
further increased bias current to 6.5mA is shown in fig. 5.10(c). There it is apparent that
TD signature concealment occurs near the polarization angle 6pr> 60° from the
autocorrelation function measurement whereas the PE function measure is shown in fig.
5.10(f). In fig. 5.10(f) the TD signature concealment occurs for polarization angles Opr>
40°. Hence the TD signature concealment with varying polarization angles of optical
feedback is sensitive to the bias current of the VCSEL. The theoretical prediction in ref.
[22] indicates that at higher bias currents wider regions of TD concealment polarization
angle at moderate feedback strength can be obtained. Experimentally it is seen in fig.

5.10 that higher bias current improves the TD signature concealment.
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Fig.5.10(a, b & c) PSMR as the function of optical polarization-angle of
feedback 6pr at bias current 5.5mA, 6.0mA and 6.5mA respectively. (d, e,
f) are the VSMR as function of optical polarization-angle of feedback 0pr
at bias current 5.5mA, 6.0mA and 6.5mA respectively. The feedback
strength is -14dB.

5.5 Conclusion

A system with external optical feedback incorporates periodic temporal components
related to the time delay (TD) associated with the external cavity formed between the
laser and the external mirror. Such time delay signatures may be regarded as an
additional key to encode messages in optical chaos communication. It is important that

no eavesdropper can determine the time delay. For this reason time delay signature
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concealment for external cavity semiconductor lasers subject to variable optical
polarization-angle of the feedback has been studied experimentally. The experimental
work has focused on the influence of the optical polarization-angle of feedback,
feedback strength and the VCSEL bias current. TD signature concealment is observed
for lower feedback strength and intermediate polarizer angles. The effect of bias current
on time delay concealment has been determined. At lower bias currents TD signature
concealment occurs over narrow polarizer angle ranges (70°<6pr<90°), whilst for larger
bias currents wider polarizer angle ranges (45°<6pr<90°) allow TD signature
concealment. The observed results are consistent with previous theoretical predictions
[22]. The operational parameter values for TD concealment in the external cavity
VCSEL system will provide significant information for designing secure optical chaos

communication systems.
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Chapter 6
Summary and Future Work

6.1 Summary

This thesis has examined theoretically and experimentally aspects of the use of external

cavity semiconductor lasers for secure optical communications.

Theoretical work has identified an optimal operating condition where high-quality

chaos synchronization coincides with maximum message extraction efficiency.

With a view to practical deployment of laser-diode based optical chaos
communications, attention has been focused on using the receiver laser bias current as
an experimentally adjustable physical quantity to achieve the defined ideal operating
conditions. Use of such an operating regime will facilitate practical deployment of
optical chaos communications systems without the need for re-adjustment of laser

operating conditions in the field.

Numerical simulations are performed on analogue and digital message modulation
using the Lang-Kobayashi model of external cavity semiconductor lasers. The cross-
correlation function is used to measure the synchronization between the TL and RL.
Message recovery efficiency is calculated using SNR and BER for analogue and digital

message modulation respectively.

An optimal operating condition is identified where high-quality chaos synchronization
coincides with maximum message extraction efficiency. With a view to practical
deployment of laser-diode based optical chaos communications, attention has been
focused on using the receiver laser bias current as an experimentally adjustable physical
quantity to achieve the defined ideal operating conditions. In this way it has been found
that an optimal configuration for 1GHz modulation frequency may utilize a 2%
modulation depth and 20% TL-RL coupling rate. Having established a methodology for
identifying the defined optimal operating conditions approach more generally. Specific
interest applied to digital message transmission with a view to identifying optimal Bit-

Error-Rates (BER). In that context the modulation frequency dependences of the
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performance will have particular relevance.

Optimal operating conditions have been identified for a digital optical chaos
communication system. Different conditions of message transmission rate, modulation
depth and coupling rate have been examined. In this way it has been found,for example,
that an optimal configuration for 2GB/s message transmission may utilize a 1.8%
modulation depth and 20% TL-RL coupling rate.

In chapter 5, time delay signature concealment of chaotic vertical cavity semiconductor
lasers with variable optical polarization-angle of feedback has been studied
experimentally. Auto-correlation function-based peak signal to mean ratio and
permutation entropy function based valley signal to mean ratio methods were used to
determine the time delay concealment. The experimental work has focused on the
influence of the optical polarization-angle of feedback, feedback strength and the
VCSEL bias current. TD signature concealment is observed for lower feedback strength
and intermediate polarizer angles. The effect of bias current on time delay concealment
has been determined. At lower bias currents TD signature concealment occurs over
narrow polarizer angle ranges (70°<6pr<90°), whilst for larger bias currents wider
polarizer angle ranges (45°<6pr<90°) allow TD signature concealment. The observed
results are consistent with previous theoretical predictions [22]. The operational
parameter values for TD concealment in external cavity VCSEL system will provide

significant information for designing secure optical chaos communication systems.

6.2 Future work

This thesis opens two interesting lines of research for future work. The central interest
is chaos generation using semiconductor lasers.

One further line of research can be focused on the physical generation of random
numbers using chaotic semiconductor lasers.

The techniques of random number generation can be classified into two categories:
pseudorandom number generators and physical random number generators.
Pseudorandom numbers are generated from a single random seed using deterministic
algorithms. However, sequences of pseudorandom numbers generated deterministically
from the same seed will be identical, and this can cause serious problems for

applications in security.
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For this reason, chaos can be used as a nondeterministic random number generator. A
suitable source of nondeterministic random number generation can be chaotic
semiconductor lasers. A physical optical random number generator can be proposed
using an external cavity VCSEL with variable optical-polarization-angle feedback. In
this way, random numbers can be generated at rates greater than tens of gigabit per
second.

Another development of the research could feature chaotic optical logic gates. Chaotic
systems show sensitivity to initial conditions and yields diverging outcomes, i.e. the
chaotic system can be implemented to generate many different patterns with a single
hardware. A chaotic semiconductor laser may be used to implement such chaotic logic.
For example, a transmitter-receiver coupled lasers system can be proposed for chaotic
optical logic gate operation. The polarization of the receiver laser switches between two
linear orthogonal polarizations (referred to as X and Y) in response to changes in the
injection strength of the transmitter laser. Different injection levels can enable codifying
the input combination of OR or AND logic gates. The output light polarizations of the
receiver laser can give the logic response e.g. 1 for X-polarized light and 0 for Y-
polarized light.
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