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We theoretically explore Gb/s message encryption in free space communications exploiting synchronized mid-infrared chaos from
unidirectionally coupled interband cascade lasers (ICLs) with optical feedback. The achievable message encryption rate depends on the chaos
bandwidth and relaxation frequency oscillation of the ICL which in turn, are determined by the bias current and the number of stages of the
ICL. It is shown that message encryption rates up to 4 Gb/s may be obtained with bit error rate (BER) compatible with regular

telecommunication systems requirements.
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1. Introduction

Chaos secure communication offering high-level security
and high transmission rates has been rapidly developed in
relation to optical fiber links[1-6], where the key
distribution rate is from 0.75Gb/s[3] to 2.25Gb/s[4], the
encryption date rate reaches 60Gb/s[5] and achieves
100Gb/s[6]. In free space optical (FSO) communication,
chaotic secure communication data rate began at a few
Kbit/s and has approached Gb/s using the generation of
broadband chaotic carrier for conventional communication
wavelengths[7,8]. Considering atmospheric transmission
characteristics and private communication in free space,
the focus is on mid-infrared chaotic lasers, because in the
3-5um band of the atmospheric transmission window has
good atmospheric transmission characteristics, lower
transmission losses than other bands, and is less
susceptible to weather factors such as the presence of rain,
dust, fog, and haze[9,10].

Interband cascade lasers (ICL) and quantum cascade
lasers (QCL) are typical mid-infrared laser devices, which
has been used to realize of order hundred Mb/s and Gb/s
data rate in FSO communication[11-14]. Based on the
atmospheric transmission characteristics of mid-infrared
laser, rapid development of mid-infrared laser devices, and
demand of high-speed communication, research into mid-
infrared chaotic secure communication has occurred. QCL
or ICL with external optical feedback, optical injection, and
bias modulation have been investigated in parallel both
experimentally and theoretically in order to obtain mid-
infrared chaotic lasers[15-18]. To date, a 0.5Mbit/s
transmission data rate has been achieved by
unidirectionally coupled QCLs with external optical
feedback operating in the chaotic regime, where the
message is added to the bias current of the transmission
QCL[19]. It is noted that the absence of high-frequency
oscillations chaos limits the data rate. Fully-developed
hyperchaos has been observed experimentally in ICLs
subject to external optical feedback, where the electrical
power spectrum exhibits a frequency span as broad as

2.0GHz[20]. Our previous theoretical research confirmed
that ICL with external optical feedback, under certain
conditions, can generate several GHz broadband chaos[21].
This opens a route towards high speed FSO secure
communication.

In this paper, we demonstrate theoretically a Gb/s secure
communication system based on chaos synchronization in
ICLs. The bandwidth of the high-dimensional chaos is
several GHz and synchronization correlation is above 0.9.
A transmission rate at 4 Gb/s is achieved with an BER
compatible with that of regular telecommunication
systems.

2. Model

Figure 1 depicts chaos masking encoding and decoding
techniques. In chaos masking, Ci(9) is the chaos carrier
which is generated by a master ICL with optical feedback.
The binary code message m(?), is added to the chaotic
carrier and both are injected into the slave ICL. At the
receiver, using chaos synchronization between the master
and slave laser the decrypted message, m(#d, can be
obtained using a low-pass filter operation: (9
=LPF{Cr(d+ nD- CHD}, where CK?) is the output of the
slave ICL and LPF signifies that the recovered message is
obtained using a fifth-order Butterworth low pass filter
with a cut off frequency equal to the transmitted message

bit rate.
JULL [mde)
Tf' l
| &= & —
fext Crt) Cr(f)y+m(t)
Master ICL Slave ICL

Fig. 1. Secure communication diagram of chaos masking.

In the simulations, modified Lang-Kobayashi rate
equations are used[22,23]. In terms of the mean field slowly
varying complex amplitudes of the electric field A(# and



carrier number M2). The dynamics of the master ICL with
optical feedback, is prescribed by the equations:
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The dynamical behaviour of the slave ICL is obtained
using the equations:
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where apmis the inewidth enhancement factor, m1s number
of the cascade gain stage, I, is the optical confinement
factor per gain stage, v is the group velocity of light, gis
the material gain per stage which is given by
g=alMH—Nul/A. Ais the active area. 7, is photon lifetime,
and k& i1s the feedback efficient which is given
by k; =2(J]@/ T,y Where 7 is the internal cavity round
trip time, fx is the feedback strength which is defined as
the power ration between the feedback light and the laser
output, and (; is an external coupling coefficient. The
external coupling coefficient can be expressed as C;=(1 —
R)/2V/R, with R1is the reflection coefficient of the laser front
facet facing the external mirror. zris the external cavity
round trip time and 7is the current injection efficiency. z
is the spontaneous radiation lifetime and Z..is the Auger
recombination lifetime. k; = 2C,/1in;/7i is the injection
efficient which is defined as the power ration between the
injection light and the laser output. I,,, and I are the pump
currents of the master and slave ICL respectively. w,, is
the angular frequency of master laser, Aw = w,, — w;
where w is the angular frequency of salver laser.

In the case of chaos masking, the message 19 is added
to the chaotic carrier of the transmitter (master laser)
which can be expressed as: |[ET4(t)| = |E,,,(t)| + hm(t),
where his the modulation depth that is masking coefficient,
and m(t) is the message which is on-off-keying data.

We follow common practice in using a correlation
coefficient function to quantify the synchronization
between the master and slave lasers[24,25]:

(2 (+ 20) = {1, (e M) (1, ()= (1.(1)))
ot a0, 20 Y201 0))

where I(t) = |E,,(t)|? is the intensity time series, m and s
stands for master ICL and slaver ICL. I(t + At) contains

®)

C(Ar) =

time shift At with respect to I(t), and (-) stands for time
averaging.

Table 1. ICL parameters used in the simulations.

Parameter Symbol Value
Cavity length L 2mm
Cavity width w 4.4pm
Group velocity of light Ug 8.38x10™m/s
Wavelength Anm 3.7um
Active area A 8.8x109m?
Facet reflectivity R 0.32
Refractive index nr 3.58
Optical confinement factor 'y 0.04
Stage number m 10
Injection efficiency n 0.64
Photon lifetime Tp 10.5ps
Spontaneous emission time Tsp 15ns
Auger lifetime Taug 1.08ns
Threshold current In 17.6mA
Differential gain ao 2.8x101%m
Transparent carrier number Ner 6.2x107
Spontaneous emission factor g 1x10*
Linewidth enhancement factor aH 2.2
Feedback strength foxe 0%~30%
Injection strength Ty 0%~80%
Feedback time delay T 2.4ns
Injection time delay 7 2ns

In our simulations, the intrinsic parameters of the two
lasers used are, first of all, assumed to be identical. As
expected, the output of slave laser is highly consistent with
that of master with the correlation coefficient (C) being
close to 1, as shown in Fig. 2 (a-1) and (a-1i). It is noticed that
master-slave synchronization cannot be achieved if the
injection strength is relatively weak, as illustrated in Fig.
2(b-1) and (b-ii), where the injection strength, ri; is 10% and
the correlation coefficient C is only 0.393.

< LeF— Master I1CL (a-i) 2 LeF— Master ICL (b-i)
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Fig. 2. From top to bottom: () temporal waveform and Gi)
correlation plots of master and slave ICLs, where 1 = 80% for (a)
and iy = 5% for (b). Under conditions of [n=1.5ln, Is=1.2Ln, foxt
=10%, Af=0GHz.

3. Results
3.1. Chaotic synchronization



Chaos synchronization of the master and slaver lasers is
the primary condition to achieve low BER chaos secure
communications. In this section, we investigate the
dependence of chaos synchronization on laser pump

current, frequency detuning and ICL stage number.

Pump current effects on synchronization are presented

in Fig. 3 (a) where £x=10%, I = 80%. Once the pump
current of the master laser exceeds that of the slave laser,
the correlation coefficient reaches a relatively high value,
as seen in the upper left sector of Fig. 3(a). A relatively high
pump current of the master laser will enhance the injection
light strength which increases the correlation coefficient.
That is confirmed in Fig. 3(b), where I, = 1.51, L= 1.21
and iy = 24%, C = 0.9 occupies a large region of the
diagram. It has been reported in [20,21] that the feedback
power ratio, fox, has an effect on the generation of chaos but
we find that it has little influence on the correlation
coefficient of master and slaver laser.
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Fig. 3. For zero frequency detuning, correlation coefficient as a
function of pump currents of master and slave ICLs (a) where £
=10%, riy=80% and as a functions of feedback power ratio and
injection power ratio (b) where In= 1.51n, Ls=1.21.

Attention is now given to another key parameter: the
frequency detuning between the master and slaver lasers.
From Fig. 4 it is seen that the correlation coefficient is
further enhanced in some negative detuning regions also,
increasing the injection power ratio, here riyis raised from
20% to 80%, causes the correlation coefficient to increase
from 0.880 at Af=-2GHz to 0.977 at Af=-6GHz. For zero
detuning, for these two power ratios, the correlation
coefficients are respectively 0.860 and 0.940. This shows
that in addition to strong injection power ratio, choosing an
appropriate central wavelength of the slaver ICL is also
important to obtain a high correlation coefficient for chaos
secure communication.
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Fig. 4. Correlation as a function of frequency detuning, where 7,=
1.57m, Is=1.21m, foxe=10%. Black circles and red squares present
Iini= 80% and ri= 20%, respectively.

Besides the zero detuning case shown in Fig. 3(a), we
calculate frequency detuning effects on the correlation
coefficient when the master and slave lasers are subject to
different pump currents, as presented in Fig. 5(a). It is
found that the upper left region of Fig. 5(a) corresponding
high correlation coefficient values is enlarged and C can
reach as high as 0.979. The relative higher correlation
coefficient values required frequency detuning is shown in
Fig. 5().
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Fig. 5. Correlation coefficient as a function of pump currents of
master and slave ICLs (a), and the required frequency detuning(b),
where £x:=10%, rip;=80%.

Figure 6 shows the required frequency detuning (black
squares) for maintaining the maximum values of
correlation coefficient (red circles) for same number of
stages of master and slave ICLs. It is found that the
correlation coefficient are almost constant when the



number of stages of the master and slaver ICLs range from
2 to 20, and the required frequency detuning are the same.
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Fig. 6. Correlation coefficient value and corresponding frequency

detuning under same stage number with Af=-5.86GHz. 1,,= 1.5,
Is=1.21m, £x¢=10%, rinj= 80%.

3.2. Chaos masking

In this section, we present a typical encoding and
decoding technique, based on above the mentioned chaotic
synchronization and show that Gb/s message transmission
rates can be achieved.

We find that the bandwidth of the RF spectrum of the
chaotic carrier is broader than that of message, and then
by choosing a relatively small modulation depth, the
message can be hidden in the chaotic carrier. As presented
in Fig. 7(a), when the pump current of master laser is set
at 1.5 I, the chaos bandwidth can reach 4.37 GHz. We use
here the conventional definition of chaos bandwidth of
chaotic signals as the frequency span between the DC and
the frequency range in which 80% of the energy is
contained[26]. A 2 Gb/s message can be hidden in this
chaotic carrier, as shown in Figure 7(b-iii).

5 () —— (1) RF spectrum 1.3 pb-D) —Cr(y)
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Fig. 7. (@) RF spectrum of chaotic carrier (Cr(?) and message (m(t));
(b) temporal waveform of Ci(d), m(t) and CHd+m(d). Under the
condition of In = 1.5Im, foxx=10% and modulation depth A =0.1,
message rate is 2Gb/s.

At the receiving terminal, the decrypted message can be
obtained via CH{(d+nKd- CK?), where CHd) is from the slave
ICL and has a high correlation coefficient with Cr(#). Here,
C=0.977. The corresponding decrypted result of 2Gb/s
message is given by Figure 8, where the BER of message
by chaotic decryption is 5.52X104 and it reaches 0.12 by
direct decryption.
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Fig. 8. Chaotic decryption (a) and direct decryption (b). ():
temporal waveform; (i): eye-diagram. Under the conditions of I
=1.51m, £x~10%, I~1.21m, ri=80%, A=-5.85GHz and modulation
depth A=0.1.

Figure 9(a) shows the BER performance of 2Gb/s
message transmission rate under chaotic decryption (red
circles) and direct decryption (black squares) versus
modulation amplitude, respectively. It is seen that BER
decreases with increasing modulation amplitude in both
chaotic and direct decryption. For successful
communication there is a requirement for the BER to be
below 3.8x103, which is the hard decision forward error
correction (HD-FEC) threshold. This is met when the
modulation amplitude is in the range 0.08 to 0.22. Once the
modulation amplitude is larger than 0.22, the BER of direct
decryption will be below the HD-FEC threshold which is as
presented in black squares in Fig. 9(a). We also find that
the correlation coefficient remains constant when
modulation amplitude is below 0.25, as presented in Fig.

9(b).
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Fig. 9. BER performance of 2 Gb/s transmission rate under
decryption as a function of modulation amplitude (a), and under
the same conditions correlation coefficient versus modulation
amplitude (b). Under conditions of L»=1.51n, ;=121 £x=10%,
rii= 80%, Af=-5.85GHz.

By varying the frequency detuning or injection power
ratio, we may obtain different correlation coefficient values
to investigate correlation coefficient effects on the BER.
Figure 10 shows the results of 1 Gb/s (black squares) and 2
Gb/s (red circles) message transmission rate under chaotic
decryption versus correlation coefficient, where the
modulation amplitude is 0.1. It is noticed that as the
correlation coefficient increases, the BER gradually



decreases. When the correlation coefficient reaches 0.90,
the BER of the 1 Gb/s message is below the HD-FEC
threshold. For the 2Gb/s message, the correlation
coefficient should be at least 0.92 for the BER to be below
the HD-FEC threshold. This shows that higher correlation
coefficient value is an essential condition in order to obtain
low BER or relatively high speed message rate.
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Fig. 10. BER performance of 1Gb/s (black squares)and 2Gbl/s (red
circles) transmission rate under decryption as a function of
correlation coefficient. Under conditions of [n=1.51n, 5= 1.2, £t
=10%, A= 0.1, riyi= 80%, Af=-5.85GHz.

We calculate the BER of chaotic decryption message as
a function of the transmission rate as presented in Fig. 11.
Itis found that as the transmission rate increases, the BER
increases, and when the rate reaches 2.3Gb/s, the BER is
still below the HD-FEC threshold. In this case, the
correlation coefficient is 0.97 which means that the
synchronization is not perfect, therefore the BER will be
above the HD-FEC threshold for the higher rate. The
limitation on the transmission rate is that the message
extraction will be less efficient when the message rate is
comparable to the relaxation oscillation frequency of the
laser. This has been reported in the case of chaos secure
communication  experiments using semiconductor
lasers[25]. Of the two methods to increase transmission
rate, choosing a laser with a relative high relaxation
oscillation frequency is a much easier approach than
seeking experimental means for further improving the
correlation coefficient.

1E-4

1E-5 L 1 1 1 1
1.0 15 20 25 30 35 40
Message rate (Gb/s)

Fig. 11. BER performance under chaotic decryption as a function
of transmission rate. Operation conditions of ICLs are same as Fig.
7 and Fig. 8, In=1.51, Is=1.2 1, fex=10%, riy= 80%, h=0.1, Af=-
5.85GHz.

4. Discussion

To achieve higher transmission rate, one can increase
the stage number or pump current of the ICLs which can
both increase the relaxation oscillation frequency as shown
in previous simulations[21]. Figure 12(a) and (b)
respectively provide the decrypted results for 3Gb/s and
4Gb/s transmission rate. In the results shown in Fig. 8 the
stage number was 10; here the number of stages is
increased to 15 and 3Gb/s encryption is realized. We find
that the rate can be further improved to 4Gb/s, with only a
slight increase of the pump current of the master and slave
lasers to 1.7/ and 1.3k respectively.
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Fig. 12. Chaotic decryption results of 3Gb/s (a) with [, =1.5%
I=1.21m, £xe=10%, 1ij=80%, mm= ms15, h=0.1, Af= -5.85GHz,
C=0.97, BER=1.20 X 10*and 4Gb/s (b) with [n=1.72» I:= 1.3 Lis, foxt
=15%, riy=80%, mn= ms=15, h =0.1, Af= -5.50GHz, C =0.96,
BER=1.81X103. (): temporal waveform; (ii): eye-diagram.

5. Conclusions

Theoretical investigations have been undertaken of the
requirements for successful secure free-space optical
communications using chaotic ICLs. With increase of
pump current, injection pow ratio as well as ICL stage
number, we obtain high-quality synchronization and
broadband chaotic laser carrier. Based on this, we encrypt
a 4Gb/s message by chaos masking. Prospects for
transmission rates at several Gb/s are indicated offering a
stimulus for an experimental demonstration of this
communication scheme.
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